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Example: keygenme

$ ./get_key
Usage: ./get_key company department name licence
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Example: keygenme

$ ./get_key
Usage: ./get_key company department name licence

$ ./get_key company department name wrong_serial
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Example: keygenme

$ ./get_key
Usage: ./get_key company department name licence

$ ./get_key company department name wrong_serial
Licence=>[025E60CBO8F00A1A23F236CC78FC819CE6590DD7]
Invalid serial wrong_serial
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Example: keygenme

$ ./get_key
Usage: ./get_key company department name licence

$ ./get_key company department name wrong_serial
Licence=>[025E60CBO8F00A1A23F236CC78FC819CE6590DD7]
Invalid serial wrong_serial

$ ./get_key company department name 025E60CBO[...]
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Example: keygenme

$ ./get_key
Usage: ./get_key company department name licence

$ ./get_key company department name wrong_serial
Licence=>[025E60CBO8F00A1A23F236CC78FC819CE6590DD7]
Invalid serial wrong_serial

$ ./get_key company department name 025E60CBO[...]
Licence=>[025E60CBO8F00A1A23F236CC78FC819CE6590DD7]
Thank you for registering !
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Keygenme: data flow
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Keygenme: data flow
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Keygenme: data flow

:[ sprintf
'

[ SHA-1 ]
!
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Keygenme: data flow

> [ sprintf

!

SHA-1

[ ]
!
[ ]

hex encode

!

‘ license ’
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Demo 1: BinCAT usage

Flo £ jump Search View Debugger

optins v velp
B0 e AE B )« DO kP FvAEX p OOk 5w
Druncins i 1 [ arcaT i, arca. 0 | B ancarove.. £ | 5 ancar comour. || T oAviewn £ | 31 ecviews 1|1 st (1 [ enums [ |0 mpors £ | Swors 10
(@ aincs Tarting B A !
pidas o 1l sdimee sl v etoooooes e b int _cdscd mainine arse, const char “iarov, const cher *emel
regsiar A lon . e
(@ ainca e

ol
2]
=

oh23456789ABCDER

©/a))

(@ e oebugang
Shorfcut Ctzlis is used for two actions:
P Eait/Plugins/BinDite 4.2
View/Open subviews/BEnDife Main Window
Shorscut for "View/Open subviews/BLnDiff Main Window' will be disabled.
Pytnon 2.7.9 (daefaule, Mar 16 2015, 14:46:02)
(&cc 4.4.3
apes IDRPython V1.7.0 final (serial 0) () The IDAPython Team <idapythondgooglegroups.com>
yvon [

Biondi, Mehrenberger, Rigo, Zennou

BinCAT

B Graph overvew

B

27 AIRBUS



Demo 2: Tainting
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Architecture

IDA plugin
@ python
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Architecture

IDA plugin
@ python

bincat binary

mOCaml
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Architecture

config, binary...

IDA plugin
@ python

y| bincat binary

mOCaml
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Architecture

local mode

IDA plugin

config, binary...

@ python

o

results, logs
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Architecture

remote mode

Y
IDA plugin REST Web server s/ bincat binary
@ python™ @ python |, mOCaml
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Architecture

remote mode

&docker

Y
IDA plugin REST s Web server s/ bincat binary
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Control flow graph reconstruction

state;
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Control flow graph reconstruction

IP=0x0804123C
EAX=0x0007FFFF
ZF=1
mem [0x1000]=]303132
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Control flow graph reconstruction

==
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Control flow graph reconstruction

Decoder

inc eax
\

state;

EJ

| intermediate language
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Control flow graph reconstruction

Decoder

inc eax
\

‘ intermediate language &2

eax < (eax + 0x1);
zf < eax=0 7 1: 0;
sf + (eax >> 0Oxif)=1 ? 1: 0;
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Control flow graph reconstruction

| intermediate language
= 4
State generator

state;
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Control flow graph reconstruction

State generator
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Control flow graph reconstruction

state;

State generator

IP=0x0804123C
EAX=0x0007FFFF
ZF=1

nem [0x1000] = | 303132 RaOERE0S L2l

EAX=0x00080000
ZF=0
nem [0x1000]=1303132
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Control flow graph reconstruction

state;

states
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Formal correctness: static analysis by abstract interpretation

e operations on values/taint/types are done on abstract objects which
represent sets of values/taint/types
ex: 0 = {0}, ? = {integers}, Struct = {C structs}
e abstract computations are always an overapproximation of actual ones
e approximation example: loop widening (V)
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Formal correctness: static analysis by abstract interpretation

e operations on values/taint/types are done on abstract objects which
represent sets of values/taint/types
ex: 0 = {0}, ? = {integers}, Struct = {C structs}
e abstract computations are always an overapproximation of actual ones
e approximation example: loop widening (V)

H[ st esi = 0x1000, uint32*] while es1 < 0x8000
i eesi=esi+ 4
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Formal correctness: static analysis by abstract interpretation

e operations on values/taint/types are done on abstract objects which
represent sets of values/taint/types
ex: 0 = {0}, ? = {integers}, Struct = {C structs}
e abstract computations are always an overapproximation of actual ones
e approximation example: loop widening (V)

H[ st esi = 0x1000, uint32*] while es1 < 0x8000
i eesi=esi+ 4

D int30% e |dea:

' ' e what is stable is kept
51/’ =s1Vs Ex: type ’
e what changes is
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Ex: value
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Formal correctness: static analysis by abstract interpretation

e operations on values/taint/types are done on abstract objects which
represent sets of values/taint/types
ex: 0 = {0}, ? = {integers}, Struct = {C structs}
e abstract computations are always an overapproximation of actual ones
e approximation example: loop widening (V)

H[ st esi = 0x1000, uint32*] while es1 < 0x8000
i eesi=esi+ 4

Syesi-=0x10- wint32* ® ldea:
sh=5Vs e what is stable is kept

Ex: type
q — . *
esi = 0x??7777777, uint32 e what changes is
i overapproximated
Ex: value
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Formal correctness: static analysis by abstract interpretation

e operations on values/taint/types are done on abstract objects which
represent sets of values/taint/types
ex: 0 = {0}, ? = {integers}, Struct = {C structs}
e abstract computations are always an overapproximation of actual ones
e approximation example: loop widening (V)

H[ s1: esi = 0x1000, uint32*] while esi < 0x8000
L eesi —esi—+ 4
. - : e |dea:
. sy =5 Vs ° \I/Ev::aiyizestable is kept

e what changes is
overapproximated
Ex: value

e Theorem 1: (s]) sequence is
ultimately stationary

e Theorem 2: fixpoint sf is an
overapproximation of the real

. execution trace
Sp b s
c
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Formal correctness: static analysis by abstract interpretation

e operations on values/taint/types are done on abstract objects which

represent sets of values/taint/types

ex: 0 = {0}, ? = {integers}, Struct = {C structs}
e abstract computations are always an overapproximation of actual ones
e approximation example: loop widening (V)

—>[ s1: esi = 0x1000, uint32*]

l

‘C
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while esi < 0x8000
eesi=esi+ 4

Idea:
e what is stable is kept
Ex: type
e what changes is
overapproximated
Ex: value

Theorem 1: (s/) sequence is
ultimately stationary

e Theorem 2: fixpoint sf is an

overapproximation of the real
execution trace

some techniques allow for precision
covery
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Empirical testing

e Theory is correct.
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Empirical testing

e Theory is correct.

e [n theory, the implementation too.
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Empirical testing

e Theory is correct.
e [n theory, the implementation too.

e In practice, a lot of things are complex and bug prone: the decoder,
abstract operations, etc.
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Empirical testing

e Theory is correct.
e [n theory, the implementation too.

e In practice, a lot of things are complex and bug prone: the decoder,
abstract operations, etc.
— lots of unit tests
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Empirical testing

e Theory is correct.
e [n theory, the implementation too.
e In practice, a lot of things are complex and bug prone: the decoder,
abstract operations, etc.
— lots of unit tests
e BinCAT vs CPU: > 67.000 tests for ~ 55 instructions
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Empirical testing

e Theory is correct.
e [n theory, the implementation too.
e In practice, a lot of things are complex and bug prone: the decoder,
abstract operations, etc.
— lots of unit tests

e BinCAT vs CPU: > 67.000 tests for o~ 55 instructions
e BinCAT vs QEMU test-i386: 87% test coverage over ~ 105 instructions
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Empirical testing

e Theory is correct.
e In theory, the implementation too.
e In practice, a lot of things are complex and bug prone: the decoder,
abstract operations, etc.
— lots of unit tests

e BinCAT vs CPU: > 67.000 tests for ~ 55 insy
o BinCAT vs QEMU test-1386: 87% test coyb
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Analyzer's performance

Example: keygenme
e 6407 instructions analyzed
e RAM usage: 90 MiB
e running time: 6s

e average: ~ 1060 insn/s

QEMU tests:
e 209 120 instructions analyzed
e RAM usage: 2.3 GiB
e running time: 23 min 30 s

e average: ~ 150 insn/s

Intel Core i7-6700K CPU @ 4,00GHz

Biondi, Mehrenberger, Rigo, Zennou :: BinCAT
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Current features improvements (planned)

x86

: e better type reconstruction
inter-

computed mediate e new types from heuristics. Ex:
properties language structures detection on stack

taint

e several distinct taint sources

® more precise computations in
backward analysis

e more standard library functions
models

e type and value override in IDA

e memory definition directly in IDA

IDA in-
tegration
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Future features

object
recon-
struc-
tion
(C++) x86-64
values computed intermediate
properties language

ARM

o finer approximations in values computation by using intervals
e complex objects reconstruction (C++)
o x86-64 and ARM decoders

Biondi. Mehrenberger. Rigo. Zennou - BinCAT
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Thanks!

Full paper (link in README):
https://www.sstic.org/media/SSTIC2017/SSTIC-actes/bincat_purrfecting_
binary_static_analysis/SSTIC2017-Article-bincat_purrfecting_binary_

static_analysis-biondi_rigo_zennou_mehrenberger.pdf

e project was partially financed by DGA-MI
e Get it! (AGPL licence)

https://github.com/airbus-seclab/bincat

docker run -p 5000:5000 airbusseclab/bincat

tutorial in doc/tutorial.md
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https://www.sstic.org/media/SSTIC2017/SSTIC-actes/bincat_purrfecting_binary_static_analysis/SSTIC2017-Article-bincat_purrfecting_binary_static_analysis-biondi_rigo_zennou_mehrenberger.pdf
https://www.sstic.org/media/SSTIC2017/SSTIC-actes/bincat_purrfecting_binary_static_analysis/SSTIC2017-Article-bincat_purrfecting_binary_static_analysis-biondi_rigo_zennou_mehrenberger.pdf
https://github.com/airbus-seclab/bincat
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x86 coverage - Second table

e T
a1 N\ N\l O P
MOV CR DRI — <
(ARCR [RATCT [ONCR AT D e [QSE|

Cl\/lov
el m——

[N | [N | ><
NIV M MMX.SSE

MOE----------.-.
SENDSETIDSETSEIBETZ1 T TR SETASETS S5 SETPETRLSETLLEWSETLE Wl
AHAPPDIBTISHLD.........|Hib P RSMIBTS|SHR D e ML
CHPACHGILSSIBTR LFSILGSI MOVZXUD BTx(BTCIBSF BSRIMOVSX




Currently implemented lattices

less precise

/\\ RN

- untainted tainted

\/' AN

very precise

less precise T
-ooint struct
c / \ ;
int32 uint32 -
very precise 1
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